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Sppective Electronic “Discovery

Implementing a

Response Plan

by Virginia R. Llewellyn and E. Pennock Gheen

A successful electronic discovery response
plan is built on the same foundation as tradi-
tional discovery response, beginning with anal-
ysis of the document request, gathering and
processing data, attorney review,and eventual
production to a requesting party. The key dif-
ferentiator—and the aspect of electronic dis-
covery that causes attorneys the most anxiety—
is the fact that some technical expertise is
required to manage electronic discovery effi-
ciently and effectively.

With the establishment of a collaborative rela-
tionship on both legal and technical fronts—be-
tween in-house attorneys and outside counsel,
and between the company’s [T department and
their electronic discovery service provider—
corporations and their outside counsel can
map out a straightforward plan for electronic
discovery response.

Step 1: Analyze the Scope
The first step in analyzing the scope of electronic
discovery or a particular electronic document

request is to answer two “Who?” questions: 1)
Who are the document custodians or likely
key witnesses?; and 2) Who is knowledgeable
about how and where their electronic docu-
ments are created and stored? The answers to
these “who” questions will help you formulate
your overall electronic discovery strategy. In
the same way you identified key players and
likely witnesses early in traditional discovery,
so must you pinpoint specific electronic docu-
ment custodians or specific computer users
in electronic discovery. You should work closely
with your client to prepare an outline—even
a partial organizational chart—of all people
who may have created, received, or shared
potentially relevant information on their
computers.

The need for early analysis stems from two
key legal obligations: the duty to investigate
and disclose potentially responsive electronic
information, and the duty to affirmatively pre-
serve electronic information that may be sub-
ject to production in the case.

Duty to Investigate and Disclose

At the commencement of litigation, even be-
fore receiving any formal discovery request, a
party must conduct an appropriate analysis to
disclose to opposing parties information in-
cluding a description by category and location
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of documents and data compilations. FRCP
26(a)(1)(B). This requirement means that a
party must search available electronic systems
for relevant information. McPeek v. Ashcroft,
202 ER.D.31,32 (D.D.C.2001). Multiple cop-
ies of responsive electronic information may be
stored on hard drives, networks, backup tapes,
laptops, floppy disks, employees’ home com-
puters, and wireless e-mail devices or PDAs.
The question facing both in-house and outside
counsel is this: How far does the duty to un-
cover information extend?

The courtin GTEM, Inc. v. Wal-Mart Stores,
Inc., 2000 U.S. Dist. LEXIS 3804, 2000 WL
335558 (S.D.N.Y.) examined the duty to in-
vestigate the existence of electronic infor-
mation. The plaintiffs requested information
about Wal-Mart’s local sales. In responding,
Wal-Marts attorney relied on a senior executive,
who indicated that local sales data was main-
tained for five weeks only and was no longer
available. Wal-Mart claimed that providing
the information would be unduly burdensome
because it did not have the centralized com-
puter capacity to track the information segre-
gated as requested. A year later, the plaintiffs
deposed a Wal-Mart MIS vice president, who
testified that in fact Wal-Mart’s computers
could track the requested information for up
to a year. At the time of plaintiffs’ request, the
local sales information was segregated and
available, but because of the delay caused by
counsel’s misrepresentation, it no longer was.
The court chastised counsel for failing to con-
sult MIS personnel:

Whether or not defendant’s counsel inten-

tionally misled plaintiffs, counsel’s inquir-

ies about defendant’s computer capacity
were certainly deficient. ... As a vice presi-
dent in Wal-Mart’s MIS department, she
was an obvious person with whom defend-
ant’s counsel should have reviewed the com-
puter capabilities.
2000 U.S. Dist. LEXIS 3804 at *6. The court
ordered an on-site inspection of defendant’s
computer facilities at Wal-Mart’s expense. It
further imposed upon Wal-Mart all the plaintiffs’
expenses and legal fees caused by the inaccurate
disclosure, including costs of the cumbersome
process plaintiffs had to use to extract the in-
formation they sought. This misstep ultimately
cost Wal-Mart nearly $110,000. GTFM, Inc. v.
Wal-Mart Stores, Inc., 2000 U.S. Dist. LEXIS
16244,2000 WL 1693615 (S.D.N.Y.). The key
message in the Wal-Mart case was that courts
expect legal and technical personnel to work
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together to satisfy investigation and disclo-
sure obligations.

In another recent case, the court reasoned
that Rule 26 requires a party to disclose not just
the existence of computer-based information,
but also the fact that such information exists
in electronic form. In re Bristol-Myers Squibb
Securities Litig., 205 ER.D. 437 (D.N.]. 2002).
In issuing the discovery ruling, the court em-
phasized that counsel would be wise to avoid
unnecessary expense and disputes by using
the Rule 26 conference to discuss issues asso-
ciated with electronic discovery.

As the eve of electronic case filing (ECF) is

upon us, in this and most other Districts, the

production of electronic information should
be at the forefront of any discussion of issues
involving discovery and trial, including the
fair and economical allocation of costs.

Id. at 444,

In addition to preparing initial mandatory
disclosures and planning for subsequent re-
sponses to specific discovery requests, in-house
and outside counsel must work together to
anticipate and plan for a Rule 30(b)(6) depo-
sition of a designated IT person. Such depo-
sitions are now commonly utilized to seek
substantive information about corporate IT
systems and document management proto-
cols and to shape further discovery. FRCP
30(b)(6); see, e.g., Carbon Dioxide Industry
Antitrust Litigation, 155 ER.D.209,214 (M.D.
Fla. 1993) (depositions aimed at acquiring
information about data maintained on de-
fendants’ computers as well as hardware and
software needed to access the information
were necessary to proceed with substantive
discovery); Alexander v. FBI, 188 ER.D. 111
(D.D.C.1998) (court permitted deposition to
learn about e-mail systems and system for ac-
quisition, location, and disposition of com-
puters to guide substantive discovery).

Duty to Preserve Electronic

Data for Production

In analyzing the scope of electronic discovery
in a particular case, you must also consider
how this impacts the duty to preserve evi-
dence. Preservation duties arise or increase
when your client reasonably anticipates litiga-
tion; receives pre-litigation correspondence;
or receives service of a complaint, answer, or
discovery request. Electronic information is
subject to these standard preservation duties.
See, e.g., Wiginton v. CB Richard Ellis, 2003
U.S. Dist. LEXIS 19128, *12-13, 2003 WL
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22439865, *4 (N.D. Ill.). The extent of the
measures your client must take to meet the
obligations depends on several factors, includ-
ing: the jurisdiction in which the case is filed;
the facts of the case (e.g., whether relevant
evidence is centered on a particular period in
the past); and the specificity of document re-
quests. See, e.g., Wiginton, supra (failing to
halt routine document retention and destruc-
tion policy may constitute bad faith).

In one of the most extreme cases published
to date, judgment was granted against a de-
fendant when the court found a wholesale fail-

courts expect legal and
technical personnel to
work together.

ure of the party’s duty to “establish a coherent
and effective system to faithfully and effec-
tively respond to discovery requests.” Metro-
politan Opera Assn v. Local 100, Hotel Empl. &
Rest. Empl. Int’l Union, 212 ER.D. 178, 228
(S.D.N.Y. 2003). The shortcomings noted in
this case included a failure of counsel’s duty to
“cause a retention policy to be adopted to pre-
vent destruction of responsive documents,
both paper and electronic.” Id. at 181.

Requests for orders requiring preservation
of computer information are on the rise. At
least one court has allowed injunctive relief
requiring “freezing” of a party’s computer sys-
tems, even before a discovery request was is-
sued. Dodge, Warren ¢~ Peters Ins. Svcs., Inc. v.
Riley, 105 Cal.App.4th 1414 (2003). Other
courts have noted the increased frequency of
use of affirmative orders to preserve electronic
data in complex litigation. See, e.g., Pueblo of
Laguna v. United States, 60 Fed.Cl. 133, 136
(2004). In contrast, some courts have rejected
the need for such relief in the absence of any
showing that the company or its attorneys are
likely to “flaunt their obligation under the fed-
eral rules”in the absence of an affirmative order.
Madden v. Wyeth, 2003 U.S. Dist. LEXIS 6427,
*3,2003 WL 21443404, *1 (N.D. Tex.).

The extent of a party’s duty to locate, pre-
serve, and produce electronic information is
now commonly the subject of a great deal of
discussion between in-house and outside coun-
sel. As with many other discovery matters, the
jurisdiction in which the case is filed can have
a significant impact on how the duty must be
carried out. Well-known decisions such as

McPeek, supra, and the now famous “Zubu-
lake” line of cases provide some guidance for
how in-house and outside counsel ought to
work together to analyze an electronic discovery
request. See Zubulake v. UBS Warburg LLC,
220 ER.D. 212 (S.D.N.Y.) and its progeny. Ulti-
mately, these situations are highly fact-specific
and the circumstances of each case will dictate
the appropriate course of action. Most impor-
tant is the ability to demonstrate to the court a
reasonable, legally defensible plan for manag-
ing electronic discovery that has been coordi-
nated between in-house and outside counsel
and the necessary technical personnel.

Step 2: Gather Potentially
Responsive Data

Once you have assessed the scope of electronic
discovery and conducted a thorough analysis
of the request for electronic data, the legal and
technical teams must work together to prepare
a plan for efficient data gathering. Finding in-
formation in response to electronic document
requests can initially appear to be an enormous
undertaking, and a disorganized or untimely
response can have disastrous consequences.
However, with preparation and the right mix of
legal and technical expertise, the process can
be easier and more efficient than procedures
used in the “paper world”

Identifying the custodians of responsive
electronic information in answer to the “Who”
questions in Step 1 above will aid the technical
team in mapping out the physical location of
potentially responsive electronic documents.
Next, you must think about what kinds of elec-
tronic documents were created by the key play-
ers,as notall computer users create information
in the same way. Company executives and mem-
bers of upper management typically use stan-
dard office software, including e-mail and word
processing programs, or presentation software
such as Microsoft® PowerPoint®. Employees in
finance and accounting departments tend to
create large numbers of spreadsheets and other
numbers-based data,and may use database sys-
tems. Engineers or computer programmers
often use computer-aided drawing programs
or other specialized technical software. The
best way to gather electronic data can depend
greatly on the identity of document custodi-
ans and the kind of data at issue.

As you prepare your data-gathering plan,
you also need to think about where the elec-
tronic data resides. Where is backup data stored?
Where are documents saved on the network?
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Where are e-mail messages kept? What are
the options for local storage on hard drives and
removable media? Gathering this information
early is necessary to guide an effective discov-
ery process; failure to develop a reasonable
data-gathering plan may subject your client to
later expense and delay. See, e.g., In re Livent,
Inc. Noteholders Sec. Litig., 2002 U.S. Dist.
LEXIS 26446, 2003 WL 23254 (S.D.N.Y.)
(defendant ordered to provide written expla-
nation of all steps taken to locate responsive
e-mail messages).

The following list is an example of addi-
tional specific questions that should be ad-
dressed and discussed among the legal and
technical teams before data gathering begins:
* Who are the custodians of interest?

+ Based on specific document requests?

+ Based on involvement in specific activities?

+ Based on geography?

+ Based on department or job function?

+ Based on dates of employment?

+ What are the dates of interest?

+ Must deleted files be recovered and pro-
duced?

« Are backup tapes within the scope of the
request?

« If so, what is the time period for which

tapes must be restored?

« If so, are monthly, quarterly, or yearly

snapshots acceptable?
+ In what form must the data be produced

(and how does that impact data collection)?
+ Can current in-house IT staff handle the

workload, or does it make sense to con-

tract data-gathering consultants to help?

With answers to the questions above, and
guidance from in-house and outside counsel,
the technical teams can then carry out the data-
gathering work. In some cases, the client’s IT
department cannot handle the heavy lifting
involved in onsite data collection. An elec-
tronic discovery service provider can be of
great assistance in such cases by, for example,
providing an approved protocol for protecting
the authenticity of evidence (e.g, ensuring
that original document creation dates are not
accidentally overwritten or erased) and pre-
serving the chain of custody.

Step 3: Process Electronic

Data for Attorney Review

The greatest challenge of electronic discovery
in most cases is the sheer volume of electronic
data that must be considered for potential pro-
duction. While many attorneys assume that
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this volume necessarily translates to increased
costs, there are many opportunities to save on
expenses in the data processing stage.

Once the data gathering in Step 2 is com-
plete, the legal team turns the documents over
to the technical team to prepare the data for
attorney review. When gathered, electronic
data is commonly copied to media such as
CD-ROMs, tapes, or removable hard drives.
The data can then be quickly transferred from
the client site for processing. Electronic data
processing typically occurs at a service pro-
vider’s facility where technical personnel have
the expertise to rapidly and accurately pro-
cess many different kinds of file types.

In paper discovery, documents are “pro-
cessed” by making working copies, stamping
Bates numbers, storing boxes of documents in
a central repository and, in some cases, scan-
ning and coding the documents so images of
the paper can be stored in a database. Elec-
tronic discovery enables electronic docu-
ments to be processed to achieve the same
results—organization and identification of
the documents in preparation for attorney re-
view. The difference lies in the automation of
technology that enables uploading of elec-
tronic documents directly from their original
electronic format. With all documents elec-
tronically uploaded and rendered to a com-
mon file format (most commonly TIFF or
PDF), unique identification numbers can be
seamlessly assigned and documents can be
automatically sorted by custodian, creation
date, file type, or other identifiable character-
istics. With electronic processing, the full text
of all documents can also be saved, stored,
and made available for searching—no use of
OCR software or coding of key information is
required. The “parent-child” relationships be-
tween e-mail messages and their attachments
are also preserved during processing, providing
the review team with an accurate picture of
not only the text on the face of particular docu-
ments, but also the context of how electronic
documents are related to one another.

There are opportunities for significant cost
savings during the data processing stage. Du-
plicate documents can be eliminated, avoid-
ing the need for repetitive review. Keyword
searches and other “culling” mechanisms can
also be employed at this stage to reduce the
original set of documents to a more manage-
able size.

Despite the increased volume of electronic
documents versus their paper counterparts,
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comparisons have shown that electronic doc-
ument processing is far cheaper than paper
processing. For example, one 2003 analysis
determined that paper discovery costs an av-
erage of $.70 per page, while electronic dis-
covery costs an average of $.23 per page (Law
Office Computing, June/July 2003). See also In
re Bristol-Myers Squibb, supra, at 442 (noting it
is “beyond dispute” that documents in digital
format can be copied quickly, less expensively,
and with better quality than paper documents).

Step 4: Review for Privilege

and Responsiveness

Once electronic data has been gathered and
processed, the technical team turns the process
back to the legal team to access the documents
for review. Web-based repositories for elec-
tronic documents are now commonly utilized
to provide the review team with access to the
entire document collection from any com-
puter with an Internet connection. Full-text
searching enables attorneys to find critical
documents quickly. The ability to redact privi-
leged information or apply annotations to criti-
cal documents, all from one shared interface,
also makes the review team more productive.

In order to get the most out of electronic
review, it is important to establish a review
protocol early in the case. Defining param-
eters for privilege assessment, assigning the
documents of particular custodians to indi-
vidual members of the review team, and estab-
lishing a pre-approved set of search words or
terms can all contribute to efficient, effective
document review.

Managing documents electronically also
enables the team to track the process electroni-
cally. Using mouse clicks to move documents
from one collection to another eliminates the
physical labor associated with managing doc-
ument review,and removes the cost of bringing
teams of people to one physical site for review.
Keyword searches and electronic reports en-
able the case manager to perform high-level
quality control measures, ensuring no docu-
ments are overlooked or inadvertently pro-
duced.

In-house counsel can also be empowered
by web-based electronic review with the abil-
ity to check on the status of a case, quickly
view documents that have been designated as
“hot” or “privileged,” and to more effectively
collaborate with outside counsel on strategy
decisions without the need to ship documents
back and forth between locations.
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Step 5: Efficiency and
Cost-Effectiveness

Once document review is complete, the legal
and technical teams must come together
again to carry out production of responsive
documents. As a practical matter, electronic
documents can be produced in numerous for-
mats—printed to paper, sent electronically
via an FTP site, or copied to media such as
CD-ROMs, tapes, or removable hard drives.
In designing the production part of an electronic
discovery response plan, however, careful atten-
tion must be paid to the legal requirements of
various jurisdictions.

A producing party should not assume that
discovery obligations will be met by providing
hard copies of electronic data. Data may be
discoverable in electronic form even if the same
information has already been produced on
paper. Super Film of Am., Inc. v. UCB Films,
Inc., 219 ER.D. 649 (D. Kan.) (court rejects
party’s assertion that it lacks the expertise to
retrieve electronic documents in discovery,and
orders party to produce electronic versions of
documents within 30 days); In re Honeywell
Int’l, Inc. Securities Litig., 2003 U.S. Dist. LEXIS
20602,2003 WL 22722961 (S.D.N.Y.) (court
orders third party to reproduce relevant docu-
ments previously produced in paper form,
finding that documents should have been pro-
duced electronically, as they were kept in the
usual course of business); I re Bristol-Myers
Squibb, supra.

In Bristol-Myers Squibb, plaintiffs and de-
fendants initially entered an agreement re-
garding copying costs. The plaintiffs were to
pay $.10 per page for documents defendants
copied for production. After the defendants
produced a significant quantity of paper and
delivered the bill, plaintiffs disputed how much
they actually owed. Defendants moved the
court for an order requiring plaintiffs to pay
the fullamount as agreed: the number of pages
produced times $.10 per page. The plaintiffs
had some objections. Though Bristol-Myers
Squibb was producing documents it had stored
in both paper and electronic form, it pro-
duced all documents to the plaintiffs in paper
form. Documents stored in electronic form
were printed for production. Documents stored
in paper form were scanned by the defendant
to create electronic images for its own review,
at the same time “blowing back” paper copies
for production to the plaintiffs. 205 ER.D.
at 439.

With respect to the documents that were
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stored electronically, the plaintiffs argued that
documents stored in electronic form should
have been produced that way. The court noted,
though, that the plaintiffs specifically asked
for paper, even after the court raised the issue
of electronic information at a case manage-
ment conference. The plaintiffs “had every
opportunity” to request electronic informa-
tion, but they did so only after receiving the
bill for paper production. Nevertheless, the
court sided with the plaintiffs on this issue. It
found it “somewhat troublesome” that the
defendants had responsive information in

Preservation duties arise
or increase when your
client reasonably
anticipates litigation.

electronic form but produced it on paper. The
defendants, it held, had fallen short of their
Rule 26 disclosure obligations by not telling
the plaintiffs that the information was avail-
able in electronic form. Id. at 440. Because the
defendants did not tell the plaintiffs that re-
quested documents were available in elec-
tronic form, the plaintiffs were not required to
pay the costs of paper copies. Id. at 440-441.

Recently, some courts have ruled that paper
production of electronic files is sufficient. See,
e.g., Northern Crossarm Co., Inc. v. Chemical
Specialties, Inc., 2004 U.S. Dist. LEXIS 5381,
2004 WL 635606 (W.D. Wis.) (stating that no
party is necessarily entitled to production in its
“preferred format”); Samide v. Roman Catholic
Diocese of Brooklyn, 773 N.Y.S.2d 116 (2004).

The appropriate form of production in a
given case is another fact-specific matter that
must be discussed early in litigation.

Coordinating between

Legal and Technical Teams

Electronic discovery best practices are based
on a union of legal and technical expertise.
Outside counsel can assist the corporate client
in all five steps outlined above by providing
ongoing advice about the law of electronic
discovery and what to expect in the process.
Experience with prior cases and an established
working relationship with a skilled electronic
discovery service provider will streamline the
process and enable you to respond quickly
and effectively when litigation is pending or

imminent. In-house counsel can have a sig-
nificant impact on the success of electronic
discovery by acting as a conduit for early and
effective communications with others in the
corporation. Both outside and in-house coun-
sel will benefit from a good working relation-
ship with the technical teams.

The following tips provide an overview of
how in-house and outside legal and technical
teams can work together to prepare an effec-
tive electronic discovery response plan.

Inside and Outside Legal Teams

+ Work together to assess the company’s docu-
ment retention policy, if one exists. Ensure
that the policy addresses electronic infor-
mation, and that IT staff understands the
purpose of the policy and the legal impor-
tance of compliance. If no policy is in place,
be sure the company’s senior management
team understands the pros and cons of this
decision as related to litigation issues.

+ Assist the company in making litigation
preparedness a part of employees’ daily work.
Increase company-wide awareness of the
types of information that must be disclosed
in litigation. Educate all employees about
the pitfalls of carelessly destroying or retain-
ing information. Most employees operate
with their employer’s best interests in mind,
and they will respond well to the notion
that the company has entrusted them with
aiding in carrying out its legal obligations.

+ Outside counsel can assist in facilitating an
ongoing working relationship between in-
house legal and IT personnel. Too often,
this relationship is formed only when a liti-
gation crisis is looming. [T staff can provide
the facts about how the company creates
and stores data. Outside counsel can pro-
vide guidance to IT personnel about good
practices for electronic document reten-
tion and destruction. Make IT employees
aware of the most common electronic data
problems: retaining unnecessary informa-
tion for too long, or failing to retain infor-
mation that the company has an obligation
to keep. Striking the right balance here is
critical to avoiding problems in court.

+ Outside the context of any particular litiga-
tion, in-house and outside counsel should
discuss the scope of the obligation to pre-
serve electronic data. With a map of the
company’s IT systems in hand, the legal
team should prepare an action plan for im-
mediately halting document destruction if
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the need arises. The legal team should also
outline the extent of efforts that may be re-
quired to identify and search different sys-
tems and storage media for the data of “key
players”in a case.

+ Work together to designate and train an
IT representative to act as the company’s
30(b)(6) deposition witness when elec-
tronic data storage is at issue. Having a wit-
ness trained in advance will greatly reduce
the company’s anxiety level and will ensure
there are no surprises at the deposition.

Inside and Outside Technical Teams

« Internal technical staff should organize data
storage in a way that simplifies later iden-
tification, retrieval, and production of re-
sponsive information. I'T personnel should
talk with the legal teams and the electronic
discovery service provider about the prac-
tical implications of choosing particular
software, as well as the implications of chang-
ing systems. Together, the technical teams
should consider capabilities that may be
relevant to a discovery response: How is
data stored? In what format is it stored? Is
itaccessible or inaccessible? Does the com-
pany want to have ready access to informa-
tion from systems no longer in use?

+ The company’s IT department should have a
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specific plan outlined for the immediate sus-
pension of usual document destruction and
backup tape recycling protocols if the legal
teams determine a case requires this action.
An experienced electronic discovery service
provider can offer suggestions for how best to
accomplish this task when the need arises.
The technical teams should maintain a focus
on minimizing disruption of business op-
erations when electronic data must be col-
lected. A primary goal should be reducing
the time individual employees must divert
to examining their files for responsive infor-
mation. Knowing how to leverage technol-
ogy to protect employees’ time and produce
timely, accurate responses can save a great
deal of expense. A plan for prompt and com-
plete discovery responses will also prevent
the imposition of intrusive measures, such
as on-site inspections by an adversary.

IT personnel should educate themselves
about how best to carry out the data collec-
tion process. In some cases, the company’s
IT department will have sufficient expertise
to handle this task internally. In other cases,
outside assistance may be required. A pre-
determined protocol for collecting and
copying electronic data will ensure that the
chain of custody is preserved and that data
is not unintentionally altered.
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+ The internal IT staff can provide valuable
information when an electronic discovery
service provider is asked to reduce the origi-
nal volume of electronic data collected be-
fore the attorneys begin review. Many courts
allow service providers to assist with key-
word searches or other methods of pre-review
data reduction. The company’s IT person-
nel will be in the best position to provide
information about how the files of various
document custodians are organized. If the
company’s IT staff is available to provide
some tactical guidance, the service pro-
vider will spend less time and money on
administrative work, and can focus on sub-
stantive electronic discovery services.

Conclusion

The prevalence of electronic discovery means
that all businesses must have ready access to
the evidence they need to produce, while guard-
ing against accumulating overwhelming vol-
umes of information. Effective planning requires
a new working relationship among internal
and external legal and technical resources.
With an effective electronic discovery action
planin place, in-house attorneys can gain con-
trol over data retrieval and review processes and
costs, while outside counsel enjoy a tremendous
advantage in preparing their clients’ cases.FD
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