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[Editor’s Note:  This is the first in a series entitled “Bits and Bytes of Electronic Discov-
ery.”  Matthew M. Neumeier is a partner at Jenner & Block, LLC in Chicago and Co-Chair
of the firm’s Class Action Litigation and Products Liability and Mass Tort Defense practice
groups.  Mr. Neumeier speaks and writes frequently on the topic of electronic discovery,
and teaches an L.LM. course on High Technology Litigation at The John Marshall School of
Law.  Brian D. Hansen is an associate at Jenner & Block, LLC and a member of the firm’s
class action and litigation practice groups.  The authors would like to thank Kelly A. James
for her research and assistance with this article.  Replies to this column are welcome.  Copyright
2003 by the authors.]

Introduction

The digital revolution has changed the face of litigation.  Numerous corporations are
transitioning to a “paperless environment.”  It has been estimated that over 93% of
all information generated today is in electronic form.1   The benefits of the electronic
revolution to businesses are great.  Electronic data is more easily organized, accessed,
manipulated and stored than its paper counterpart.  The digital revolution, however,
also has exponentially increased the volume of information within a company’s pos-
session, custody or control.  A single hard drive is capable of storing the equivalent of
literally thousands of pages of documents, and thus the volume of information pos-
sessed by a corporation with several thousand employees is staggering.  In addition,
electronic information is very mutable.  In many instances, it can be altered or deleted
with a few simple keystrokes.  Accordingly, when a corporation finds itself in litiga-
tion, a single discovery request has the potential to become a nightmare.

Requests for electronic discovery generally have the potential to lead to sanctions in
two ways:  (1) when a respondent fails to produce responsive electronic data, and (2)
when a respondent destroys or alters electronic data.  Regardless of whether it was
done intentionally or not, the failure to produce relevant electronic information or the
destruction of such information can have drastic consequences.

This article will examine discovery sanctions under Federal Rule of Civil Procedure
Rule 37 in relation to requests for electronic information, and will address some pro-
active strategies to help avoid the potential pitfalls of electronic discovery.

Bits and Bytes of Electronic Discovery
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I. Federal Rule Of Civil Procedure 37

It is well established that the federal discovery rules apply to electronic evidence, in-
cluding Federal Rule of Civil Procedure 37.2   A court has the authority under Rule
37(b)(2) to impose discovery sanctions when a party “fails to obey an order to pro-
vide or permit discovery.”3   Rule 37(b)(2) provides that “the court in which the ac-
tion is pending may make such orders in regard to the failure as are just.”4   The
court can issue an order (a) establishing facts; (b) precluding claims or defenses or the
introduction of designated matters into evidence; (c) striking pleadings, staying pro-
ceedings, or dismissing the action; or (d) finding contempt of court.5   Additionally, a
court may require the sanctioned party or attorney or both “to pay the reasonable
expenses including attorney’s fees, caused by the failure, unless the court finds that
the failure was substantially justified or that other circumstances make an award of
expenses unjust.”6   Generally, violation of a court order regarding discovery is neces-
sary to trigger the discovery sanctions of Rule 37(b).7

Given the vast amount of electronic information retained by the average modern day
company, and the relative ease with which that information, either intentionally or
otherwise, may be altered or destroyed, it is easy to appreciate the heightened poten-
tial for discovery sanctions when responding to requests for electronic information.  A
court has the ability to impose severe sanctions for improperly failing to produce elec-
tronic information, and it is imperative that attorneys take the necessary steps to lessen
the chances of such a disastrous result against their clients.  The first step is to iden-
tify the potential pitfalls to avoid regarding electronic discovery.

A. Sanctions For The Failure To Produce Electronic Evidence

A respondent who fails to produce relevant electronic evidence in response to a dis-
covery request may be sanctioned under Rule 37.8  A party also may be sanctioned
for failing to produce relevant electronic information in a timely manner.9   The sanc-
tion must be appropriate and proportionate to the circumstances surrounding the failure
to produce the discovery.10  At a minimum, courts require that the responding party
knew, or should have known, that the documents were relevant to pending, immi-
nent or reasonably foreseeable litigation.11

Courts have broad discretion with respect to imposition of sanctions under Rule 37
for the failure to produce evidence.12   Sanctions can include monetary penalties (such
as attorney’s fees, and other costs associated with making a motion to compel), exclu-
sion of evidence, adverse inference jury instructions, and dismissal or default judg-
ment.13   A monetary penalty or award of reasonable attorney fees and costs is fre-
quently used as a sanction where a party fails to produce electronic data in a timely
fashion.14   Monetary sanctions are less severe and are typically imposed when unnec-
essary costs are incurred by the party requesting production and considerable time
and effort is required by the court.15

Courts also may impose severe sanctions in certain instances when a party fails to
produce electronic information in a timely manner.  The most serious sanction uti-
lized by courts is an order which essentially disposes of the case.16   An adverse infer-
ence instruction also is commonly used as a severe sanction.17   The three criteria for
the imposition of an adverse inference instruction for non-production or untimely pro-
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duction are: (1) the party had an obligation to produce evidence; (2) the party failed
to produce evidence with culpable state of mind; and (3) the missing or destroyed
evidence was relevant and would support claim or defense of requesting party.18   The
Second Circuit recently discussed the requisite culpable state of mind to determine
whether a party’s failure to comply with a discovery request for electronic evidence
warrants the imposition of sanctions in Residential Funding Corp. v. DeGeorge Financial
Corp.19   In Residential Funding, the Second Circuit held that “discovery sanctions, in-
cluding an adverse inference instruction, may be imposed where a party has breached
a discovery obligation not only through bad faith or gross negligence, but also through
ordinary negligence.”20

Given the low threshold of culpability sufficient to warrant severe sanctions for the
failure to produce relevant discovery in a timely manner, it is imperative that attor-
neys advise their clients to take a proactive approach to electronic discovery.  It is not
enough for a responding party simply to rely on the fact that they did not intention-
ally or recklessly fail to meet their discovery obligations.  Rather, a party should be
prepared to demonstrate that it took reasonable and diligent steps to ensure compli-
ance with the discovery rules.

B. Sanctions For Spoliation Of Electronic Evidence

Spoliation of evidence is the destruction or significant alteration of evidence, or fail-
ure to properly preserve evidence for pending or reasonably foreseeable litigation.21

When a party demonstrates spoliation, a wide range of sanctions are available.  These
sanctions include ordering dismissal of the culpable party’s suit, entering a default
judgment against the culpable party, striking of pleadings, precluding the culpable
party from giving testimony regarding the destroyed evidence, or giving an adverse
inference instruction to the jury against the culpable party.22   Courts are more likely
to impose a severe sanction for spoliation of electronic evidence than when faced
with a party’s untimely production of relevant documents.23  The court’s authority to
impose sanctions for spoliation derives from both Rule 37(b) and from the court’s
inherent power.24

The threshold question when considering sanctions for spoliation of evidence is whether
the party who destroyed the evidence had any obligation to preserve it.25   Essentially,
the party should be on notice that litigation was likely to be commenced.26   A party
may be put on notice through a discovery request, through the complaint itself, or
through notification, prior to the filing of a complaint, that litigation is expected.27

Additionally, a party is bound by any court order to preserve electronic evidence.28

Indeed, many plaintiff’s attorneys routinely move for document preservation orders at
the time they file a complaint.

Once it is demonstrated that evidence was destroyed by a party with an obligation to
preserve it, the court must “consider (1) the degree of fault of the party who de-
stroyed the evidence; (2) the degree of prejudice suffered by the opposing party; and
(3) the appropriate sanction.”29   When determining the appropriate sanction for spo-
liation of evidence, courts have broad discretion.30   A proper sanction for spoliation
should be designed to: (1) deter the parties from engaging in spoliation; (2) place the
risk of an erroneous judgment on the party who wrongfully created the risk; and (3)
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restore the prejudiced party to the same position he would have been in absent the
wrongful destruction of evidence by the opposing party.31

Generally, substantial prejudice and culpability must be present to impose severe sanctions
for spoliation of evidence, such as an adverse inference instruction.32   The level of
culpability varies among jurisdictions, but usually willfulness, bad faith or fault con-
stitute behavior warranting severe sanctions.33   As discussed above, the court in Resi-
dential Funding held that culpability is satisfied by showing that evidence was de-
stroyed negligently, but other courts have held that willful destruction of evidence is
required.34   Courts also may focus on whether the lost evidence caused significant
prejudice to the requesting party.35   To assess prejudice, a court must determine whether
there is any possibility that the destroyed evidence would have been of the nature
alleged by the party affected by its destruction.36   The burden falls on the prejudiced
party to produce some evidence suggesting that a document or documents relevant to
substantiating their claim would have been included among the destroyed files.37

However, actual prejudice is not always a precondition for a severe sanction if the
party’s conduct is at least negligent and sanctions are necessary to further the reme-
dial purpose of the adverse inference.38

Again, given the relative ease with which electronic information may be altered or
deleted, either intentionally or otherwise, attorneys must advise their clients to take
all reasonable steps to ensure the preservation of electronic information and comply
with the discovery rules.  While the unique characteristics of electronic information
make it very difficult to guarantee complete preservation and production of all elec-
tronic information, companies and their attorneys should undertake several proactive
measures to facilitate that goal.

II. Proactive Measures

As set forth above, even inadvertent actions or actions taken in the ordinary course of
business with respect to electronic information have the potential to drastically under-
mine a party’s defense or prosecution in litigation.  Accordingly, companies and their
attorneys need to implement several steps to minimize this risk.  The first precaution-
ary step should begin prior to and regardless of the threat of any imminent litigation.

A. Electronic Document And E-mail Retention Policies

Typically, the destruction of electronic documents does not result in sanctions or raise
an adverse inference of spoliation if it is done in accordance with a departmental
records retention policy without knowledge that the document is relevant to any party
in litigation.39   Accordingly, attorneys should advise all their clients to create and
implement reasonable electronic document and e-mail retention policies.  It is impor-
tant to remember that document retention periods for certain clients, such as publicly
traded companies, financial institutions, accountants or auditors, may be set by regu-
lation or statute.  Companies should strictly and consistently comply with their inter-
nal retention policies because where documents are inconsistently destroyed, a court
may find this to be evidence that the destruction was done in bad faith.40   When
electronic evidence is altered or destroyed in accordance with an established retention
policy prior to the threat of litigation, the imposition of a spoliation sanction for the
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destruction of electronic evidence generally requires a showing of a culpable mind
and prejudice by the requesting party.41

However, once a party knows of threatened litigation, courts will impose severe sanc-
tions for destroying electronic evidence even if the party destroyed it in accordance
with an established record retention policy.42   Accordingly, attorneys should instruct
their clients that once litigation has commenced, they must preserve all electronic evi-
dence that may be related to the matter, even materials routinely deleted in the ordi-
nary course of their business and pursuant to an established retention policy.  Many
computer systems may be configured to regularly delete e-mail or old files, and a
party needs to alter these systems and to ensure preservation of these files once it
becomes aware of pending litigation.

B. Preservation Of Evidence Letters

As discussed above, the routine purging of electronic information may lead to severe
sanctions once a party is on notice of a potential litigation.  Many businesses may be
unaware that such innocent and routine actions can result in drastic consequences.
Accordingly, it is important at the outset of any litigation for an attorney to commu-
nicate this potential hazard to his or her clients as early as possible and take steps to
ensure the preservation of electronic information.  One of the best ways for attorneys
to achieve this goal is by routinely sending clients a preservation of evidence letter as
soon as possible after being retained for any new litigation.

The preservation of evidence letter should specifically address the preservation of all
electronic information, which many times may be overlooked by a client, including all
computer files, e-mail files, voice mails, files from any personal data assistants, and
any backup or storage files or tapes.  In addition, the letter should direct itself to the
appropriate personnel at the client’s offices.  Many times outside attorneys only deal
directly with a client’s legal department.  In these circumstances, the letter should be
prepared in consultation with in-house counsel and be directed toward the individu-
als who are most likely to be in the department that has the actual ability to imple-
ment the required document preservation activities, such as utilizing a new or amended
record retention policy.  This typically is the client’s information technology depart-
ment.  The letter should also be directed to individuals who may have copies of rel-
evant electronic records on their home and office personal computers or personal data
assistants (PDA’s).

C. Familiarity With Electronic Information

The most basic, but arguably the most important, proactive step for attorneys regard-
ing electronic discovery is to learn as much as possible about their client’s computer
systems and various software and database applications as early as possible in any
litigation.  An attorney does not need to become a computer expert, but it is essential
that he or she obtain a working knowledge of the universe of electronic information
in the client’s possession, custody or control.  It is impossible for an attorney to en-
sure that the client is not unknowingly exposing itself to an unnecessary and poten-
tially disastrous discovery sanction without first understanding the types of electronic
information that may be maintained and therefore may be at issue.  The best way to
accomplish this step is to schedule an early meeting with in-house counsel and the



Vol. 1, #2 November 2003

MEALEY'S LITIGATION REPORT: Discovery

© Copyright 2003 LexisNexis, Division of Reed Elsevier Inc., King of Prussia, PA • www.mealeys.com 6

individuals most knowledgeable about the client’s computer systems.  This will often
be the client’s director of information technology, but it will likely be beneficial to
have additional individuals in that department attend at the outset to help ensure
that you get a complete and accurate picture of the overall technology environment.
In many instances, no one individual has such comprehensive knowledge, and indi-
viduals who work with network users on a daily basis often have a more intimate
understanding of what types of documents may be encountered than a higher-rank-
ing superior.  At a minimum, an attorney needs to ensure that he or she adequately
understands the client’s computer operating systems, retention policies and procedures,
system backup procedures, and storage methods and procedures.  Once an attorney
adequately understands the electronic information at issue, he or she can work with
in-house counsel to properly oversee the discovery process and protect the client from
the potential pitfalls created by electronic discovery.

Conclusion

The digital age is firmly upon us.  Although technology has greatly improved the
ability and efficiency in which attorneys are able to provide quality service to their
clients, it also has created the potential for numerous discovery problems.  In addition
to the ease with which it can be created, electronic information can be altered, trans-
ferred or destroyed almost instantaneously, and from remote locations, often with little
more than a few keystrokes.  These characteristics greatly increase the potential for
non-compliance with discovery obligations, which can have very serious consequences
in litigation.  Accordingly, at a minimum, businesses and their attorneys need to imple-
ment a few simple proactive strategies to minimize this risk in litigation, including
implementing reasonable electronic document and e-mail retention policies, communi-
cating the company-wide requirement for information preservation during litigation,
and ensuring that the attorneys adequately understand the client’s computer systems.
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