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Over the past twenty years, technology has been integrated into the daily routine of a lawyer’s life and the management of a law practice. Trying to avoid the use of technology in practice management is not only an ignorant business decision but can even be a dangerous malpractice risk for the firm and the clients it serves. The lawyer who attempts to run a practice without knowing how to use or at least understand how other practitioners are using technology is at a severe disadvantage. Law schools prepare future attorneys to use technology to conduct research and case preparation online primarily thanks to the presence of technology vendors such as Westlaw and Lexis Nexis. Law students may be encouraged their first year to use laptops, notebooks, ipads and other wired hardware in the classroom to take notes and prepare papers. However, what is missing from most law school curricula is the use of technology that goes beyond case research and into practice management and practical application.

Many law students are passing the bar and heading straight into solo practice or small firms where they will not have the benefit of a firm IT consultant or managing partner to make decisions regarding the use of technology for law practice. There may be no firm policy about the use of social media or how to communicate with clients online. The newly minted solo or small firm practitioner may not be able to afford to hire an IT or law and technology consultant to advise on software and hardware choices. They will need to make their own technology decisions as well as establish their own best practices for the use of technology.

Aggressive marketing from legal technology vendors and freemium-model software offers may particularly appeal to the solo and small firm practitioner on a budget. These attorneys may see the cost-savings and benefits of using the technology to cut costs in their first years establishing a practice, but may not have the education needed to weed through vendor marketing to understand how these decisions can impact their practice. Many students leaving law school are comfortable using technology to communicate with their friends and family, but they are not aware of the unique dangers that the use of technology may have when used to transmit confidential client information in a law office setting.

There is a practical, technology knowledge base that is needed to ensure that our profession maintains a high standard for delivering legal services. Whether the newly licensed attorney is doing the simple task of emailing opposing counsel or is handling a matter as complex as delivering unbundled legal services online directly to clients, he or she needs to know basic concepts of technology security and management. This will allow the attorney to adapt to fast-paced developments in technology, to keep their practice up-to-date, comply with ethics rules and regulations, avoid malpractice, and provide the necessary security to protect their clients.

This chapter lists basic technology topics that should be included in every attorney’s legal education. Each topic includes a sample illustration and resources for further reading. The following topics are covered:


1)  Privacy and Online Social Networking

2)  Internet Security: WIFI, Hotspots, and Understanding How Hackers Operate

3)  Protecting Confidentiality of Client Data Online

4)  Metadata

5)  Using Social Media to Market a Law Practice

6)  Working with Virtual Paralegals and Assistants: Confidentiality and Online Supervision

7)  Behind the Scenes: SEO and the Use of Keyword Meta Tags

8)  The Life and Breadth of the Digital Footprint

9)  Management of Digital Files and Electronic Discovery

10)  UPL Risks in eLawyering

11)  Using Cloud-Based Practice Management Applications

12)  Using Technology to Unbundle Legal Services

13)  Applying Ethics Opinions to the Use of Technology
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The greatest danger to the survival of civilization today is not atomic warfare, not environmental pollution, not the population explosion, not the depletion of natural resources, and not any of the other contemporary crises, but the underlying cause of them all—the accelerating obsolescence of man (sic) . . . The only hope now seems to be a crash program to retool the present generation of adults with the competencies required to function adequately in a condition of perpetual change . . . This is the deep need—the awesome challenge—presented to the adult educator by modern society.

Malcolm Knowles
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**  F. Dennis Greene, Professor of Law, University of Dayton School of Law
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This is an overview of a new subject that lawyers embarking on professional careers should know—how to practice in a world in which legal work is increasingly being done by machines. Very few law schools take this subject seriously. None require that it be studied; few offer even optional coverage. Yet the rise of non-biological intelligence is likely to be the defining feature of the 21st century.

There are of course many things that are important to know in order to be a good lawyer in the modern age, many not part of the traditional law school curriculum, such as the nature of social reality, global phenomena, and cultural differences. Some are needed just to be a responsible citizen. You could spend your entire life in school and still not know everything you ‘should’ know.

In the 1970s, when I attended college and law school, it was understandable to graduate without using or learning about computers. Today you can’t be a responsible practitioner without a decent knowledge of IT concepts and phenomena. IT literacy is not just for specialists.

One core need is to understand what software systems can and can’t do, and some aspects of how they work. The more you know how systems work, the more you know what they can and can’t do. It won’t usually hurt you if you don’t know how elevators or coffee machines work, but not understanding what happens when you connect wirelessly at a coffee shop could lead to dangerous consequences for you and your clients. It’s important to know that your mobile device will probably be hacked when you enter certain foreign countries.

Some legal work can now be done by intelligent machines (software programs that embody specialized knowledge and know-how). Often these operate as power tools in the hands of skilled practitioners. But increasingly they are being used directly by consumers of legal services. People have long done their own wills and taxes with off-the-shelf packages. Large international law firms sell subscriptions to online expert systems that deliver sophisticated legal analysis without direct human involvement. Corporate law departments equip field personnel with do-it-yourself contract assemblers. Courts and legal aid programs provide intelligent forms for unrepresented litigants. And lawyer-less entities vend interactive documents and automated legal assistance over the Web.

These developments pose challenges, opportunities, and responsibilities for lawyers. What ethical and policy considerations should guide the use of intelligent legal software? What are the business implications of tools that undermine the billable hour, yet can yield dramatic returns for those who can raise the necessary capital? Can governments and non-profits exploit these technologies to radically improve access to the law for those who can’t afford lawyers? Or is that second-class justice?
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To understand the rules of the road for the Internet, it’s important to know what is happening inside it, and why it was engineered as it was. This is a brief sketch of what is under the hood.

The Internet is in some ways different from anything that previously existed. Before the Internet it would have been technologically impossible to spread hundreds of thousands of classified documents across the world instantaneously, or to put all the world’s literature at the fingertips of billions of people. These things are technically and economically possible today, though perhaps not legally possible. The law confronts new technologies by drawing analogies between past patterns of fact and new circumstances. Understanding the appropriateness and limitations of the metaphors for the Internet requires understanding how it works, not just how it is used.*


Footnotes

*  See also Hal Abelson, Ken Ledeen, Harry Lewis, Blown to Bits: Your Life, Liberty, and Happiness After the Digital Explosion, Addison-Wesley, (City: Publisher, 2008).
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Foreword


Dear Reader:


If you are reading this book on an eReader, you are one of the 40% of the legal community that is experiencing the growth of the eReader as not just a personal use device, but a business tool as well.  In and of itself, 40% may not seem significant but if you compare that to the numbers of one year ago we have experienced 167 percent growth eReadership in the Legal community year over year.



Impact of eBooks to the Digital Lawyer


This growth impacts law students, researchers, and lawyers and law libraries in significant ways. Below is a vision of how a lawyer and a law librarian might expect to be impacted by the introduction of eBooks:



The Attorney


A solo attorney in private practice spends a lot of time in court representing her clients. With a diverse client and matter base often times the solo attorney doesn’t know what to expect and it is difficult to retain the right research materials for all situations.  The ability to have an entire research library available wherever she 
goes - her bankruptcy materials, court rules, family law treatises 
and so on - would be the best answer.  As legal publishers have begun to develop eBooks the solo attorney may now see this need fulfilled.



Often times, a solo attorney may have a device for personal reading already.  Solo attorneys have now begun to use that device for work as well.  As publishers release titles in eBooks in multiple, industry standard formats this is possible.  In one folder on the device, an attorney may have her latest New York Times Best Seller and in another she has her New York court rules, etc.
  


In addition to the logistical benefits, the attorney also realizes significant efficiencies via legal eBooks:





•  Easy navigation to her notes and back and forth between sections in her book


•  Ability to copy and paste passages right from the book into a brief ; eliminating retyping


•  Searching within the text


•  One click navigation between citations in the book to her preferred online research system for more in depth research





All with native device and software functionality with which she’s familiar.



The Law Library



A law librarian for a major law firm, has very demanding internal stakeholders, and rightly so.  With billable hourly rates in the hundreds of dollars, failing to have the research material that attorneys need, all at a moment’s notice, could cost the firm significant revenue. Increasingly, law librarians have seen a spike in the mobile expectations of internal stakeholders - not only do they want all of the materials in the library, they want to able to take those materials with them access them anywhere.  All via cell phone, or laptop, or tablet  Often times they expect that they will not be restricted to just the firm issued device. In particular, younger associates are looking to access the library via their smart phone at any time.




Much the way that mobile, digital libraries have transformed public and higher education libraries, we expect that this solution will transform law libraries as well.  Digital libraries offer significant benefits that transfer well to the law library:
 











	
Patrons

	
Librarians




	A 24 hour, 7 day a week, always open library
	No late returns of eBooks, ever



	Patron driven access to content
	Better data on popular and under-circulated titles for collection development



	Access to the library from anywhere with Internet access
	Integration to library management systems for streamlined resource access



	Device flexibility and the ability to transfer of content from device to device 
	Lower cost library infrastructure









With digital library solutions  a law librarian will be able to provide internal stakeholders the solutions that they are looking for while providing his management team an attractive cost structure and library staff with enhanced library management tools.





•  In addition, digital libraries will bring new content licensing options to libraries that will have significant advantages for libraries and patrons.  For example: Unlimited eBook licenses so that texts are always available in the library, which eliminate wait lists or retrieval of titles from somewhere within the firm for another associate 


•  Unlimited access to the publisher’s full collection of titles, providing patrons more access to more research materials without restriction or delay..





These are big changes envisioned for law libraries but we believe they are exciting options for the future.




eBook Adoption Considerations



These scenarios sound like legal research utopia however there are many considerations before establishing a digital law library.  Among them the most important are:





•  Which devices to utilize and support


•  Mobility


•  Purchasing vs. licensing and what these changes entail


•  Content availability





Devices



There is no clear cut answer to which device to use for eReading.  It often varies based on a user, library or firms needs and expectations  (Note:  a recommendation on a specific device would likely also be obsolete by the time you read this!)



Following is some information and advice for consideration in selecting a device.



There are currently four common devices/platforms for eReading:





•  Amazon Kindle


•  Apple iOS


•  Barnes & Noble Nook


•  Android OS devices





Among these devices (as of this writing), the Apple iOS is the most popular business device for the legal community and the Amazon Kindle is the most popular personal device.


With the exception of the Kindle, which supports a proprietary format called MOBI, these devices all support the ePUB format.  Why is that important?


Via our research, we have received the following feedback related to devices:





•  Amongst solo firms or individual users of legal publications we have heard a strong desire to continue to use their personal reading device for their business reading as well


•  Amongst law librarians we have heard the following two device models:




•  The firm or library will prescribe which device will be supported and utilized by patrons in line with policies, or


•  The firm or library does not expect to have the ability to control the devices that will be used by patrons so they must support ALL devices







What does this mean?  One key question you should ask your publishers:  Are you device agnostic with your eBook support (e.g., do you support MOBI and ePUB)?


You should also, if you are planning to buy and support a specific device, compare each of these devices closely.  Each has its own strengths and weaknesses and we would suggest you prioritize and examine the following key items within the context of your patron’s needs:





•  Mobile capabilities (WiFi vs. Wireless)


•  Device functionality (copy/paste, email, highlight, notations)


•  Additional capabilities (e.g., application support and portfolio)


•  Cost





Mobility


In addition to the mobility considerations between devices as mentioned above (WiFi vs. Wireless and application support), the primary mobility question is around what the content mobility model is for the publisher(s) you are considering.  In some cases, eBooks are applications and may only work when a user has Internet access.  In other cases, eBooks are digital files stored on a users’ device and others are a hybrid with some content cached offline.  Each model has its own benefits and detractions that must be considered in-line with a library’s mobile strategy.  For example:





•  Online applications are only available where a user has Internet access.  Do you patron’s local courts, classrooms, subways, etc. have Internet access?



•  Additionally, an online application may mean that users have to go one place for some library content and another app for other content.



•  Similar to online applications, a set of court rules that is only partially cached offline may not be of much use in a court room without Internet access.





In our opinion, a file stored on the device with syncing when Internet access is granted is the best mobile option for patrons.  This model provides the best mix of usability and the easiest adoption for patrons.




Purchasing vs. licensing and what might these changes entail



In digital library description above, you may have noted that libraries will be presented new licensing models.  Licensing, akin to software, provides the user rights to use the content for a specified period of time.  However, ownership rights remain with the Publisher.  This is a sharp change from 100+ years of purchasing books in the legal community.


The change is not all bad though, depending on the need to retain and reference content after the fact, a license for a period of time may suit your needs.  For example, court rules may be just fine in a license model; a user would most frequently want the current court rules and no historical material.  However, tax materials may have frequent historical reference.  In this case a license may not be suitable.



Our recommendation is that you ask your publisher:





•  Whether you are purchasing or licensing the content


•  What the license rights entail (e.g., they may grant perpetual access or just one year)


•  What the alternative acquisition models and associated costs are





And make an informed acquisition based on the response.



Content availability


One of the key requirements for a digital library is the availability of content.  If a digital library user cannot expect all of  the library’s content digitally it will lead to a unsatisfactory patron experience as they search first in one format and then another.


Our recommendation is that you make sure you understand your publisher(s) eBook strategy.  Are they planning to convert their entire content portfolio to eBook?  What formats will they support?  How often will they be updating the content?  Is it at least as frequent as the Print?



The Future of the Legal eBook


Readers of this title via eBook are also experiencing the start of a conversation on what the future of a Legal eBook might be.  This title contains:





•  Linking to the Internet


•  A new model for page numbering





Individually, these may not seem large but they are a significant departure from the 100+ year history of legal publishing.


In the future we expect that Legal eBooks will also contain:





•  Interactive Content (audio and video)


•  Live news


•  Content that updates itself every time the book is opened


•  Interactive charts and tables





We would like to ask the reader to participate in the conversation on how these ideas will evolve Legal eBooks.



Participate in the Conversation


This is only the start of the evolution (or is it a revolution?) of the ”print” medium for our industry’s transformation to the Digital Lawyer.  We invite you to help steer the future by participating in the conversation in our Digital Lawyer community forum here:



www.lexisnexis.com/digitallawyer



Thank you and happy reading.


Sincerely,



Scott Meiser


On behalf of the LexisNexis™ eBooks Team
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