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Educating the Digital Lawyer: Introduction

This book grew out of a pair of conferences—one in October 2010 at Harvard Law School and one in April 2011 at Columbia Law School—that brought together several dozen academics and practitioners who are deeply interested in the technology of law and how law schools and other institutions should educate students and lawyers about it. We asked participants to contribute chapters to a compilation that would provide a snapshot of current ideas and aspirations. The result is this collection of informal and loosely coupled pieces. They cover a range of styles, formats and targets, from short essays meant to provoke thought, to practical “how to” guides, and on to scholarly treatments of education theory and digital jurisprudence.

What they have in common is an understanding that the digital revolution that is affecting so much of society is now changing how law works and, consequentially, how the legal academy needs to go about teaching the next generation of lawyers who will inhabit—and help shape—this changed world of law. This teaching will involve new courses on specific subjects like digital discovery, new techniques for teaching, like digitally-based simulations or the development of applications as student work projects, and new suites of courses and approaches, as “digital across the curriculum” becomes a goal.

We are grateful to LexisNexis for its support of this process from its early stages, and its willingness to experiment with us on modes of communication and delivery for this volume—delivery that is itself largely through PDF, eBook, and other digital means and formats. We have been particularly fortunate in having the guidance of Pavani Ready, now Senior Director of Continuing Legal Education Portfolio at LexisNexis, as we have conceived and developed this volume. Notwithstanding the normal LexisNexis boilerplate, content may be licensed by arrangement with the individual authors, who retain copyright in their individual chapters.

We are also grateful for the contributions of Harvard Law School’s Program on the Legal Profession and of the Berkman Center for Internet & Society at Harvard University which, with the participation of the Gruter Institute for Law and Behavioral Research, established the Law Lab project which incubated this book. The conferences at Harvard and Columbia were direct offshoots of the FutureEd gatherings organized by the Program on the Legal Profession in partnership with New York Law School. We thank the Ewing Marion Kauffman Foundation, and particularly Robert E. Litan, its Vice President for Research and Policy, for their support of the Law Lab project and for the model which the publication of Rules for Growth provided for a freely available collection of essays aimed at provoking thought and change.

The collection is organized into four parts, “Who is the Digital Lawyer and What Does She Do?,” “Understanding the Technology,” “Developing the Digital Curriculum,” and “Digital Jurisprudence and Scholarship.”

Brian Donnelly provides a broad review of scholarship on what it means to be a ‘digital lawyer,’ covering law-specific writers such as Katsh and Susskind, as well as more general scholars of electronic media, such as McLuhan and Ong. He describes clinical offerings at Columbia Law School that incorporate lawyering in the digital age, and the skills and topics covered. Fact finding, legal research, knowledge management, and ethical issues in this context are addressed, as are issues of pedagogy and creativity.

Marc Lauritsen takes up the subject of how lawyers should be prepared for practice in a world in which legal work increasingly can be and is being done by machines. He supplies an overview of the many ways in which law and the digital world interpenetrate, and the special issues presented by intelligent legal machines, including their implications for legal education. Lauritsen concludes with the imagined state of the legal ‘technium’ in the 22nd century and the imperatives for lawyers and law schools as technology continues to transform our institutions.

Matthew Reed and David Blaszkowsky discuss the rise of digital securities and other financial contracts and the demands they will place on law schools, lawyers and the continuing legal educational system. Their work also alerts us to the role digitization will play in challenging financial practice. Digital lawyering will be a necessity across the full sweep of legal services.

Harry Lewis gives us a resource for better understanding the technology, with a look “under the hood” of the Internet, summarizing its distinctive attributes and explaining how and why it was designed. Key concepts and phenomena are explained with which many lawyers, students, and teachers only have a glancing acquaintance.

Jeanne Eicks helps us make the transition from what a digital lawyer is and does to the questions of how the relevant technologies work and we locate technological literacy in the law school curriculum.

Brock Rutter surveys the small but growing number of courses at American law schools that address the questions of what technology can do for law. He recounts some of the history of efforts to engage students in building applications as part of their education, and how such applications play a role in increasing access to justice.

Chapter 7 deals more specifically with the teaching of technologies used in litigation. Fred Galves puts that form of instruction in the context of traditional Socratic methods, clinical education, research and writing programs, and global developments. He explores the exploding issues relating to electronically stored information and e-discovery, case analysis software, and trial presentation methods. Galves summarizes the reasons why courses in litigation technology deserve a regular place in the law school curriculum and includes a detailed outline of how such a course can be organized.

Ron Staudt describes the Apps 4 Justice project, an ambitious effort to transform both legal education and the distribution of legal assistance by proliferating law school courses and clinics in which students build useful applications for credit. He analogizes the opportunity as similar to the way in which clinical education caught fire in the law school world in the 1970s. Staudt describes his own Justice & Technology Practicum at Chicago-Kent School of Law, and the new partnerships that are possible with legal aid providers, courts, and other participants in access to justice communities.

Paul Maharg explores how digital simulation can be used in legal education, and describes a number of projects where simulation is currently in use in the UK, and is being developed in the USA. He provides case studies of those projects, including the use of a virtual environment in the form of a fictional town on the web, called Ardcalloch, and the evaluations these efforts underwent.

Stephanie Kimbro brings a practitioner’s perspective to the question of what should be in a digital lawyering curriculum. She gives particular attention to social media and e-lawyering, covering the technical, ethical, and marketing challenges and opportunities. Kimbro provides comprehensive resources for the topics she identifies.

Barbara Bernier and Dennis Green contend that reforming legal education is pivotal to afford American law students the opportunity to be creative and collaborative in their work as ultimate legal knowledge managers. They challenge pedagogy as the touchstone of legal education and propose a more collaborative model that uses andragogy as the focus for a clinic that adapts simulation principles to a technological model known as Second Life. A case study of a Virtual Law and the Arts Clinic is presented.

Michael Bennett believes that legal educators inherit a set of societal and professional obligations to render the embrace of digital lawyering by the profession less impulsive and reckless than it might otherwise be. That includes acknowledging that technological enthusiasm is a perennial strain of American culture, and that technologies are hardly neutral artifacts. Courses about new tools of practice must not omit the ethical, professional, and societal implications of their use, and surrounding social realities such as the digital divide and the power of code to serve as de facto legislation through the architecture of our digital environments. Science fiction is suggested as a useful device for furthering critical assessments of these developments.

Gregg Gordons explore the impact of digitization on legal scholarship. He draws extensively on his experience at the Social Science Research Network (SSRN)—one of the services at core of the restructuring of scholarship—to illustrate the changes underway in how we research, write, and distribute scholarly work in the first decades of digital communication.

Oliver Goodenough provides a short concluding essay, an Afterword, that compares the possibilities for change that come from the digital revolution with those that created the current case-based methods of teaching and thinking about law. He challenges our readers to take a shot at putting an enduring stamp on the coming world of digital lawyering, in the process becoming the Langdell for the 21st century.

We hope that this diverse set of chapters will provide material for thought and action across a broad group of readers. Indeed, we offer the collection as a starting point, reflecting the beginning of an age of change, an age that will by necessity engage most of us who practice, teach, or study law. The true success for our volume will be to help spark the next round of thoughtful innovation as the Academy grapples with the challenges of Educating the Digital Lawyer.


Marc Lauritsen

Oliver Goodenough

December 19, 2011
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Foreword


Dear Reader:


If you are reading this book on an eReader, you are one of the 40% of the legal community that is experiencing the growth of the eReader as not just a personal use device, but a business tool as well.  In and of itself, 40% may not seem significant but if you compare that to the numbers of one year ago we have experienced 167 percent growth eReadership in the Legal community year over year.



Impact of eBooks to the Digital Lawyer


This growth impacts law students, researchers, and lawyers and law libraries in significant ways. Below is a vision of how a lawyer and a law librarian might expect to be impacted by the introduction of eBooks:



The Attorney


A solo attorney in private practice spends a lot of time in court representing her clients. With a diverse client and matter base often times the solo attorney doesn’t know what to expect and it is difficult to retain the right research materials for all situations.  The ability to have an entire research library available wherever she 
goes - her bankruptcy materials, court rules, family law treatises 
and so on - would be the best answer.  As legal publishers have begun to develop eBooks the solo attorney may now see this need fulfilled.



Often times, a solo attorney may have a device for personal reading already.  Solo attorneys have now begun to use that device for work as well.  As publishers release titles in eBooks in multiple, industry standard formats this is possible.  In one folder on the device, an attorney may have her latest New York Times Best Seller and in another she has her New York court rules, etc.
  


In addition to the logistical benefits, the attorney also realizes significant efficiencies via legal eBooks:





•  Easy navigation to her notes and back and forth between sections in her book


•  Ability to copy and paste passages right from the book into a brief ; eliminating retyping


•  Searching within the text


•  One click navigation between citations in the book to her preferred online research system for more in depth research





All with native device and software functionality with which she’s familiar.



The Law Library



A law librarian for a major law firm, has very demanding internal stakeholders, and rightly so.  With billable hourly rates in the hundreds of dollars, failing to have the research material that attorneys need, all at a moment’s notice, could cost the firm significant revenue. Increasingly, law librarians have seen a spike in the mobile expectations of internal stakeholders - not only do they want all of the materials in the library, they want to able to take those materials with them access them anywhere.  All via cell phone, or laptop, or tablet  Often times they expect that they will not be restricted to just the firm issued device. In particular, younger associates are looking to access the library via their smart phone at any time.




Much the way that mobile, digital libraries have transformed public and higher education libraries, we expect that this solution will transform law libraries as well.  Digital libraries offer significant benefits that transfer well to the law library:
 











	
Patrons

	
Librarians




	A 24 hour, 7 day a week, always open library
	No late returns of eBooks, ever



	Patron driven access to content
	Better data on popular and under-circulated titles for collection development



	Access to the library from anywhere with Internet access
	Integration to library management systems for streamlined resource access



	Device flexibility and the ability to transfer of content from device to device 
	Lower cost library infrastructure









With digital library solutions  a law librarian will be able to provide internal stakeholders the solutions that they are looking for while providing his management team an attractive cost structure and library staff with enhanced library management tools.





•  In addition, digital libraries will bring new content licensing options to libraries that will have significant advantages for libraries and patrons.  For example: Unlimited eBook licenses so that texts are always available in the library, which eliminate wait lists or retrieval of titles from somewhere within the firm for another associate 


•  Unlimited access to the publisher’s full collection of titles, providing patrons more access to more research materials without restriction or delay..





These are big changes envisioned for law libraries but we believe they are exciting options for the future.




eBook Adoption Considerations



These scenarios sound like legal research utopia however there are many considerations before establishing a digital law library.  Among them the most important are:





•  Which devices to utilize and support


•  Mobility


•  Purchasing vs. licensing and what these changes entail


•  Content availability





Devices



There is no clear cut answer to which device to use for eReading.  It often varies based on a user, library or firms needs and expectations  (Note:  a recommendation on a specific device would likely also be obsolete by the time you read this!)



Following is some information and advice for consideration in selecting a device.



There are currently four common devices/platforms for eReading:





•  Amazon Kindle


•  Apple iOS


•  Barnes & Noble Nook


•  Android OS devices





Among these devices (as of this writing), the Apple iOS is the most popular business device for the legal community and the Amazon Kindle is the most popular personal device.


With the exception of the Kindle, which supports a proprietary format called MOBI, these devices all support the ePUB format.  Why is that important?


Via our research, we have received the following feedback related to devices:





•  Amongst solo firms or individual users of legal publications we have heard a strong desire to continue to use their personal reading device for their business reading as well


•  Amongst law librarians we have heard the following two device models:




•  The firm or library will prescribe which device will be supported and utilized by patrons in line with policies, or


•  The firm or library does not expect to have the ability to control the devices that will be used by patrons so they must support ALL devices







What does this mean?  One key question you should ask your publishers:  Are you device agnostic with your eBook support (e.g., do you support MOBI and ePUB)?


You should also, if you are planning to buy and support a specific device, compare each of these devices closely.  Each has its own strengths and weaknesses and we would suggest you prioritize and examine the following key items within the context of your patron’s needs:





•  Mobile capabilities (WiFi vs. Wireless)


•  Device functionality (copy/paste, email, highlight, notations)


•  Additional capabilities (e.g., application support and portfolio)


•  Cost





Mobility


In addition to the mobility considerations between devices as mentioned above (WiFi vs. Wireless and application support), the primary mobility question is around what the content mobility model is for the publisher(s) you are considering.  In some cases, eBooks are applications and may only work when a user has Internet access.  In other cases, eBooks are digital files stored on a users’ device and others are a hybrid with some content cached offline.  Each model has its own benefits and detractions that must be considered in-line with a library’s mobile strategy.  For example:





•  Online applications are only available where a user has Internet access.  Do you patron’s local courts, classrooms, subways, etc. have Internet access?



•  Additionally, an online application may mean that users have to go one place for some library content and another app for other content.



•  Similar to online applications, a set of court rules that is only partially cached offline may not be of much use in a court room without Internet access.





In our opinion, a file stored on the device with syncing when Internet access is granted is the best mobile option for patrons.  This model provides the best mix of usability and the easiest adoption for patrons.




Purchasing vs. licensing and what might these changes entail



In digital library description above, you may have noted that libraries will be presented new licensing models.  Licensing, akin to software, provides the user rights to use the content for a specified period of time.  However, ownership rights remain with the Publisher.  This is a sharp change from 100+ years of purchasing books in the legal community.


The change is not all bad though, depending on the need to retain and reference content after the fact, a license for a period of time may suit your needs.  For example, court rules may be just fine in a license model; a user would most frequently want the current court rules and no historical material.  However, tax materials may have frequent historical reference.  In this case a license may not be suitable.



Our recommendation is that you ask your publisher:





•  Whether you are purchasing or licensing the content


•  What the license rights entail (e.g., they may grant perpetual access or just one year)


•  What the alternative acquisition models and associated costs are





And make an informed acquisition based on the response.



Content availability


One of the key requirements for a digital library is the availability of content.  If a digital library user cannot expect all of  the library’s content digitally it will lead to a unsatisfactory patron experience as they search first in one format and then another.


Our recommendation is that you make sure you understand your publisher(s) eBook strategy.  Are they planning to convert their entire content portfolio to eBook?  What formats will they support?  How often will they be updating the content?  Is it at least as frequent as the Print?



The Future of the Legal eBook


Readers of this title via eBook are also experiencing the start of a conversation on what the future of a Legal eBook might be.  This title contains:





•  Linking to the Internet


•  A new model for page numbering





Individually, these may not seem large but they are a significant departure from the 100+ year history of legal publishing.


In the future we expect that Legal eBooks will also contain:





•  Interactive Content (audio and video)


•  Live news


•  Content that updates itself every time the book is opened


•  Interactive charts and tables





We would like to ask the reader to participate in the conversation on how these ideas will evolve Legal eBooks.



Participate in the Conversation


This is only the start of the evolution (or is it a revolution?) of the ”print” medium for our industry’s transformation to the Digital Lawyer.  We invite you to help steer the future by participating in the conversation in our Digital Lawyer community forum here:



www.lexisnexis.com/digitallawyer



Thank you and happy reading.


Sincerely,



Scott Meiser


On behalf of the LexisNexis™ eBooks Team
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CHAPTER 1

WHAT DOES “DIGITAL LAWYER MEAN?”
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§ 1.01.   Introduction

There are a small number of places where one may turn for an intelligent discussion on what it means to be a “digital lawyer”. This chapter will highlight some of the better known sources of scholarship on this topic and lay out a brief outline of the major issues that should be considered when developing a curriculum to prepare lawyers for the practice of law in a digital world.
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§ 1.02.   The Qualities of the Digital Lawyer

One of the most important scholars who has written on this topic is Professor Ethan Katsh of the University of Massachusetts. Much of his groundbreaking work has focused on systems for online alternative dispute resolution systems.1 His book, The Electronic Media and Transformation of Law,2 stands out as one of the most thoughtful considerations of how the legal environment has been, and will be, impacted by digital media.

Katsh considered the question of those competencies a digital lawyer should posses in his article titled “Digital Lawyers: Orienting the Legal Profession to Cyberspace”.3 In this article he makes the following observation about the distinguishing characteristics of a digital lawyer:


A “digital lawyer,” . . . would focus on the informational component and would be concerned at least as much with the opportunities presented by the information as with the legal issues presented by the dispute. The shift in outlook that characterizes the digital lawyer may be subtle because all lawyers have a sensitivity to both text and context. Yet, the digital lawyer will be employing a broader range of skills and an outlook that reflects not simply what the new technologies do but the manner in which they do it.4


There are several important elements to this statement and it is worthwhile considering them in some detail.

At the outset, one idea that is implicit in this statement is that “digital lawyers” are in some fundamental ways different from other conventional lawyers. This is of course the raison d’ e’ntre for this volume.5


Footnotes

1  http://www.odr.info

2  Ethan Katsh, The Electronic Media and the Transformation of Law (Oxford: Oxford University Press. 1989).

3  Ethan Katsh, Digital Lawyers: Orienting The Legal Profession To Cyberspace, 55 Pitt Law Review (1994) 1141, 1143.

4  Katsh “Digital Lawyers” 1169.

5  It can also be seen as an unfortunate circumstance that there is any need to make a distinction at present between digital lawyers and all others since information competencies and skills as described herein should simply be a part of lawyering, generally. In addition, the study of technology related issues should not be seen as law and . . . some other subject like “law and economics”, for example. The subject of lawyering skills should once again be include the issues considered here and be seen as integral, not separate.
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§ 1.03.   The Information Component

The idea that a digital lawyer should “focus on the informational component” is a starting point for the curriculum we developed at Columbia Law School. Expanding on Katsh’s observation that all lawyering is working with information, the clinic curriculum is built on the proposition that lawyering in the digital age consists of three fundamental activities 1) gathering, 2) managing and 3) presenting information. These three categories provide a conceptual framework for the entire semester.

Academic justification for focusing on components of information used by lawyers has been fairly well established by Katsh as already noted. Other influential writers include Richard Susskind,1 Peter Martin,2 and W.J. Ong.3

Frederick Schauer and Virginia Wise, in their article “Legal Positivism and Legal Information”4 consider that studying the information component in law can provide answers to “central and enduring” questions of legal theory. They look at “law” from several philosophical viewpoints and find “law” to be an “informational order”:


“One strong reason for a focus on the information base of lawyers and judges is that here, arguably more than anywhere else, we are in the midst of dramatic changes . . . One series of subhypothesis, therefore is (1) that rapid changes in the technology, the economics, and the institutional structure of the delivery of legal information have wrought substantial changes in the way in which lawyers and judges get their information; (2) that these changes have in turn produced equally substantial changes not only in the quality but the very nature of the information base—the sources—on which legal decision makers rely; and (3) that these changes in the nature of legal sources have in turn produced commensurate changes in the nature of law itself.”5



Footnotes

1  Richard E. Susskind, The Future of Law: Facing the Challenges of Information Technology (Oxford: Oxford Unversity Press 1996).

2  Peter W. Martin, Pre-Digital Law: How Prior Information Technologies Have Shaped Access to and the Nature of Law, 30 Revue Juridique Themis (1996) 153.

3  Walter J. Ong, Orality and Literacy: The Technologizing of the Word (Oxford: Routledge, 1991)

4  Frederick Schauer & Virginia J Wise, Legal Positivism as Legal Information, 82 Cornel Law. Review, (1996) 1080.

5  Id. 1102–1103.
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§ 1.04.   Evolution of the Profession

There can be little doubt that the legal profession is indeed in the “midst of dramatic changes” and that the day-to-day reality of using information almost exclusively in digital forms is upon us. In order to more fully understand what the implications are of this transition to a digital world, scholars such as Katsh and others have taken an evolutionary perspective.1 Dividing history into three major communications epochs of oral, print, and digital, their goal is to understand the underlying relationship of law and legal establishments in the context of the dominant medium of communications.

In a well developed critical review of the evolutionary approach, Ross2 coined the term legal McLuhanites for those who consider the medium of communication to be an “independent variable”.3 He connects the emergence of media as an object of study with Marshall McLuhan and the “periodizing of history” in terms of media regimes with Harold Innis.4 Ross is in opposition to those who would take what he would call a “universalist” approach (as he claims Katsh has done5). The “universalist” sees the impact of media to have a more or less direct connection to changes wrought in society and that the changes can be applied broadly across societies and time periods. On the other hand, Ross argues that “contextualists” do not “exaggerate” the impact of media and see social forces as having a limiting influence of communications on the law. Ross contends that the legal profession has retained its unique and exclusive identity despite predictions that information boundaries will be blurred by the ease of access to legal information in the digital age. All one has to do however is to point to the Legal Services Act of 20076 in England that allows law practice by “new business structures”7 to see that some of the most extreme outcomes predicted by McLuhanites have become reality. The LDA clinic curriculum includes a segment on the evolution of the legal profession and draws heavily upon the McLuhanite analysis.

One of the conclusions that can be drawn from studying the journey from oral to print is that the practice of law today still retains many elements of the oral tradition and that understanding the predominant modes of practice is worthwhile. One exercise that we developed in our clinic to help students understand the oral tradition in law is to discuss a woodcut of Westminster Hall from 1620.8

This woodcut acts as a snapshot of lawyering in the oral tradition. Reporters hand writing notes about the proceedings while students from the nearby Inns of Court sit in the balcony. Judges stand behind the benches while barristers and clients confer in front of the bench. This woodcut also acts as an interesting exercise in the sociology of lawyerng if one considers questions such as: who were the judges, who were the barristers, how did students at that time come to understand “the law”, etc. This graphic can also be used as a context for understanding writs and the origins of civil procedure.9 A digital lawyer should be able to recognize oral tradition in the modern world. Practically all court proceedings, for example, are conducted in this tradition. Courtrooms are still places where information is transferred by personal contact, judges make handwritten notes on papers, and skills in “oral argument” are required.

With respect to the development of printing, Katsh observes “the spread of printing lead to fundamental changes in legal doctrines, legal institutions, legal values and attitudes about law. Printing technology helped create the modern legal order and has continued to be a major influence upon it”.10 A work that Katsh cites as influential in his analysis is the incredibly detailed and well researched two-volume work by Elizabeth Eisenstein11 that describes the various social and political impacts following the invention of the printing press.

The practice of law following the first decade of the 21st century remains, however, overwhelmingly conducted within the boundaries of the print tradition. Professor Bob Berring, law librarian at U.C. Berkeley is widely recognized for his work in considering questions surrounding the transition of legal information from print to digital technology. Berring is often quoted for his statement that “in law, more than any other discipline the structure of the literature implies the structure of the enterprise itself”.12

By understanding the way in which information is transferred in the oral and print traditions and seeing the way each era has shaped the profession, students can have a better appreciation for the new digital environments they will experience.


Footnotes

1  Compare Robert C. Clark, The Interdisciplinary Study of Legal Evolution, 90 Yale Law Journal (1980) 1238. Clark does not look at development of communication technology, focuses rather on effects of “selective re-litigation”.

2  Richard J. Ross, Communications Revolutions and Legal Culture: An Elusive Relationship, 27 Law & Social Inquiry (2002) 637.

3  Among others, Ross would include as McLuhanites, Ethan Katsh, Peter Martin, Richard Susskind and on the basis of their article in the Stanford Law Review, Ronald Collins and David Skover. See, Ronald K. L Collins & David M. Skover, Paratexts, 44 Stanford Law Review (1991) 509.

4  Harold Adams Innis & Marshall Mcluhan, Empire and communications (Toronto: University of Toronto Press. 1972). On the impact of Mcluhan and Innis, one scholar who has studied their ideas wrote that “Innis and McLuhan . . . make the history of the mass media central to the history of civilization at large. Both see media not merely as technical appurtenances to society but as crucial determinants of the social fabric.” James W. Carey, Harold Adams Innis and Marshal McLuhan, Antioch Review (Spring 1967) 5.

5  See Ethan Katsh, Communications Revolutions and Legal Revolutions: The New Media and the Future of Law, 8 Nova Law Journal (1983) 631. Katsh describes in some detail the extent to which he relies on McLuhan and Innis for his approach.

6  http://www.justice.gov.uk/publications/legalservicesbill.htm

7  This law is referred to by people in England as the “Tesco law”. The Tesco chain store will be offering a range of legal services in their retail locations. Tesco is many ways similar to the U.S. retailer Walmart. See, http://coodes.co.uk/news/the_rise_of_tesco_law.

8  Wenceslaus Hollar, Westminster Hall, West End, with the Courts of Chancery and Kings in Session (1620). http://www.art.com/products/p12065264-sa-i1499343/wenceslaus-hollar-westminster-hall-west-end-with-the-courts-of-chancery-and-kings-in-session.htm?sorig=0

9  Answers to these questions can be found in works such as: Wilfred R. Prest, The Inns of Court under Elizabeth I and the early Stuarts, 1590–1640 (1972). George Garnett, et al., Law and Government in Medieval England and Normandy: Essays in Honour of Sir James Holt (Cambridge University Press. 1994); Patricia Janet Newton, The English Legal Profession and Early Law Reform: A Weberian Analysis (Ann Arbor: UMI 1987).

10  Katsh “Communications Revolutions,” 631.

11  Elizabeth L. Eisenstein, The Printing Press as an Agent of Change: Communications and Cultural Transformations in Early Modern Europe, volumes I and II (Cambridge: Cambridge University Press, 1980).

12  Robert Berring, Full-Text Databases and Legal Research: Backing into the Future, 1 High Tech Law Journal (1986) 27, 29, Robert Berring, Collapse of the Structure of the Legal Research Universe: The Imperative of Digital Information, 69 Washinigton Law Review (1994) 9. Robert Berring, Chaos, Cyberspace and Tradition: Legal Information Transmogrified, 12 Berkeley Tech. L.J. (1997) 189. See also Daniel P Dabney, Curse of Thamus: An Analysis of Full-Text Legal Document Retrieval, 78 Law Library Journal (1986) 5.
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§ 1.05.   Skills

Another (not surprising) element in Katsh’s statement is that the “digital lawyer will employ a broader range of skills” but he also adds the qualification that a digital lawyer will possess “an outlook that reflects not simply what the new technologies do but the manner in which they do it”. If it was not readily apparent when Katsh wrote the article in 1994, the time has clearly come to recognize the practical necessity that digital lawyers will need a deeper understanding of the way in which information technology works.

The general question of what skills should be taught as a part of legal education has been the subject of some debate for some time. Clinical programs would seem to be an obvious choice as the most effective way to teach a “broader range of skills”.1 Yet, there are only a few clinical programs anywhere that have as a stated goal, teaching students lawyering skills that include an appreciation for the impact of information technologies on the contemporary lawyering process.

The components of the LDA Clinic are quite similar to any other clinic that seeks to teach lawyering skills.2 Interviewing, fact finding, counseling, legal research, legal drafting and advocacy skills are all a part of the LDA clinic. For each component, however, there is an additional dimension. Every topic is seen in terms of how information technology can be included in these subjects alongside conventional clinical materials. In addition to the skills components usually found in many clinical programs, the LDA clinic devotes materials and approximately half of the class time in the semester to information centered topics.

Attempting to introduce technical (engineering) topics related to computers, networks, etc. to law students presents a number of challenges. Inevitably a few students will already possess a relatively deep understanding of computers and networking topics from study and other experience prior to law school. Presenting interesting materials and keeping classroom discussion on a technically sophisticated level (to engage those who have already have a background) obviously risks alienating students who need a much more fundamental approach. Making a variety of material, drawn from a wide range of sources available (for both novice and more knowledgeable students) helps to overcome this disparity. As it has turned out, however, in those instances where students have a background in computers, the approach taken in the LDA clinic is usually seen as novel. It is the connection of sometimes familiar computer related topics to lawyering skills that makes the material sufficiently interesting and motivating.

As the amount of information technology that becomes integral to law practice substantially increases over the next few years, the LDA clinic will continue to prepare its students for this new reality. In the LDA clinic computer skills are included simply as a part of a “basic lawyering” curriculum.

Beyond this general belief that understanding information technology fundamentals is an important element in any lawyer’s core competencies, there is one specific skill that stands out as a prerequisite for becoming a digital lawyer. Digital lawyers must have the ability to search large electronic data sets and to find legally relevant and authoritative information in the process of representing a client.

A pivotal realization for digital lawyers is that the amount of information available in digital formats is simply enormous and that search engines and other organizing tools are generally quite feeble. Students often have a knee-jerk reaction to put a few search terms into the Google search engine when faced with the need to answer almost any question. The capabilities and limitations of search engines however should be well understood as one attempts to find information to answer a legal question. A fairly good understanding of the way in which a search engine performs any search is a practical necessity. Acquiring this skill requires some technical background.

The following is a basic outline of topics that can be covered to give students a background in computer technology with a focus on a better technical understanding of the process of searching:

Development of Digital Computing:


A starting point is to distinguish historical analog devices from modern digital computers. We have found a good method for introducing the technical segment is the set of videos “The Machine that Changed the World”, a remarkable four part documentary series (originally broadcast on public television in 1990).3 Episode 14 and episode 25 of the 4 video set, in particular, present very well produced history of computing (the details of which are new to practically all students).


ARPA Network Map 19736

History, function and size of the Internet:


•  The starting point for understanding the internet is the TCP/IP protocol or packet switching. It is explained as the way digital impulses of information are layered and then transmitted in smaller segments through routers and re-assembled at the destination. A device useful for illustrating this process can befound at http://visualroute.visualware.com/.

•  The growth of the internet is of historical interest7 but more importantly, students need to understand its enormous size and continuous expansion. Scientists recently have found reason to apply Moore’s Law8 to the growth rate of the internet predicting the internet will double in size every 5.32 years.9


The mechanics of the worldwide web:


•  The introduction of the personal computers in the early 1980’s.

•  Client server computing (compared with time share/mainframe computing)

•  First dial-up connections through analog phone lines to internet service providers (Prodigy AOL, etc).

•  Original Internet protocols: FTP, SMTP, Rlogin

•  Tim Berners-Lee10 and the basics of HTTP protocol

•  Development of browsers (Mosaic to present)


HTML and markup languages:


•  The “view source” selection on a browser, the HTML code on a simple webpage is deconstructed.

•  “Meta tags” are discussed as a means of introducing metadata. Metadata is treated as an important topic that has many applications for legal information, generally.11

•  Coding HTML is demonstrated by an in class exercise creating a web page in a text editor and then opening it in a browser locally. The objective here it to demystify HTML for those who have not been exposed to markup languages, etc.


Search Engines:


•  The mechanics of crawling the web and creating indexes is described.12

•  The meaning of “relevance” is presented as an algorithm calculating the two main variables of frequency and proximity (of words in a page or data set).13

•  The concepts of “recall” and “precision” are introduced (inverse relationship).

•  Discuss Google’s “page rank” method and counting links to a URL as the key to providing more meaningful results.14

•  Searching full text (every word indexed) databases such as Lexis and Westlaw is compared. Included in this part is a discussion using the Lexis “segment” and Westlaw “field” features in searching these databases.


XML:


•  Exploration of document creation with extensible code and using a DTD (document type definition)15 and other elements to produce data sets with a larger set of markup options.

•  Databases and the DOM (Document Object Model) of web architecture16

•  The applicability of XML to legal information17 and the Legal XML Initiative is explained.18 Examples covered include electronic court filing markup in documents,19 the law.gov initiative20 as well as other international efforts such as MetaLex/CEN.21 Efforts by the Legal Information Institute at Cornell to advocate for increasing amounts of structure in legal information are also outlined.22

•  Finally, the future of the world wide web, semantic web, RDF, and OWL, are covered briefly23


Fact-Finding

Fact-finding is explored through a simulation component that is a large part of the first several classes. The LDA clinic has a simulated client who is a tenant in a large apartment building in New York City. Students are asked to find information (and post on the class web site) that would be useful as they preparation for an interview. The results are critiqued in terms of what “legally relevant” information was posted. Our objective in this exercise is not to do a background investigation on the level that a private investigation service would perform. Going about that level of investigation is a separate issue and is relatively uncommon. Rather, accessing readily available information that is provided by the government, in legal databases, or more generally on the web, is something that should be done practically every time a matter is being seriously considered.

The process of fact-finding is quite different from the usual legal research I.R.A.C. procedure that is followed when students are looking for legal authority. The fact-finding problem is broken down in the following terms:



•  Identify the entities involved. Individuals, corporations, other entities (such as the building involved in this problem).

•  Consider the relationship of the entity to legal authority. Which parts of the government might have regulatory or other authority over the entity?.

•  Search these governmental entities, e.g. The Secretary of State for information on the corporate owner of the building would be one place to start. In New York City there are several municipal authorities that affect real estate. Each of these departments has a database, the list goes on.

•  Look for prior litigation by all of the entities. (Lexis/Westlaw, etc). Look in court dockets for current litigation.

•  Check news sources on the web and other freely available sources, as well as legal databases (Lexis/Westlaw, etc.).

•  Search for other sites on the web that may have applicable information. Blogs and sites by attorneys often post relevant information about the problems such as landlord tenant issues, and other real estate topics that are useful in the simulation.

•  Consider “current awareness” applications that will perform searches and deliver related information on a continuing basis.



Electronic Discovery

Electronic discovery is certainly one area that presents a compelling case for law practitioners to be trained in computer-related subjects such as those we have outlined above. Although the study of it has the potential to become almost overwhelmingly technical, a systematic study of the subjects outlined provides a good basis for understanding its conceptual underpinnings. Of course, this is true since much of electronic discovery revolves around questions of computer and network operations, searching methodology and metadata.

A useful technique when presenting certain technical subjects in the classroom is to bring in an expert, usually by videoconference. One example of this approach was for the LDA clinic to conduct a videoconference with the General Counsel for Guidance Software, Daniel Lim.24 The Encase forensic discovery platform, produced by Guidance software, is one of the leading electronic discovery systems.

In addition to the Daniel Lim recorded video conference, an online web resource was created for the LDA clinic students that pulled together the Federal Rules of Civil Procedure, cases, articles and other explanatory material. Through an in-class exercise, students deconstructed a model “litigation hold” letter from an attorney to a client is as a means of pulling together the array of issues that surround this topic.

There is a large body of material concerning electronic discovery available on the web from a variety of vendors, law firms and others in the electronic discovery field. One comprehensive resource is now available at http://www.ediscoveryreadingroom.com. This site includes links to many categories, including “Electronic Discovery 101; Where to Start” and collects information from “hundreds of web sites and blogs out there covering all facets of the industry.”25

Tools

In addition to the topics already mentioned there is a separate segment of the curriculum focused on the computer applications that are commonly used in law practice. This subject is introduced through a discussion of the way object oriented databases are created and function. Many types of software are built on databases, so by understanding their basic functions, these database variants should be easily understood. Examples of these applications include matter management software (time, billing, contacts, etc.), document management software and document assembly software.

Another segment is devoted to the use of portals, intranets, and extranets. In this segment students consider how to create a portal for a particular practice area.

Finally, a topic that cuts across many parts of the LDA clinic work is security and ethical obligations to safeguard client information. Students review material discussing related topics including computer viruses, network security, issues with cloud computing, etc.

The objective in the more technical components of the clinic is to provide a survey of essential concepts and teach some relatively basic skills. Certainly, a much deeper, more technical approach can be taken in each of these areas. In determining relevance in searching for example, the differences between, Boolean, Bayesian, vector, and probabilistic approaches is mentioned, but not explored in any detail. Other examples of technologies that are mentioned but not explored would be artificial intelligence and expert systems in the law. Some mention is also made (as something that students may see in the future) relating to modeling of legal information, especially legal argumentation and decision-making.

A simple solution to the problem of how deeply technical the materials should be for law students is to provide links from the (web based) syllabus to additional resources on these topics. Those students who wish to pursue the more technical level are given that opportunity.


Footnotes

1  “Practical courses in lawyering and work in legal ethics are thus the logical complement to the forced decontextualization that students experience in the standard first-year curriculum” William M. Sullivan & Carnegie Foundation for the Advancement of Teaching. Educating Lawyers: Preparation for the Profession of Law (New York: Jossey-Bass/Wiley, 2007) 39.

2  The LDA clinic was preceded by a housing discrimination clinic. Conrad Johnson and Mary Zulack had taught this discrimination focused civil litigation clinic since the late 1980’s. As we began to include technology in the housing discrimination clinic, it was clear that we could not teach both the substantive discrimination law and the substantive technology skills in one semester. We decided to co-teach a clinic that would develop this technology perspective and take on a variety of litigation and transactional fieldwork activities.

3  http://ei.cs.vt.edu/~history/TMTCTW.html

4  http://video.google.com/videoplay?docid=-7927021653651541860#

5  http://video.google.com/videoplay?docid=-4466848443043613916#

6  http://www.dei.isep.ipp.pt/~acc/docs/arpa—1.html. For a detailed history of ARPANET, see: http://www.dei.isep.ipp.pt/~acc/docs/arpa—1.html.

7  http://www.netvalley.com/archives/mirrors/davemarsh-timeline-1.htm

8  http://www.intel.com/technology/mooreslaw/

9  http://www.physorg.com/news151162452.html

10  Tim Berners-Lee & Mark Fishetti, Weaving the Web, The Original Design and Ultimate Destiny of the World Wide Web by its Inventor (San Francisco: Harper San Francisco, 1999)

11  http://www.niso.org/standards/resources/UnderstandingMetadata.pdf

12  http://proquest.safaribooksonline.com/9780596809133/search_engine_basics

13  http://www.infotoday.com/searcher/may01/liddy.htm

14  http://www.googleguide.com/google_works.html

15  http://en.wikipedia.org/wiki/Document_Type_Definition

16  http://en.wikipedia.org/wiki/Document_Object_Model

17  Vincent Winchel III, Legal XML and Standards for the Legal Industry, 53 S.M.U. Law Review (2000) 1395.

18  http://www.legalxml.org/

19  http://www.oasis-open.org/committees/tc_home.php?wg_abbrev=legalxml-courtfiling

20  http://resource.org/law.gov

21  http://www.metalex.eu/. The European initiative CEN MetaLex aims to standardize the way in which sources of law and references to sources of law are to be represented in XML.

22  http://topics.law.cornell.edu/wiki/lexcraft

23  http://www.w3.org/standards/semanticweb/ontology.html

24  http://www.guidancesoftware.com/agc.htm

25  See the “about this site” page http://www.ediscoveryreadingroom.com/?page_id=2
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§ 1.06.   Legal Research in the Digital Age

The subject of legal research, as usually taught in law school, is confined to a few limited objectives. The first objective is centered on understanding how to find “primary law sources”. Understanding how to look up cases in the National Reporter System,1 in particular, and following the rules for the proper Bluebook2 citation are priorities. Instruction about statutory codes and regulations is usually included but takes on a smaller role. This is due to the predominance of the “case method” of instruction.

Writing a memorandum of law that presents a legal argument and cites cases, and perhaps statutes as supporting precedent typically demonstrates competency in performing “legal research”.3 Tests that evaluate student’s skills in searching Lexis, Westlaw, or other online information repositories are rarely included as a serious part of such courses.

But, the ability to find a case, statue or regulation on point is, without question, an important part of learning “the law.” In some ways, learning the fundamentals is becoming more important over time, as practically all legal information moves online. Students may or may not come to law school with a good grasp of the way in which federal, state, and local governments are organized. Developing a familiarity with the legally related information that is produced by various governmental entities is something that is usually only accomplished through experience in practice. It is assumed however that a thorough appreciation of the workings of legislatures, the judiciary and regulatory agencies is acquired outside of law school since it is not deliberately taught to law students in any systematic or comprehensive way, and certainly not as a part of legal research.

We propose that the research process be divided into two parts. First, students need to have a good understanding of the publication “environment” for the particular area of law in question. Without first knowing which parts of the government need to be referenced along with whatever “law” is produced, the probability of finding the proper information is quite small. Referring to legal encyclopedias or other sources that give the researcher a well developed context is a priority.

Second, students must learn what they are doing when using a search engine to (blindly) look for materials they cannot find by using the first approach. The materials mentioned above in skills are designed to help with this step.

In the era before computerization of the law, one could become proficient in legal research by relying on the bibliographic structure of the law. Law could be comprehended simply by the organization of volume sets on library shelves. Digests for cases, indexes to statutes and other finding aids provided clues to where to find materials on a particular subject, etc. Looking through a variety of books, over a period of time, there was a good probability that a researcher would find useful materials.

The shift from books to online resources has created the decontextualization of the law. Berring’s work mentioned above has considered this problem in some detail.4 What has been missing is the recognition that it is precisely those technical skills mentioned above (understanding search engines, especially) that can help to compensate for the lack of context. It is the structure of information in databases that can help provide the researcher with some guidance on how find a particular item. A digital lawyer should ask the question “how is the information in this database structured” and perhaps “is this database using XML?” or “what markup or other metadata is included?” when confronted with a particular search problem, for example.

Although a few “secondary sources” such as legal encyclopedias and law reviews are often included in legal research courses they stand out as rare examples of including materials that are do not act as “legal authority” per se . It is ironic however that courses rarely include any orientation to materials that many lawyers would use on a daily basis such as model forms, or documents found in typical court docket files such as pleadings, motions, affidavits, interrogatories, depositions, etc.

While a UCC filing or a corporate certificate of good standing from a state Secretary of State’s Office,5 or for that matter, a registration statement from the S.E.C. Edgar database,6 might be legally significant, they do not necessarily act to set precedent in a case. Consequently these types of materials are also omitted from most legal research curricula and as a result there is a large amount of very important “non precedential” publicly available legal information excluded from the subject. Also, it should be clear that documents such as these (which are critical to actually practicing law) are now almost always obtained through the web interface of a particular governmental entity.

Another area in which a digital lawyer should be an accomplished researcher is what might be considered a kind of “tertiary” level of information. This is the information that used to be found in law firm “file rooms” and is now stored on local area network drives, in Microsoft Sharepoint servers,7 document management systems, web portals, etc. The truth is that a lawyer’s ability to find, evaluate and edit these “tertiary” documents is at least as important as working with primary authorities and other conventional secondary sources.

Since law schools are not law firms they do not have electronic “file rooms” filled with years of accumulated attorney work product. It would be however an extremely valuable resource to have a collection of legal documents which would act as models (exemplars) analogous to those found in “real world” practice. The need for this kind of resource should now become apparent (if it was not before) because of the availability of WestlawNext8 and Lexis for Microsoft Office.9

Both WestlawNext and Lexis for Microsoft Office now search these “tertiary” work product documents along with the usual legal databases (and court filings in a growing number of jurisdictions). The Lexis for Microsoft Office product is fully integrated with searching all documents that are contained in a firm’s Microsoft Sharepoint server.10 The WestlawNext product includes a new search engine that represents a quantum leap in search engine technology. Yet, teaching students to use these new legal research systems while limiting the information to the usual primary and secondary sources is equivalent to teaching only a relatively small fraction of what these services are actually designed to do.


Footnotes

1  http://lawschool.westlaw.com/federalcourt/nationalreporterpage.asp

2  http://www.legalbluebook.com

3  This is true of the Columbia Law School first year “legal practice workshop” course L6115.

4  Berring, supra.

5  http://www.coordinatedlegal.com/SecretaryOfState.html

6  http://www.sec.gov/edgar.shtml

7  http://sharepoint.microsoft.com/en-us/Pages/default.aspx

8  http://west.thomson.com/westlawnext/default.aspx

9  http://www.lexisnexis.com/newlexis/office/

10  This can include all emails, all documents in a document management system, and documents in practice area portals.
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§ 1.07.   Knowledge Management

As illustrated by the previous discussion, the evolution of the legal profession and the impact of the transition from oral to print traditions has been well documented and analyzed. Certainly a deeper appreciation for this present transition to a digital legal culture would benefit by more research and scholarship. An idea that Professor Conrad Johnson of the LDA clinic has raised is that the integration of knowledge management principles in law practice represents the current state of evolution in the profession. Further research into this digital transition should take the subject of knowledge management and Johnson’s observation into consideration.

The LDA clinic includes a segment on knowledge management. Benefits from including knowledge management within clinical (or even other courses) in law schools would seem to me to be self-evident. But, since no other school has deemed the topic to be worthy of any recognition, the remaining discussion is provided in support of our approach.

Digital lawyering involves managing knowledge. This idea is at the core of the second of the three parts of the paradigm of gathering, managing and presenting information. Lawyers are knowledge workers.1 Knowledge management is the overarching concept that rationalizes the discussion (of the often disorganized array) of individual software applications and the lawyering process. Marc Lauritsen’s recent book for lawyers reviewing “knowledge tools” is a valuable and well organized guide to what is currently available and why lawyers should consider adopting various practice management, document management, document assembly and other “intelligent tools”.

David Maister,2 the management consultant, framed the essential question of knowledge management for lawyers as follows:


“Either the client receives the accumulated wisdom and talents of the specific partner who happens to be servicing their matter, or the client can receive this plus all the relevant accumulated wisdom, experience, tools, and methodologies of the rest of the firm”.3


And so the challenge is to find a way to manage and make available “knowledge” which is comprised of “accumulated wisdom, experience, tools and methodologies.” This of course is the management of the incorporeal.

The question of knowledge management for those who practice law is anything but abstract, however. The increasing sophistication in computer technology over the past decade has translated into a wide range of applications becoming available for lawyers. Firms have responded with various initiatives to manage these systems and incorporate them into their day to day practice.

The inclusion of knowledge management priorities, systems and personnel in law firms has been facilitated by a variety of vendors and organizations. Thomson West has a division known as West KM4 and Lexis Nexis’ focus on integration with Microsoft Sharepoint,5 was previously mentioned. Firm wide search platforms by Recommind,6 Autonomy,7 and ii38 are becoming widely adopted as knowledge management systems. A number of consulting firms have become well known for specializing in legal knowledge management, such as Hildebrandt Baker Robbins,9 Kraft Kennedy,10 and the ARK Group.11 A recent paper available at the Harvard Business School12 indicates that, as a whole, “U. S. companies spent $73 billion on knowledge management systems initiatives” for the year 2007.

Firms have responded to the need to incorporate more sophisticated systems with various initiatives to manage these systems and incorporate them into their day-to-day practice. Results of a survey done by the International Legal Technology Association found that 66% of respondents either have a “formally articulated KM strategic plan or vision” or are “working on it”.13

Knowledge management, as an academic discipline (outside of the law professoriate) has been well established for more than a decade. Three books that are commonly referenced as works that have heavily influenced the study of knowledge management as an academic discipline are: T.H. Davenport and L. Prusak’s, Working Knowledge: Or How Organizations Manage What They Know,14 M. Polanyi, The Tacit Dimension15 and I. Nonaka and H. Takeuchi, The Knowledge Creating Company,16 These works along with many others written since the 1970s, provide plenty of evidence that the subject of knowledge management, as an academic subject, remains timely and relevant.

Knowledge management builds upon a number of preexisting subjects such as economics, sociology, philosophy and psychology. There are also related fields such as organizational learning, operations research, decision making in organizations, human capital, competitive intelligence and similar subjects that are commonly included in the curricula of business schools in the U. S.

The approach taken by Professor Niklas Luhmann,17 the prolific German scholar who incorporates systems theory with law and other “socio-legal” studies, could connect quite well to the study of knowledge management and related subjects. Luhmann’s work stands in contrast to but is still closely related to modern legal theories such as “positivism.”


“How can one assess . . . the position of law in modern society, and to account for the changes that are beginning to reveal themselves? Definitely not by returning to a natural law of the Aristotelian or post-Aristotelian kind (i.e. legal rationalism); nor by trying to use the various “ethics” approaches that lack conceptual clarity; nor by resorting to the economic analysis of law, which informs us too little about the society to which it is supposed to apply. Systems theory analysis today, if it is understood in broad terms, is the only candidate.”18


What has been completely absent from the study of knowledge management in the legal domain is any connection to the well established scholarship within legal theory and legal reasoning. Practically all of the work done in legally related fields has emphasized particular information technologies.

Hope for building conceptual bridges between Luhmann’s work and knowledge management is based on two possibilities. First, there is a considerable body of work outside of the legal domain that incorporates system theory with the study of knowledge management.19 Second is Luhmann’s fundamental belief that “society is a system of communication”. Connecting the work of legal McLuhanites such as Richard Susskind20 who have acknowledged the importance of knowledge management should also be well within the realm of possibility.


Footnotes

1  Peter Gottschalk, “Law Firm Knowledge”, in Knowledge Management Systems: Value Shop Creation (Hersey: Idea Group Publishing, 2007) 290.

2  http://davidmaister.com

3  David Maister, What Makes a Firm?, The American Lawyer (1993) 32. See also, David H. Maister, Managing the Professional Service Firm (London: Simon & Schuster, 2003).

4  http://west.thomson.com/products/services/westkm/. The following was extracted from the West KM home page: “[Y]our attorneys gain access to all related information in the West legal research system including information linked by KeySearch and KeyCite, as well as analytical sources such as ALR, practice guides, and treatises. West km also employs profile extraction technology to build your KM repository of searchable work product and helps ensure you don’t miss anything important . . . [W]e build your West km repository of searchable work product using the powerful Westlaw profile extraction engine. Proprietary algorithms developed from West’s partnerships with leading law firms tag documents by firm, court, jurisdiction, document type and title, and extract them from your document management system (DMS) or other document store”.

5  http://sharepoint.microsoft.com

6  http://www.recommind.com

7  http://www.autonomy.com

8  http://www.ii3.com/

9  http://www.hbrconsulting.com

10  http://www.kraftkennedy.com

11  http://www.ark-group.com, see also the Brint Institute http://km.brint.com/, and KM World Magazine http://www.kmworld.com/

12  http://hbswk.hbs.edu/item/6525.html

13  International Legal Technology Association, Knowledge Management, Bridging People Information and Processes, ILTA White Paper (Austin: June 2010) 10.

14  Thomas H. Davenport & Laurence Prusak, Working Knowledge: How Organizations Manage What They Know (Cambridge: Harvard University Press, 1998).

15  Michael Polanyi, The Tacit Dimension (Gloucester: Peter Smith 1983).

16  Ikujir o Nonaka & Hirotaka Takeuchi, The Knowledge-Creating Company: How Japanese Companies Create the Dynamics of Innovation (Oxford: Oxford University Press, 1995).

17  http://en.wikipedia.org/wiki/Niklas_Luhmann

18  Niklas Luhmann, et al., Law as a Social System (Oxford: Oxford University Press, 2004) 66.

19  Milan Zeleny & Ebrary Inc., Human Systems Management: Integrating Knowledge Management and Systems (London: World Scientific Publishing, 2005), Milan Zeleny, et al., Advances in Multiple Criteria Decision Making and Human Systems Management: Knowledge and Wisdom: In Honor of Professor Milan Zelenny (Amsterdam: IOS Press, 2007), Maurice Yolles, Organizations as Complex Systems: Social Cybernetics and Knowledge in Theory and Practice (Managing the Complex) (Charlotte: Information Age Publishing, 2005).

20  Richard E. Susskind, Transforming the Law: Essays on Technology, Justice and the Legal Marketplace (Oxford: Oxford University Press, 2001) 21–25.
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§ 1.08.   Transforming the Law

In his well received and influential book, Transforming the Law,1 Professor Paul Maharg does a remarkable job of merging educational theory and legal education practices. In particular, he makes the case for re-thinking legal education in light of Dewey’s theories on experiential learning.

The book is divided into 3 parts:

First, he encourages legal educators to look outside of the law for interdisciplinary models. Second he undertakes an eclectic evolutionary study set in three historical periods;


1920’s formation of the realist curriculum at Columbia Law School, 18th century ethical education at Edinburgh University, and 1200’s development of gloss texts2


The third part is a detailed description of the large simulation project known as SIMPLE3 that created a “metaverse” or an online “saturated learning environment” in which students engaged in transactional learning through their interactions with the “docuverse of law”.4 A virtual world, actually a mythical town, in Scotland, was created called “Ardcalloch”. This virtual community had a detailed map to provide a geographic context along with simulated merchants, government officials (courts, police, town hall), other law firms, etc.

Students engaged in fact finding though information embedded in the simulation web sites and other document stores. Student teams collaborated in person and online role playing as members of adversarial law firms in negotiations. They also communicated while in character through a dedicated email system. Strategies for negotiation were developed in teams and derived from working with the facts and applying the applicable law. A number of adjunct law practitioners also acted as tutors.

Maharg points out five characteristics of this learning environment: (1) active learning, (2) based on conducting legal transactions (3) involving reflection on learning (4) deep collaborative learning and (5) requiring holistic or process learning.5

Among the many innovative features of the simulation environment, one aspect stands out that is directly applicable to digital lawyering. Students learn through a process of discovery.6 Facts are revealed through documents that must be “dug up” (searched) from the “docuverse.” This process is well designed to teach students valuable digital lawyering skills since such a large part of “real world” lawyering consists of a relationship with the “real world” legal “docuverse”. The parallel universe created in the simulation allowed students to acquire a much broader understanding and appreciation for the entire lawyering process than in the one dimensional Langdellian case-centric and Socratic methods that are so widely used.7 The SIMPLE process of searching through collections of information then attempting to derive meaning from the documents and ultimately making decisions based on what is found is more revolutionary perhaps than just innovative.

Of course students in most, if not all clinical programs, experience a similar means of learning by discovery, collaboration, and deliberate reflection. Clinical programs also normally have the advantage of a small faculty to student ratio and include in-person simulations in the early part of the program in order to teach interactive skills such as, interviewing, counseling and negotiating. Students who are engaged with “real world” clients in a variety of litigation and transactional settings are often confronted with the legal “docuverse” in the context of their representation. One of the more innovative aspects of the LDA clinic has been to specifically acknowledge the real world “docuverse” and help students develop skills in gathering, managing and presenting what can be derived from it.


Footnotes

1  Paul Maharg, Transforming Legal Education: Learning and Teaching the Law in the Early Twenty–first Century (Surrey: Ashgate, 2007).

2  This progression of historical references is intended to be an evolutionary analysis, but it does not draw directly from the McLuhanite world view. These three historic episodes were chosen more for a comparison with modern educational theories than to make the case that the change in modes of communication have direct effects on the legal profession and lawyering process.

3  Simulated Professional Learning Environment. See, http://simplecommunity.org.

4  A detailed slide show on this book by Maharg (along with many other of his presentations) is available at http://www.slideshare.net/paulmaharg/transforming-legal-education-learning-and-teaching-the-law-in-the-early-twentyfirst-century.

5  Maharg Slideshare Id. Slide 42.

6  “We must conclude that the paradigmatic case of scientific knowledge, in which all faculties that are necessary for finding and holding scientific knowledge are fully developed, is the knowledge of approaching discovery”. Polyani, “Tacit Dimension” note 76, Supra 24–25.

7  For an amusing but insightful critique of the Socratic method by Michael Dorf, see http://writ.news.findlaw.com/dorf/20010822.html.
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§ 1.09.   Creativity and Legal Imagination

Maharg point out that “[i]f it is integral to all mental events to a greater or lesser extent, imagination ought to be a fundamental element in legal education, and we should enlist it in the art of teaching law and legal skills so as to enable students to use it in learning the art and science of the law.”1 Katsh also touches on this idea of legal imagination in his quote that we began with by suggesting that “a digital lawyer would focus . . . at least as much on the opportunities presented by the information as with the legal issues presented by the dispute”.2

One of the most rewarding parts of teaching in a clinical program is when students become completely invested in their relationship with the “real world” clients they are representing. Time after time we see students apply their imaginations to legal problems. As faculty we help them look for opportunities to be creative with their cases and projects. Being conscious of the information components involved in a particular case expands the opportunities for being creative and solving problems.

Much of the literature written by clinicians assumes imagination and creativity play a large role in the clinical experience. One article that specifically mentions creativity is by Paul Brest and Linda Hamilton Krieger, “Lawyers as Problem Solvers”3 in which they write:


“Good lawyers bring more to bear on a problem than legal knowledge and lawyering skills. They bring creativity, common sense, practical wisdom, and that most precious of all qualities, good judgment.”4


In his article Thinking Like a Fox: Four Overlapping Domains of Good Lawyering,5 Professor Mark Neal Aaronson, sets out the four domains of “good lawyering” as: conceptualization, problem solving, decision making and practical judgment. His only specific reference to “creativity” however is to quote Brest and Krieger above.6 Despite the absence of well expressed notions of creativity and legal imagination, the four domains explored by Aaronson do comprise a fair amount of what clinical teaching aspires to achieve. Perhaps legal imagination fills in the empty space between the domains.

Steven Berlin Johnson’s recent book Where Good Ideas Come from: the Natural History of Innovation,7 recounts in some detail dozens of examples of innovations in science and technology. He explores the common threads among such diverse innovations as Darwin’s conceiving of natural selection, the invention of air conditioning by Carrier and Tim Berners-Lee’s work in hypertext. At the end of the book he postulates a four quadrant chart and places 200 scientific and technological innovations within each quadrant for three time periods.

He observes that “we have been living with a . . . caricature in our assumptions about cultural innovation.”8 The fourth quadrant of non-market/networked innovations has many more innovations that the first quadrant. “I think most of us would expect to see a dramatic consolidation of innovative activity in the first quadrant,”9 the quadrant that pays individual inventors money according to competitive market forces in capitalist economy. One might predict that a wealthy society, with strong enforcement of intellectual property rights and corporate R&D labs. The problem is that “once financial rewards are introduced into a system, barricades and secrecy emerge.”10

The two factors that make the fourth quadrant conducive to more innovation are first, that innovations that are not constrained by ownership barriers can act as platforms for further innovation. There can be incremental improvements.11 The second reason is “increased flow of information.”12 Information transfer in cities during the renaissance was facilitated by geographic density of populations and the “postal system made small distributed webs of creativity possible during the Enlightenment”13 and now the web has provided an entirely new means of distributing information.

There are many reasons to consider what Johnson has to say.14 It is worth noting that he emphasizes the means of information transfer as an important factor in innovation. Both Luhmann and the legal McLuhanite authors mentioned earlier would probably agree that focusing on the “flow of information” is the proper way to go about the inquiry. Connecting Johnson’s study on the history of technology with creativity in lawyering would also be in the spirit of taking “an interdisciplinary approach” as Maharg suggests.

An additional common element among Johnson and the McLuhanites is that networks (in the broadest sense of the word) and other “platform” tools (in the way Johnson describes) that allow for knowledge accretion over time and provide the most effective means for supporting innovation. The specification for any knowledge management tool should have as a central feature this ability to act as a “platform.”

The question of creativity in lawyering arises most often when clinical faculty are considering the decision making process. One example of this approach is the way Professor Carrie Menkel-Meadow has looked at decision-making. She states:


“While addressing the problem-solving capacity and capabilities of lawyers, I want to focus on both substantive problem solving and what I have come to call “legal creativity”, as well as the more commonly recognized processual part of problem solving—the methods that lawyer use to achieve their (and their clients’ or others) aims . . . [L]awyers create a particular epistemic understanding of what lawyers can know and do out of the adversary and advocate’s conception of their work that often (not always) shuts them off from other ways of knowing, being and doing.”16


At the risk of stretching the analogy too far, one idea that is common between the ideas of Johnson and Menkel-Meadow is that a competitive (capitalist) environment and a purely adversarial conception of lawyering imposes limits on innovation and creativity. It may be that the case-centric Langdellian emphasis in law schools contributes to lawyers considering the adversarial process while excluding other options that may be available. This is of course also why “conceptualization” is Aaronson’s first domain of good lawyering. Katsh’s paragraph we began with on the characteristics of a digital lawyer is also primarily an exercise in “re-conceptualizing” what digital lawyering is in comparison to conventional lawyering.


Footnotes

1  Maharg, “Transforming Legal Education” 12.

2  Katsh “Digital Lawyers” Supra.

3  Paul Brest & Linda Hamilton Krieger, “Lawyers as Problem Solvers,” 72 Temple Law Review (1999) 811.

4  Id. 816.

5  Mark Neal Aaronson, “Thinking Like a Fox: Four Overlapping Domains of Good Lawyering”, 9 Clinical Law Review (2002) 1.

6  Id. 11.

7  Steven Johnson, Where Good Ideas Come From: the Natural History of Innovation (New York: Riverhead Books, 2010).

8  Id. 228.

9  Id. 230.

10  Id. 233.

11  Id. One example of this “platform” phenomenon was the development of hypertext by Tim Berners-Lee. The http protocol was built on the freely available internet protocols TCP/IP and HTML was developed as a subset of the predecessor markup language SGML. Another innovation in the fourth quadrant that is not specifically mentioned by Johnson is the entire open source (software) movement. See, for example, Eric S. Raymond, The Cathedral and the Bazaar: Musings on Linux and Open Source by an Accidental Revolutionary (Cambridge: O’Reilly Rev. ed., 2001).

12  Id. 235.

13  Id. 236.

14  One argument Johnson makes is that searching online can better lead to serendipitously finding materials than looking through books on shelves. Id. 118–120. This is in opposition to the earlier claim made about legal research. One point I would make in my defense is that any search for legal authority benefits from very highly organized sets of volumes. The kind of accidental discovery Johnson is referring to has less applicability to the domain of law and a professional level of research. The amount of “noise” that a typical Google search would produce when doing serious legal research is much more negative than positive.

16  Carrie Menkel-Meadow, “Lawyer as Problem Solver and the Third Party Neutral: Creativity and Nonpartisanship in Lawyering”, 72 Temp. Law Review (1999) 786, 787.
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§ 1.10.   Ethical Dimensions of Digital Lawyering

Although many commentators have called for an increased emphasis on ethical training for law students, there is a generous body of literature that already applies to this subject.1 Maharg makes reference to the ideas of Adam Ferguson and Francis Hutcheson and connects their well developed philosophies of morality from the 18th century with modern issues of professional competence.2 The recent Carnegie report makes a number of comparisons between education for medical doctors and lawyers such as:


“The centrality of professional and moral identity is obvious but it is easily taken for granted. A surgeon wielding a scalpel and a lawyer equipped with potent arguments are positive figures . . . The moral development of professionals requires a holistic approach to the educational experience that can grasp its formative effects as a whole.”3


Clinicians are concerned with ethics, competence and professionalism, in particular, due to the nature of what they do. Whenever law students are entrusted with legal problems of real people, the requirement for professional behavior comes to the forefront. The Clinical Legal Education Association has published a work “Best Practices for Legal Education” in which (among many other things) it recommends Professor Debra Rhode’s “pervasive method” of teaching ethics.4 This “pervasive method” asks both faculty and students to be conscious of ethical and professional conduct across all parts of the law school experience. They acknowledge the common perception by students that ethics and professionalism are merely “tacked onto” other substantive areas and that this helps to negatively reinforce the value of ethics in the profession.

So then the question becomes what about ethics and digital lawyering? There are two areas, in particular, that have some special applicability and they relate primarily to confidentiality and competence.

The American Bar Association Commission on Ethics 20205 is currently considering the problem of confidentiality. “One of the Commission’s objectives is to determine what guidance to offer to lawyers who want to ensure that their use of technology complies with their ethical obligations to protect client’s confidential information.” The Commission issued a paper in September 2010 requesting comments by attorneys.6 Reports will be forthcoming from the Commission over the next two years.

Lawyers use of “cloud computing” is the primary subject of this investigation, but it also includes the study of standards relating to laptops, flash drives and smartphones, data backups (locally), virus protection, passwords, etc.

The relationship of lawyers to the “cloud” will only strengthen in the foreseeable future. A recent study predicts that the total amount of information on servers to grow 40 times larger than it was in 2009 by the year 2020.

Professor Mary Zulack, co-faculty of the LDA clinic, recently developed a presentation on ethical issues that she has given to gatherings of all clinical students at the start of each semester. She has paid special attention to risks created by students using laptops, flashdrives, smartphones, etc. Zulack’s presentations have been one way that the LDA clinic curriculum has been able to contribute audience beyond the students in our clinic.

We end this chapter with a concluding thought on digital lawyering and competence. Rule 1.1 in the Model Rules of Professional Responsibility obligates lawyers to represent a client competently: “Competent representation requires the legal knowledge, skill, thoroughness and preparation reasonably necessary for the representation.”8

As the environment in which almost all lawyering is practiced becomes more technologically advanced, we should ask the question whether a lawyer who has not been trained to understand this technology is indeed competent. Would a competent lawyer lack the knowledge and skills that are outlined in the preceding section on the LDA clinic curriculum such as a basic understanding of computers, networks, the Internet, the World Wide Web, HTML, XML and other markup languages? Would a competent lawyer rely on information retrieved from a search engine without any appreciation of how or why those results were returned? Moreover, can a competent lawyer really be ignorant of even the most basic technical aspects of electronic discovery?

Certainly a lawyer who understands that information in digital forms is now increasingly a part of law practice, and that soon virtually all information needed to do legal work will be digital, would want to acquire the knowledge and skills to gather, mange and present this information. Yet, almost all faculty, in almost all law schools, have continued to operate in an analog world with curriculums designed decades ago.


Footnotes

1  An online resource that Clark Cunningham and others have created is available at: http://teachinglegalethics.org/.

2  Maharg “Transforming the Law” Supra 102-118.

3  Sullivan, et al. “Educating Lawyers” note 24 Supra 31. A interesting look at various reports over the last century, including the Carnegie Reports (which began in 1910 with the Flexner Report) can be found in David I. C. Thomson, Law School 2.0: Legal Education for a Digital Age (San Fransico: LexisNexis Matthew Bender 2009) 59-72.

4  Deborah L. Rhode, Ethics by the Pervasive Method, 42 J. Legal Educ. (1992) 31.

5  http://www.abanet.org/ethics2020/

6  Available at: http://www.abanet.org/ethics2020/pdfs/clientconfidentiality_issuespaper.pdf

8  http://www.abanet.org/cpr/mrpc/rule_1_1.html
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Marc Lauritsen


This is an overview of a new subject that lawyers embarking on professional careers should know—how to practice in a world in which legal work is increasingly being done by machines. Very few law schools take this subject seriously. None require that it be studied; few offer even optional coverage. Yet the rise of non-biological intelligence is likely to be the defining feature of the 21st century.

There are of course many things that are important to know in order to be a good lawyer in the modern age, many not part of the traditional law school curriculum, such as the nature of social reality, global phenomena, and cultural differences. Some are needed just to be a responsible citizen. You could spend your entire life in school and still not know everything you ‘should’ know.

In the 1970s, when I attended college and law school, it was understandable to graduate without using or learning about computers. Today you can’t be a responsible practitioner without a decent knowledge of IT concepts and phenomena. IT literacy is not just for specialists.

One core need is to understand what software systems can and can’t do, and some aspects of how they work. The more you know how systems work, the more you know what they can and can’t do. It won’t usually hurt you if you don’t know how elevators or coffee machines work, but not understanding what happens when you connect wirelessly at a coffee shop could lead to dangerous consequences for you and your clients. It’s important to know that your mobile device will probably be hacked when you enter certain foreign countries.

Some legal work can now be done by intelligent machines (software programs that embody specialized knowledge and know-how). Often these operate as power tools in the hands of skilled practitioners. But increasingly they are being used directly by consumers of legal services. People have long done their own wills and taxes with off-the-shelf packages. Large international law firms sell subscriptions to online expert systems that deliver sophisticated legal analysis without direct human involvement. Corporate law departments equip field personnel with do-it-yourself contract assemblers. Courts and legal aid programs provide intelligent forms for unrepresented litigants. And lawyer-less entities vend interactive documents and automated legal assistance over the Web.

These developments pose challenges, opportunities, and responsibilities for lawyers. What ethical and policy considerations should guide the use of intelligent legal software? What are the business implications of tools that undermine the billable hour, yet can yield dramatic returns for those who can raise the necessary capital? Can governments and non-profits exploit these technologies to radically improve access to the law for those who can’t afford lawyers? Or is that second-class justice?
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§ 2.01.   Law and the Digital World—A Big Picture

We live in a world rapidly being transformed by technologies for processing and communicating information. Computing and telecommunications have produced arrangements in which all forms of information can be stored, manipulated, and transferred in digital form, precipitating a convergence of media and associated industries. Personal computers and widespread data networks have opened up dramatic new ways to organize our lives and conduct business. Information technology has become ubiquitous, and the changes it triggers are accelerating.

Few aspects of contemporary society are as impacted by these developments as law and government. Far from becoming obsolete, those institutions in a digital world are more important than ever. Lawyers, judges, and legal scholars are called upon to devise rules and procedures for achieving justice in new social and business situations brought about by information technology. The normative architecture of cyberspace is being designed. At the same time, the ways in which we administer justice and practice law are being transformed by computing and telecommunications. The Internet, for instance, is a prodigious source of legal and policy issues. It is a phenomenon about which lawyers, judges, legislators, regulators, and other legal actors are increasingly concerned. But it is also a medium through which and an instrument with which law’s work is being done. Law needs to take full advantage of information technology in order to fulfill its role of securing fairness and prosperity in societies that are being rebuilt by that technology.

It is useful to distinguish at least four ways in which information technology relates to law and its institutions. First is as a subject of government regulation, judicial scrutiny, and legal practice. Second and third are as tools for law work and for legal education. And fourth is as a source of ideas and perspectives for understanding legal phenomena. Each of these aspects of the law/information technology interaction—under such inexact labels as (1) computer law, (2) legal technology, (3) computer-aided instruction, and (4) legal informatics—has been blossoming. Each defines a field of study and activity that has long since exceeded the capacity of any one person or institution to master.

1. The law and policy of information and information technology. The subjects we presently describe by such terms as “computer law,” “information law,” “multimedia law,” and “cyberlaw” have exploded in recent years. From early concerns with intellectual property, electronic contracts, and computer crime, to emerging issues about jurisdiction, privacy, free speech, and defamation in cyberspace, the legalities of how people use and are affected by information technology are the province of a new army of specialists. As society races into increasingly computer mediated forms of interaction and expression, we find ourselves taking up the legal implications of public key encryption, electronic democracy, virtual sex, and the colonization of cyberspace. Policy makers, lawyers, and courts are being kept busy.

2. Legal applications of information technology. The application of information technology to law has likewise surged in recent decades. In terms of hardware, we’ve moved from dumb terminals to stand-alone personal computers to networked workstations and cellular devices. On the software side, applications have migrated outward from early back office functions like accounting and timekeeping to front office, lawyer’s desktop systems for research, case management, document drafting, and communication. Lawyers, judges, and government officials have seen their characteristic professional activities respond to computer based power tools. It’s now commonplace to recognize and try to manage the impacts of technology on client relationships, firm structure, and lifestyle. Office automation has become a strategic part of managing law firms, law departments, courts, and government agencies.

3. Educational applications of information technology. There has been a long history of computer assisted instruction (CAI) in law schools. The Center for Computer Assisted Legal Instruction, a consortium that joins hundreds of law schools and other institutions here and abroad, boasts a substantial library of instructional modules. Harvard, New York, and Stanford Universities developed interactive video “courseware” that carried the basic idea of CAI into the multimedia age, allowing students to step into simulated roles with sound and visuals. More and more, law teachers make use of applications like presentation graphics in the classroom itself. Some teach courses in which all the materials are in electronic form. Many use electronic mail and computer conferencing to add channels of communication and collaboration that transcend the limitations of time and distance.

4. Information technology as source of ideas and perspectives on law. “Legal informatics” is a field of study that approaches law using the perspective, concepts, and methods of information science. Much can be gained by viewing law from the viewpoint of cognitive science and information theory. Artificial intelligence research on legal topics—you might call it applied epistemology—is one aspect of this field. Just as general AI research has offered dramatic new approaches to issues of what we know and how we think, efforts to construct artificial systems capable of emulating and supporting lawyering activities can provoke new insights into the nature of legal practice and law itself. Computer models provide a laboratory in which we can test our understanding of such basic ideas as the doctrine of precedent. We can also model the information structures and dynamics in large systems of legal administration, such as financial market regulation or criminal justice.

Much of the excitement in the law and computers arena arises from its unboundedness. Information technology is endlessly relevant to and potentially transformative of law in each of its guises: subject, tool, and perspective. Law, in turn, provides essential models and services for the new world being wrought by information technology.

One useful, if over-simplistic, way to envision the overlapping spheres of technology law and legal technology is as follows. At their intersection more specialized sub-fields can be plotted.
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§ 2.02.   Special Issues of Intelligent Legal Machines

Software systems that embody legal knowledge and intelligence raise important issues and opportunities in each of the four areas outlined above.

1. The law and policy of intelligent legal machines.

There’s a growing body of law and scholarship about the implications of quasi-autonomous software in general. To what extent, for instance, can ‘bots’ be treated as agents that are capable of committing torts or entering into contracts? As synthetic consciousness and artificial personhood become less far-fetched, rich new fields of jurisprudence and public policy open up.

Systems that embody legal intelligence not only raise similar issues, but peculiar ones of their own. For instance, what are the ethical obligations and limits of using such systems in your practice? Is it permissible for lawyers or others to make them available online for pro se use? How should unauthorized practice of law (UPL) rules be applied to such systems? Is there a point at which virtual advice-giving by non-lawyers becomes criminal? Would that be an unconstitutional infringement on the right of free expression?

2. Legal applications of intelligent legal machines.

Generic technologies of course can help lawyers with activities that other professionals and business people engage in, such as decision management, checklists, and planning. More law-specific tools provide support for argumentation, rationale mapping, case diagramming, negotiation, settlement, counseling, drafting, and interviewing.

3. Educational applications of intelligent legal machines.

Law schools should offer courses in which students are immersed either in an automated practice environment or in building systems for use in such an environment. Technology can be used as both a tool for sharpening lawyering skills and a prism through which to better understand the legal process. The challenge of conceptualizing lawyers’ tasks and developing competence in discharging those tasks can be enhanced by the use, study, and construction of information systems. The experience of system building teaches by presenting students with meaningful problems, realistic tools for devising solutions, and opportunities for rich interactions with teachers, fellow students, and practitioners. For these and other reasons, courses that combine practical system building experience and theoretically ambitious forays into the informatics of legal practice deserve a place in the law school curriculum.

The use and construction of computer based practice systems offer a wide range of learning opportunities for law students that should be exploited in modern legal education. Whether in live client clinics, simulated practice courses, or project oriented seminars, student interaction with law practice technology can be a potent educational experience on both pragmatic and theoretical levels. In addition to sharing many of the advantages (and challenges) of traditional computer aided legal instruction programs, practice software can introduce students to the tools of contemporary lawyering, promote critical understanding of information systems, and foster creative thinking about the delivery of legal services and administration of justice.

Software system design will come to be a significant part of legal education and practice. Part of what lawyers will be known for is the design of information tools, processes, institutions, and environments. What is now the province of techies and other specialists may become the common experience of every lawyer. Programming could become as common a means of communication among people and their intermediating machines, as writing has been throughout history. There may be some place for lawyers who refuse or fail to become proficient in this new communication skill, but there won’t be much of a place.

4. Intelligent legal machines as source of ideas and perspectives on law.

We live in an era of especially rapid change in the balance between the amount of working knowledge that is encoded in the human mind and that which is encoded in artificial devices.

Law is a midplace between the born and the made, between the naturally evolved and the humanly contrived. Law itself is a societal technology; one of those grand hybrids of artifice and evolution—a system the understanding of which can be advanced by building and using simpler normative systems. Law’s job as a societal institution and as a profession is to express and enforce norms—patterns of behavior. It’s not coincidental that law, genetics, and software each involve “code” as a core instrument.

Information technology both triggers and facilitates a reallocation of roles in the legal workplace, a reconception of what gets communicated and how, and a reexamination of the privileged status of legal professionals. The lawyer client relationship itself may need to withstand some substantial revisions. These important issues deserve serious and organized study.

Two places where ‘substantive’ legal systems get focused attention are the international SubTech and artificial intelligence and law conferences.
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§ 2.03.   Implications for Legal Education

Law schools should offer courses in law practice automation and legal information science. General computer literacy can more and more be expected to have been achieved prior to law school. But nowhere else will the distinctive applications and implications of computers for the practice of law be taught. A lawyer is not well educated without having had organized exposure to the available technologies and methods of selecting, acquiring, developing, using, and managing information systems. In addition to covering basic concepts, these courses should be viewed as introducing students to system science and design concepts, emphasizing skills such as problem solving, requirements specification, logical analysis, and clear exposition.

Attention to the uses of information technology can be very significant to education about the substance of information law in at least two ways. First, due to its technical nature, mastery of copyright, patent, and related fields can be furthered by concrete experience in using and building systems similar to those at issue in those fields. Clinical work in advanced practice settings will provide an important experiential substrate for doctrinal and theoretical studies. Second, there is a growing subset of information law dealing with applications of information technology in the legal domain: you might call it the law of digital lawyering. For example, lawyers will be held liable for malpractice due to non- or mis-use of available technologies such as computer-aided legal research. Client privacy rights in the data concerning their legal situations will likely become as visible as those of patients vis-a-vis doctors and hospitals. There are difficult intellectual property issues concerning rights in practice systems, work product databases, and other aspects of the modern law office environment. And there are serious questions about unauthorized practice when non-lawyers in effect give legal advice via software, or lawyers advise people over the Internet concerning jurisdictions in which they are not admitted to practice.

The need for law school programs that further education, research, and development in law and information technology is clear. Lawyers play crucial roles in information technology business and policy, yet few students coming out of law schools receive serious training in those fields. Information technology is central to the success of both private and public legal services delivery, as well as to the substance and method of legal education. Strongly supported programs to instruct students, cultivate the next generation of legal academics, and sponsor original research are vital.

The use and study of information technology in its application to law have a natural resonance with the techniques and objectives of clinical education. For example, the process of becoming painstakingly explicit about information and rules that is necessary to the successful construction of artificial systems accords with the basic clinical aspiration of surfacing and critically examining the tacit understandings and modes of interaction that underlie the behavior of legal actors. The very necessity of explicitness and thoroughness in designing and using computer systems in law practice can be harnessed for clinical instruction.

Law schools have an obligation to explore how legal technology can promote—or impede—justice, freedom, and human dignity. Computers can be used to expand legal services to more people who need them, to counteract technological isolation or victimization of the poor, and to promote respect for the law. They can improve the efficiency of our courts and legal processes. Enlisting students in efforts to tackle these questions advances their general legal education. The bar and the academy can collaborate on such endeavors. Private and public interests can find common ground there.

At a time when legal education may seem in danger of obsolescence, it may be offered its most important mission ever. If facility in codifying and systematizing knowledge indeed becomes the touchstone of professional success and a key enabler of the continuing rule of law, learning and teaching re-emerge as critical processes. (Learning, after all, is the most ancient form of knowledge capitalization.) Lawyers themselves will not only continuously learn in order to adapt to pervasive change: they will not get far without being able to instruct their advanced information systems.
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§ 2.04.   The Twenty-Second Century Legal Technium

In What Technology Wants (2010) Kevin Kelly uses the term ‘technium’ to refer to the entire complex of cultural, artistic, technological, and other intellectual creations that humans and fellow life forms have brought into existence. This complex is increasingly a self-generating system, evolving toward greater sentience and intelligence.

We need to accept the probability that yet unimagined systems of societal ordering remain to be encountered and developed. If earthly civilization manages to survive for another 100 years, does anyone suppose that it won’t evolve technologies of social ordering that will make contemporary forms look primitive?

If a lawyer from 1912, or even 1812, were transported to our present, they would find legal issues and processes quite familiar. Would that be true if we were to visit the world a century from now?

What might the legal technium look like in a hundred years? (If you’re a twenty-something student, that’s about when a lawyer-turned grandchild of yours might just be hitting the midpoint of her career.)

Here’s an imagined essay by a law student in the year 2112, in response to an assignment to write a ‘reverse time capsule’ message to a reader in the year 2012.


Hi there. Sorry that it’s impossible for us to meet. A whole lot has changed, and I’ll do my best to describe things in terms you would understand.

Our civilization now extends to Mars. The Commission for Interstellar Commerce was recently commissioned. Our first multigenerational spaceship is nearing Alpha Centauri, where an inhabited exoplanet was discovered in 2043. Voluminous radio signals from other star systems have been collected, but they remain almost impossible to decode.

As you might imagine, since your time humanity suffered horrific dislocations due to climate change, and there have been several global wars. On the other hand, practical cold fusion finally ended our destructive dependence on fossil fuels. And North Korea flowered following a surprisingly benevolent relinquishment of dictatorial power. (If I told you more specifics that could trigger dangerous ripples in space-time.)

The changes that occurred in the last century are widely gauged as exceeding those that transpired in the preceding millennium. But to the surprise of many, changes in everyday life have now reached a relative plateau. We’re taking a breather.

Law has been reinvented in many ways. Of course not only paper but most physical machines are long gone. All scientific and historical texts and facts are instantaneously available, and pervasive intelligences just as quickly perform analysis, engage in argumentation, and settle transactions in ways that only occasionally require human intervention. Everything that is ’public’ is fully watchable in real time by everyone. Most societies continue to operate under the rule of law. What you would call ‘cybercrime’ has largely been extirpated, but insidious new forms of criminality continue to require creative attention.

Be assured that law continues to be essential for humans and other beings. Regulating the botsphere is an ever-growing challenge. Fundamental questions of ownership, civil and criminal responsibility, and the powers and limits of government continue to demand our best thinking. Lawyers and law schools are thriving.
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§ 2.05.   Run Lawyer Run

Information technology is transforming law—as a social institution, and as a profession. To survive and prosper during that transformation you need to understand it. A commonplace of the early legal tech world was that “computers are not going to replace lawyers; lawyers who use computers effectively will replace those who don’t.”

Most law schools today are pretty good at helping you learn how to generate ideas and arguments, and how to formulate words and analyze situations. They don’t yet offer much help in learning how to wrangle software.

The things you should know about legal machine intelligence aren’t overwhelming. The things you could know about it are endless. Whether or not your school offers learning opportunities in this area, make it your business to learn as much as possible. Blow your mind by reading Kelly’s What Technology Wants or Ray Kurzweil’s The Singularity is Near. Probe the implications for law in Richard Susskind’s The End of Lawyers? Attend some legal technology conferences.

At the welcoming lunch on my first day of law school our dean told a story. Two friends were camping when they were disturbed by a huge bear. They started running. After a while one turned to the other and despaired “We’re never going to be able to outrun that bear.” The other said “That’s OK; I just need to outrun you.”

So much for a light-hearted attempt to ease the minds of first year law students.

The bears are coming. Intelligent systems may be your running shoes.
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§ 3.01.   Introduction: “A shall pay B $60 for one barrel of crude #2 on November 1, 1879”

It’s an image that has played out over and over since societies formed and agreed to systems of laws. A deal is struck on a handshake and words—maybe to buy a business, to sell a car, or to settle an argument—and then lawyers take it and haggle over the written words and the finer points of the deal. Such is the job of the transactional lawyer: memorializing agreements and representations in written text. Since even before the Code of Hammurabi was pressed into clay tablets three thousand years ago, such agreements have been represented in the languages—“natural languages”—that man writes and that man can read. Whether Akkadian, Hebrew, Japanese or English, the lawyer assures that these words reflect what the participants intend.

But, what if the language describing the deal is an artificial one , and uses a format uniquely designed to be read and used by a machine—e.g., Java, or XML, or Python—instead of a natural language like French? Why not? It may even do a better job of describing precisely how the risks and rewards of a transaction are allocated. Might there even be important positive externalities, say risk reduction, to the transacting parties, as well as to the larger markets and to society as a whole? In such a world as we will describe, a world that relies on machine readable data and “metadata,” is there a role for a lawyer who is schooled and practiced in the centuries-old discipline of representing agreements in natural languages? Yes—and not just a role, but also a responsibility, one that will make substantial new demands on law schools, lawyers and on the continuing legal educational system overall.

Our focus in this chapter is on the transformation from “analog” to digital, or from “documents to data,” and why it will require lawyers and other gatekeepers to be nimble in how they absorb and practice new approaches to legal transactions. We consider first the incremental digital developments of the last few years, their implications for legal practice, and the ways that lawyers are currently responding. While our references will usually be to securities transactions, our argument could apply to contracts generally. Then, we look to the changes that we think are clearly on the horizon, and beyond that to a possible emerging paradigm where the references to a natural language document disappear, and in which agreements are reflected exclusively in the four corners of a bit of code. How must the lawyer, and the system that trains lawyers, respond?
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§ 3.02.   Today’s Company Annual Report to Shareholders: Change In Policy Effects Basic Net Earnings Per Share Member

The advance of computer technology, and especially the rapid rise of the internet and of the World Wide Web, have brought many benefits to the business sector and its lawyers; chief among them are the ability to communicate quickly, and to query and convey an ever building avalanche of information (and underlying it, an exponentially greater amount of raw data). Where this quickly-exchanged data needs to be relied on—and especially where that reliability carries with it legal consequences—we are seeing the continual innovation of progressively better solutions that merge the speed of computer technology with the traditional reliability of a signed legal document. Ten years ago, citizens could prepare their tax returns on Turbotax® and then mail them in. Today, using improved technologies, they not only can prepare their returns but electronically file them as well (although they must still keep a signed physical copy of the return in their files for inspection). A click of a mouse binds even a casual web surfer to a site’s user agreement. Stocks trade on electronic exchanges at millisecond speed and somewhere an intermediary holds the actual certificate. Major investment banks broker giant derivatives deals on the phone, swap electronic messages that confirm these deals and reference a signed paper master agreement, and deposit a “golden copy” of this electronic confirmation in an electronic warehouse. Each of these electronic transactions has legal consequences; but each of them shares a common historical link: they reference a human-readable document and are, themselves, human-readable. Consequently, lawyers have been able to oversee the structuring of these agreements and confirm their memorialization in English (or Japanese or Spanish) words that they have carefully drafted, read, and negotiated.

This transition from analog to digital is, however, incomplete. When will the remaining “hard copy” steps vanish? Relics of the traditional document, literally, remain throughout this process. Today we see a growing embrace of digital agreements and representations that, while still referencing human-readable companion materials, attach their own legal consequences. Witness for example, the rise of data “tagging,” which is the practice of attaching to data additional standardized definitions and statements about the original data, such as what currency modifies a number, or what such a term means in a standard dictionary; this is called “metadata.” Recently, the U.S. Securities and Exchange Commission began to require that companies attach a computer-readable exhibit to their financial statements that uses computer tags—computer-readable metadata, in the XBRL standard—describing the financial numbers so that computers (of filers, or of the SEC’s EDGAR system) can quickly disseminate and read on computers (of analysts or investors) the data contained in the financial statements. What makes this new requirement noteworthy is that to make the data reliable to investors, regulators, and others, the companies are liable (after a grace period) for errors not just in the data but also in the metadata. In this new era of responsibility for metadata, what’s a lawyer to do?

Really, what is a lawyer to do? We see four main strategies available to lawyers who, when asked by their clients, seek to pass judgment on whether metadata is legally sufficient. Abstain from playing a role. The risks of “opting out” of a role in assuring the sufficiency of meta-data (that it accurately represents the data) are obvious: risk to the client, loss of income, loss of business, loss of client, diminished reputation, or potentially falling below professional standards. It could be that as the digital economy evolves, the market decides that there really is no role for lawyers in passing on the sufficiency of digital representation. But so long as there is legal recourse for these representations, we should be wary of such a conclusion.

Become an expert in the technology and offer such services directly. Lawyers can acquire expertise in the technologies and the rules through many sources, both formal and informal, and can offer services to perform some type of complete or sample-based review of the tags for sufficiency, and then reach a conclusion. But this option requires training, in data technologies and their usage, that is not traditionally provided in a legal education, and it also means commitment to a limited niche expertise that is probably not scalable.

Rely on human-readable renderings of the meta-data. Assurers could use computer viewers, in the way that a browser reads HTML, or other technology tools designed to read the metadata and present it in a human-readable way. That solution, while helpful, cannot be complete because, quite frankly, the point of metadata in this future digital world is that it is not made for human consumption; as a result, the human view could be artificial, and potentially incomplete and inaccurate since some meta-data might not be visible in a particular viewer.

Rely on intermediaries that are technologists. Finally, lawyers could choose to take on or contract with professionals who are non-lawyers but who are experts in meta-data and its construction and use. This would not be conceptually novel, since company officials and their counsel already rely on third-party accountants (accounting is a technology, after all) to provide expert advice regarding accounting pronouncements. However, questions arise regarding the cost and scalability of such an approach. Moreover, while accounting has a strict and longstanding engagement with the securities laws, legal practice, and regulators, and the accounting profession is itself regulated, there is no such framework for technologists generally.

Lawyers could combine these approaches, and in time may develop other alternatives.

The fact is that the use of meta-data is increasing rapidly in both scope of application and in frequency. This follows the well-known concept in business innovation literature of the “S-curve,” where a new method or technology is introduced and grows slowly, via “early adopters” (the lower part of the S), but “matures” as it accelerates in acceptance and application until it is widely used, and growth tapers off (top of the S). Meta-data as a technology, broadly and in finance specifically, is far along in this process, certainly past the point of inflection, and we suggest it is here to stay. But lawyers as a profession are lagging behind in terms of their knowledge of and comfort with this technology. That has been possible during the early stages, while both meta-data and traditional documents co-exist, but that will become more difficult or even untenable as it completes its maturation.

While this area will evolve, one fact is certain: someone is going to ask someone if they should sign a filing or contract that makes them liable for metadata.
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§ 3.03.   Tomorrow’s Digital Contract? “c7 = one GBP”

What’s next? The day may come when metadata no longer accompanies a human-readable document that auditors and lawyers can arm wrestle over. On that day, the terms of derivatives contracts could be fully represented in a declarative, and the characteristics of the underlying assets could be described entirely by a data file formatted in XBRL or XML; all of this could be without any reference to a written natural language master agreement. Thus, the master agreement between two parties could be described exclusively by a set of computer tags, and the individual contracts written against that master agreement could also be represented by a set of tags. There would be no printout of the deal. It would be memorialized only in metadata. The “four corners” of an agreement would be some number of virtual corners.

Likewise, code could represent an agreement. Some work has already been done to consider this possibility, where the thinking is to develop a standard programming language for the basic building blocks of contracts.1 Parties to a contract would then memorialize their agreement using different combinations of those building blocks to describe even the most complicated transactions. Different types of agreements might need a more developed language than others. For example, the language describing the terms of a complex derivative might differ from the language describing a plain-vanilla bond, but the differences would be of scope not type, insofar as the most basic of terms (a pays b at some time t some amount x in dollars etc.) are still at the root of even the most complicated contracts. Exceptions, exclusions, conditions, and dependencies can all be represented fundamentally in a standardized programming language operating against data (such as profits available for distribution to stakeholders) that is standardized, in a prescribed format. This would be the truly “digital contract.”

Such a digital contract would be useful for the same reasons that it would be difficult to represent. First, it would be precise, per the very nature of computer logic, and would accordingly lack the ambiguity with which natural language can be endowed. Imagine an agreement that delivers an amount of some (currently existing) financial commodity at some future date, and that within that lot, there could be variations (of purity, quality, size, or some other characteristic). If the amount to be distributed is large, an English language contract might seek to describe tranches of the commodity: 20% grade A+, 50% grade A, 30% grade B++. If these commodities exist at the time of contracting, it should be possible to describe each individual item with precision by reference, say, to a data file with assay information, without the need to bundle them explicitly into tranches (think of a mortgage backed security). Similarly, in a highly time-sensitive scenario where one might specify delivery at 5:00 p.m. EST in a human-readable contract, a digital contract might be coded to refer continually to a pre-determined atomic clock. This might not matter in every deal, but for high frequency transactions, such precision and automation could have important consequences.

The greater level of precision available to digital transactions doesn’t mean that disputes will cease to exist; they certainly will continue. But it could reduce disputes by making terms more precise and more data known, or at least knowable and even testable by all parties (more on this below) at the time of contracting. This possibility of increased precision would mean that parties to a contract and their representatives may be charged with structuring and creating, indeed mastering, more and more standardized data to match the precise requirements of a digital contract. This would also require, by the way, more attention to how third-party data sets (like the atomic clock data feed above, or perhaps real-time market prices for the commodity) would “interoperate,” or be able to be used with, the data about the good or service for which the contract was constructed.

Digital agreements could also be thought of and used as models, and when combined with the appropriate hypothetical or historical data sets, test the probabilities of different outcomes. What is the chance that frost in Iowa in May would damage crops? What effect would a 200 basis point drop in interest rates in two weeks have on a bond and what would that do to the asset-backed security the bond is tied to? Where might there be unacceptable but unforeseen risk, say attached to unusual confluences of phenomena? Importantly, all the parties to a particular contract may be able to conduct exactly, with no variation, the same tests, with no room for interpretation or ambiguity, as long as they are using the same code with the same data. (There could be variations based on the larger computing environment with some software, but this can be eliminated with good design of a software standard.) The ability to model and test probabilities could increase the due diligence responsibility and ability for all participants, including lawyers, and could shift liabilities, influence pricing, and even inform the wisdom of the deal in the first instance.

What would this mean for the practice of law? For starters, lawyers may need to consider the warranties their clients negotiate with third-party software providers. That is, how can one rely on a software providers’ warranty that disclaims responsibility for downstream damage when a client is booking a multimillion-dollar deal that depends on the software accurately reflecting the deal? While a software provider will probably never take responsibility for downstream damages, a lawyer may want to confirm that scripting language—that is, the more human-readable code operators that are eventually compiled into machine-readable code—will do what it’s supposed to do by testing it. A lawyer may never need the skills to actually write code, but a level of familiarity with computer logic, data, and standardized software would allow a lawyer to ascertain that the digital contract is an accurate reflection of the client’s requirements. Think of a medical malpractice lawyer needing to understand enough about neurology to be able to effectively cross-examine a brain surgeon. The lawyer doesn’t have to be a neurologist or surgeon. It’s about knowing enough about the domain to carry out issue spotting.

Beyond a basic understanding of technology and scripting languages, lawyers would probably also need a better grasp of semantics as they are developing in the computer technology sphere. To a large degree, lawyers’ very purpose is to develop semantics: they niggle over precise and nuanced definitions of words and phrases, and as the terms become settled by statute, common law or usage, they become terms of art. “Free on board” (FOB) has a very precise definition: who takes responsibility for the care of the goods from point of manufacture to point of delivery. Computer scientists and technologists have the same approach, albeit constrained by the limits of logic circuits more than by statute or practice.

Thanks to the computer scientists and technologists, semantics repositories are developing now to describe all manner of metadata for all manner of subjects, and lawyers will likely need to gain a greater grasp of the “terms of art” in these repositories, especially as they pertain to the particular subject matters that will be included in contracts. Thus, a lawyer reviewing a deal brokered in an agreed-upon code, or software standard, would likely want to make sure that her client’s description of a term matches a standard description contained in some common repository—or would want to make it clear, in equally precise terms, that the deal follows some other definition.

It may even make sense to create a semantic repository for well-defined legal terms. Such an exercise could give even greater and more universal precision to terms of art, especially with respect to real outcomes that may come with their use. Indeed, some law firms already use term sheets and contract generators where you plug in desired outcomes and the computer generates relevant clauses. A semantics repository is really just the next step. Thus, although FOB is well defined, open questions such as whether and what kind of amounts of insurance are required, could be standardized in and thus answered by a semantics repository. Congress recently coded the Congressional Record in XML; imagine if the terms and details of every law and regulation was described by metadata? This could massively reduce the ambiguity of terms, particularly those whose meanings are derived from some other related (or unrelated) statutory scheme—the metadata would say what relates to what. But lawyers can’t just hand over the responsibility for such an undertaking to technologists. The work must have fidelity to the underlying domain of law and legal practice, and so must be overseen by lawyers versed in both technology and law. Since such meta-data isn’t itself law but only a representation in a computer language of what the law requires, it needs to be controlled by experts in law every bit as much as legal contracts written in a natural human language, such as English, need to be controlled by English-fluent lawyers.

If an agreement is fully represented or mathematically described, and we can now test probabilities, this exercise could provide a feedback loop into the negotiation, effecting things such as pricing and whether to include terms in the first instance. Lawyers would want to gain a better understanding of the modeling process (i.e. whether the proposed contract is even possible, and at what expense) in order to recommend whether to model, what to model, and when. In fact, it is appropriate and feasible to consider all contracts as just models of the mutual wants and expectations of its parties, subject to particular data. Like with a software-driven model, such as in a spreadsheet of a proposed financing deal, a change in terms will flow through into a change in outcomes and their likelihoods. While this exercise provides much utility to examining the economics of a deal and whether the rewards outweigh the risks, it can also inform the construction of the deal and how a lawyer might advise a client on allocation of risks.

These are a few of the new disciplines the digital lawyer may be expected to understand. There are surely many more, such as how the digital world will affect the judiciary, regulators, lawmakers and politicians, posts frequently held by lawyers and often relying upon legal skills and training. The reality is that as meta-data proceeds up the “S-curve” and becomes the standard of many or most of society’s complex processes, lawyers and legal practice will have to follow. We suggest that lawyers can train up today and get ahead of that curve, and even influence or control it in the interests of better order and better outcomes for clients and for markets and society at large. The future will be an interesting one, and the digital lawyer ready for the future will help to ensure that the digital future is more reliable, predictable and safe.


Footnotes

1  Simon Peyton Jones and Jean-Marc Eber, “How to Write a Financial Contract,” in The Fun of Programming, ed. Jeremy Gibbons and Ooge de Moor (Basingstoke, UK: Palgrave Macmillan, 2003). 
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Harry Lewis


To understand the rules of the road for the Internet, it’s important to know what is happening inside it, and why it was engineered as it was. This is a brief sketch of what is under the hood.

The Internet is in some ways different from anything that previously existed. Before the Internet it would have been technologically impossible to spread hundreds of thousands of classified documents across the world instantaneously, or to put all the world’s literature at the fingertips of billions of people. These things are technically and economically possible today, though perhaps not legally possible. The law confronts new technologies by drawing analogies between past patterns of fact and new circumstances. Understanding the appropriateness and limitations of the metaphors for the Internet requires understanding how it works, not just how it is used.*


Footnotes

*  See also Hal Abelson, Ken Ledeen, Harry Lewis, Blown to Bits: Your Life, Liberty, and Happiness After the Digital Explosion, Addison-Wesley, (City: Publisher, 2008).
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§ 4.01.   Digital

The Internet is a multi-purpose network. It carries text messages, movies, telephone calls, and many other kinds of information. The reason that one network can do so many different things—many of which astonish the engineers who designed it—is because it is a digital network. Since all kinds of information can be encoded as sequences of 0s and 1s, and the computers attached to the network are fast enough to translate those sequences of 0s and 1s into audible sounds, visible pictures, and so on, the network need merely transport 0s and 1s to be successful. Data is more easily manipulated, and errors are more easily corrected, if the data is digital—as opposed to a continuously varying or analog signal, as in the old telephone network.
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§ 4.02.   End-to-End

Computers connected to the network figure out whether data streams should be interpreted as photographs or voices or something else, while the network itself simply transports 0s and 1s. This is the end-to-end principle:1 The computers do the hard work of putting the data into or taking it out of the network. The network itself is oblivious to the uses to which it is being put.


Footnotes

1  J. H. Saltzer, D. P. Reed, D. D. Clark, “End-to-end arguments in system design,” ACM Transactions on Computer Systems, Vol. 2, no. 4 (November 1984): 277–288.
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§ 4.03.   Packets

The most important decision the Internet’s designers made was that it should be a packet-switched network. Anything that moves through the Internet is broken down into data packets of about the same size, 1000–1500 bytes or so. (A byte is a block of 8 bits, that is, a pattern of eight 0s and 1s.) Packets, even packets that carry data from the same message (the same photograph or web page, for example), need not follow the same path from source to destination. The packets that are part of the same message don’t even need to arrive at the destination in the right order. The packets have serial numbers, and under the end-to-end principle, the computer receiving the packets is responsible for reconstructing the message correctly from the packets.
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§ 4.04.   Payload and Packaging

The bits that are part of the message itself are the packet’s payload; these bits are accompanied by “packaging” (technically, header and trailer bits) that include addresses of the sending and receiving computers, an identifier for a particular data stream between them, a serial number for this packet within the stream, and some redundant bits that help identify packets that have been damaged in transit. The receiving computer strips off the header and trailer, extracts the payload, and combines it with the payload of other packets to reassemble the message.
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§ 4.05.   IP Addresses

An IP (Internet Protocol) Address is like a postal address for a computer within the Internet. These numbers are usually written in the form 140.247.11.131—four numbers less than 256, separated by dots. There are some four billion IP addresses. At the birth of the Internet, that was far more than the number of computers anyone thought could ever exist, but as computers have been miniaturized and incorporated into devices of all kinds, the supply of IP addresses has nearly been exhausted. A new addressing system, called IPv6, is being deployed, using 128-bit addresses rather than the 32-bit addresses of IPv4.
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§ 4.06.   Internet Protocol

IP is the base-level communication protocol common to all parts of the Internet. It is designed to do one thing only: to deliver packets on a best-effort basis, with no guarantees of delivery. Any more sophisticated requirements, such as delivery guarantees, must be built on top of IP. As the Internet Standard states, “The internet protocol is specifically limited in scope to provide the functions necessary to deliver a package of bits . . . from a source to a destination over an interconnected system of networks.”1


Footnotes

1  RFC 791—Internet Protocol, http://www.faqs.org/rfcs/rfc791.html.
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§ 4.07.   Higher Level Protocols

Of course many applications do require guaranteed delivery; one would not want a spreadsheet arriving with a row missing because a packet had been lost in transit. The Transport Control Protocol, or TCP, handles this requirement. TCP runs not in the core of the Internet but at the edge, where computers use IP to transmit a series of packets in a way that guarantees delivery of the entire message. For example, a computer receiving a TCP message acknowledges receipt of the packets by sending back “acknowledgement” packets. The sending computer retransmits packets that are not acknowledged within a reasonable amount of time.
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§ 4.08.   The World Wide Web

Another higher level protocol is the Hypertext Transfer Protocol, abbreviated by the letters “http:” that commonly appear before Web addresses. The World Wide Web is built on top of HTTP, which is a request-response protocol: client computers request web pages via the Internet, and server computers send those pages back. The Web is but an application that runs on the Internet. Even though it may be the only application that many people use, it is not the same as the Internet, and in fact was created by Tim Berners-Lee using IP for a specific purpose: to make it easy to share information.
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§ 4.09.   Internet and Internet Service

The Internet is a constantly changing network of different physical media (coaxial and fiber optic cables, radio links, etc.), connected together by a constantly changing set of switches or “gateways,” which are owned by a constantly evolving set of governmental and corporate entities (Cable TV companies, national telephone services, etc.). An Internet Service Provider is an entity that provides connections to the Internet. For a private household, the ISP is typically a cable television service, or perhaps a telephone company. A university or large corporation may be its own ISP. Indeed, the Internet derives its name from the fact that it connects networks of computers to each other. For example, if Alice sends email from Harvard to Bob’s address at Yale, Harvard has connected Alice’s computer to its network, Yale has connected Bob to its network, and the Internet has connected Harvard’s and Yale’s networks together.
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§ 4.10.   Routing

In the last example, if Bob had also been at Harvard, Alice’s message might never have left Harvard’s network. But since Bob is not on the same network as Alice, the Internet has to route Alice’s packets to Bob. One of the Internet’s dramatic innovations was that the routing computers (“routers”) figure out how to direct the packets. The routes are not predetermined, and indeed different packets from the same message may follow different paths through the network. A router receiving a packet examines the destination IP address and based on constantly changing “routing tables,” decides which of its outgoing connections is likely to propel the packet most quickly to its destination.
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§ 4.11.   Naming

But how does Alice’s computer figure out Bob’s computer’s IP address? Translating symbolic names like harvard.edu into IP addresses like 140.247.44.43 is the job of the Domain Name Service or DNS. The domain name servers are themselves computers connected to the Internet, and a few of them, located around the world, are the final authorities—the machines the other DNS machines consult when they are unsure how to translate a name into an IP address. These final authority machines are called the Internet’s root servers. There are thirteen of them, named A through M, although each root server is duplicated many times for the sake of safety and efficiency.
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§ 4.12.   Buffering

A router may receive packets at a faster rate than it is able to process and forward them. So routers have internal memories, called buffers, which hold packets temporarily while they are being processed. Buffers are finite, and routers have to be ready for the possibility that they will not be able to forward all the packets they receive. This is one of the reasons that a packet sent may never be received; it may simply have been discarded or “dropped” somewhere in the core of the Internet.
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§ 4.13.   Who’s In Charge?

It is time to pause and consider how all this can possibly work, given that the Internet is spread across the world and no one is really in charge of it, even (indeed, especially) in the United States where it all started. There are several answers, depending on exactly what the question is.
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§ 4.14.   Reliability

The Internet is adaptive and self-repairing, in the sense that if router X fails, other routers can figure out that packets sent to X are not getting through, and will stop sending packets to X. During Hurricane Katrina, for example, the Internet bypassed gateways that were underwater in New Orleans. Even when all the routers are working correctly, some packets may get lost because traffic is too heavy, or damaged because of physical interference (lightning strikes can interfere with radio transmissions, for example). The Internet engineers anticipated such problems.
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§ 4.15.   Dependence on ISPs

Though Internet routing is reliable, most households have only a single ISP. If that ISP fails, they cannot access the Internet. On November 28, 2010, Comcast’s DNS server failed and large numbers of East Coast Comcast customers lost Internet service—though not, in fact, their Internet connections. Some directed their computers to consult a different DNS and were able to restore their service quickly.1 Because they worry about such service losses, large companies may maintain Internet connections via more than one ISP. Conversely, if all or nearly all ISPs are under government control, the Internet can be “shut off” by disabling those ISPs. This seems to be how Egypt was largely cut off from the Internet in late January, 2011—almost all traffic into and out of Egypt was handled by only four ISPs.2 It proved hard to sustain a nearly complete shutdown of the Internet because daily economic life depended on Internet communications.


Footnotes

1  Lance Whitney, Major Outage Hits Comcast Customers, CNET, November 29, 2010, http://news.cnet.com/8301-1023_3-20023949-93.html.

2  Jordan Robertson, The Day Part of the Internet Died, http://news.yahoo.com/s/ap/20110128/ap_on_hi_te/us_egypt_protest_internet_outage.
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§ 4.16.   Censorship by DNS

Governments wishing to control their citizens’ access to certain web sites can easily do so if they control the DNS. China, where root server I is located, uses this technique to intercept or divert Chinese visits to banned sites, such as Facebook. For several weeks in March, 2010, Facebook users outside China had difficulty reaching the site because their ISPs happened to use root server I—a compelling reminder that the international Internet is not really a “flat world.” In February, 2011, the Libyan government, having observed events in Egypt just a few weeks earlier, blocked access just to Facebook, Al Jazeera, and certain other specific sites, while leaving the Internet otherwise functional.1


Footnotes

1  Eric Protolanski, Libya blocks access to Facebook, Al Jazeera, others, http://www.zdnet.com/blog/facebook/libya-blocks-access-to-facebook-al-jazeera-others/302.
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§ 4.17.   Whose Rules?

At a very basic level, who sets the standards for the Internet? The routers in the core of the Internet, and the gateways that connect networks to the Internet, must agree on the meaning of the individual bits in the “packaging,” for example. The Internet would not work if some computers put the source address before the destination address in the packet, and others did the opposite. Like the placement of the destination and return addresses on postal mail, everybody has to do it the same way. Who decides how Internet packets are laid out, and who gave them that authority?



[image: LexisNexis Logo]




§ 4.18.   RFCs

The Internet started as a Defense Department funded project called the ARPANet, but was never designed or managed through military command and control. The design emerged from discussions among engineers. The defining documents are still called “Requests For Comments” or RFCs, although the core design has long since been frozen. We quoted above the RFC that stipulates the format of data packets. No law requires anyone to join the Internet; if a company wants to keep its network isolated from the Internet, it can do so. The Internet grew because it was successfully engineered, and it became huge because the more successful it became, the more advantages there were to joining.
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§ 4.19.   ICANN

Once the Internet became commercially important and global in scale, control of the key parts became contentious. ICANN, the Internet Corporation for Assigned Names and Numbers,1 has ultimate responsibility for allocating IP addresses and assigning ownership of names. In practice, most of these decisions are made by regional domain name registries, which have authority over blocks of IP addresses. The assignment of names has dimensions of both intellectual property and politics: sex.com sold for $13 million in 2010, and harvard.tv, appearances notwithstanding, is a name that the tiny Polynesian nation of Tuvalu (“.tv”) has leased to make a bit of money.


Footnotes

1  http://www.icann.org/. The division of labor between ICANN and IANA, the Internet Assigned Numbers Authority (http://www.iana.org/), would take a chapter of its own to explain properly.
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§ 4.20.   IP Geolocation

It is sometimes possible to figure out from an IP address whose address it is. For example, any address that begins 140.247.xxx.xxx is a Harvard IP address; anything between 202.2.96.0 and 202.2.127.255 belongs to Tuvalu. Knowing the IP address from which a message was sent has potential forensic value. In practice, ISPs such as telephone and cable companies have more customers than IP addresses, so they assign addresses as they are needed and break the assignment when the connection is no longer in use. So forensic use of IP addresses typically requires that the ISP record which customer had which IP address at which time. In some jurisdiction, such data must be retained for a period of time to assist law enforcement.
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§ 4.21.   Internet Innovation

The Internet enables innovation,1 for reasons directly related to the Internet’s basic architecture. The Internet was designed simply to carry and deliver packets, without regard to what kind of data the packets contain. The connection of increasingly powerful computers to the Internet, with larger and larger amounts of storage, has stimulated innovation because the innovators have not had to ask permission of anyone to use the data transport mechanism in new and unexpected ways.


Footnotes

1  See, for example, Jonathan Zittrain, The Future of the Internet and How to Stop It, Yale University Press, 2009, and Barbara von Schiewick, Internet Architecture and Innovation, MIT Press, 2010.
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§ 4.22.   Peer-to-Peer and VoIP

For example, when the disks of personal computers became big and fast enough to hold large numbers of digital music files, the distinction between “client” and “server” computers began to evaporate. College student Shawn Fanning seized on the opportunity to create the peer-to-peer file sharing service called Napster. Though Napster was shut down because of the large-scale copyright infringement for which it was used, the peer-to-peer innovation is used in many other ways. Other innovations, such as the Voice over IP service Skype, were similarly born of invention by entrepreneurs who used the Internet without needing permission to use it in a novel way. By contrast, the telephone network functions through central control. An innovation such as conference calling could happen only when the telephone companies offered it to their customers.
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§ 4.23.   When To Look Inside a Packet?

Though the packaging of an Internet packet contains information that is roughly analogous to what appears on the outside of an envelope, there is an important difference: no physical difference exists between the packaging and the payload. Every bit in a packet is open to inspection by any computer that happens to handle it anywhere between its sender and its receiver. A router will look at the delivery address to determine where to direct the packet, but there is no technological reason why it could not be programmed to look at other parts of the packet as well. Parties that handle packets, both corporate and governmental, may have incentives to peek inside.
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§ 4.24.   Prioritizing Packets

Inevitably routers sometimes drop packets because of congestion—but which packets should they drop? No Internet standard specifies. Nor does any standard even stipulate that packets must be forwarded in the order in which they were received. Packets could be prioritized in a variety of different ways. “First-in-first-out” prioritization is generally seen in the spirit of the basic Internet protocols, but the Internet visionaries did not require that and cannot stipulate it now. Consequently the owners of the physical infrastructure may adopt different prioritization strategies in order to serve their business interests.
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§ 4.25.   Content and Carrier

Suppose, for example, that an Internet Service Provider also provides, for a fee, some of the content that flows through the Internet. Such a provider would have an incentive to prioritize its own packets over others. Or suppose a telephone company owns a router. The company would have an incentive to assign low priority to packets that compete with telephone services—packets comprising part of a Voice Over IP (VOIP) service such as Skype.
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§ 4.26.   Net Neutrality

In essence, the Net Neutrality debate is over whether governments should regulate the Internet in ways that would guarantee “equal service” to everyone’s packets, without discrimination on the basis of who was sending or receiving them or what they contain. Like all nondiscrimination rules that limit private enterprise, however, a Net Neutrality rule would be hard to devise even if the parties agreed (which they do not) that extreme forms of discrimination are bad. An ISP can reasonably argue that if it has insufficient bandwidth and has to allocate it somehow, it makes more sense to benefit the majority of users at the expense of a small number of hogs.1


Footnotes

1  Edward W. Felten, “Nuts and Bolts of Network Neutrality,” (paper available through the Center of Information Technology Policy at Princeton University, July 6, 2006) http://itpolicy.princeton.edu/pub/neutrality.pdf.
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§ 4.27.   Aggregating Personal Information

It is not easy to look at a packet and decide with certainty what is in the payload. It is, however, not impossible to make good educated guesses. By looking inside packets for URLs, an ISP could discern the interests of the party sending the packets. Such information is useful for advertising purposes, or to personalize a user’s Web browsing experience.1


Footnotes

1  Phorm, http://www.phorm.com/, is one supplier of such services.
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§ 4.28.   Intellectual Property Control

Since it is possible for an ISP to determine what webpages a customer is visiting, it may also be possible to infer whether a client is using the Internet to download copyrighted material. Some governments have taken actions that require ISPs to monitor Internet communications for such purposes,1 though it is, of course, harder to determine whether a download is illegal, and if it is, whose fingers were on the keyboard while it was being done. Nonetheless, three-strikes laws in some jurisdictions require that Internet service be taken away from alleged repeat copyright infringers.


Footnotes

1  France’s Hadipi law is a leading example; similar laws have been proposed for the U.S.
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§ 4.29.   Illegal material

Governments also have strong incentives to prevent transmission of unlawful materials, including (almost everywhere) child pornography. Once again, however, identifying child pornography automatically is not a solved technical problem.
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§ 4.30.   Political censorship

The same technologies that might be deployed to prevent downloading of copyrighted material or illegal pornography can be repurposed to block content for purely political purposes. For example, tools promoted in the West by McAfee and Websense to keep pornography from the eyes of children have been used in the Middle East for political censorship.1 In practice, countries that practice political censorship of the Internet also do so with the aid of many human monitors and censors. In China, for example, Internet regulations are so broad and vague as to vest arbitrary power in government hands. Using the Internet for the purpose of “making falsehoods or distorting the truth, spreading rumors, destroying the order of society” and “injuring the reputation of state organs” are illegal.2 The “China Internet Illegal Information Reporting Center” invites citizen complaints, and receives tens of thousands on which authorities then act. The capriciousness of the standards encourages self-censorship that is more pervasive than any possible technical filtering.3


Footnotes

1  Jillian York and Helmi Noman, “West Censoring East: The Use of Western Technologies by Middle East Censors, 2010–2011,” Opennet Initiative, http://opennet.net/west-censoring-east-the-use-western-technologies-middle-east-censors-2010-2011.

2  Article 57 of Telecommunications Regulations, as quoted by Human Rights Watch, “Freedom of Expression and the Internet in China: A Human Rights Watch Backgrounder,” http://www.hrw.org/legacy/backgrounder/asia/china-bck-0701.htm.

3  Ronal J. Deibert, John G. Palfrey, Rafal Rohozinki, and Jonathan Zittrain, Access Controlled: The Shaping of Power, Rights, and Rule in Cyuberspace, (Cambridge: MIT Press) 2010, p. 457, and more generally, Ronald Deibert, John Palfrey, Rafal Rohozinski, Jonathan Zittrain, eds., Access Denied: The Practice and Policy of Global Internet Filtering, (Cambridge: MIT Press) 2008.
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§ 4.31.   Firewalls

A firewall is a computer or set of computers through which all traffic to and from a computer network must pass. The purpose of a firewall can be to screen out malicious code such as computer viruses, or to impose one or more of the varieties of content filtering listed above. Firewalls often involve packet-level inspection of data, but can also be more sophisticated, for example, allowing an application to be accessed for certain purposes but not others. In countries where the Internet is controlled by the central government, a firewall can surround the entire nation, allowing the government to monitor traffic and even redirect requests for prohibited web pages so that they go instead to computers the government controls.
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§ 4.32.   IP Spoofing

Because packets pass through the system with source and destination addresses available for anyone to see, packets can also be forged or altered (“spoofed”) by malicious parties that handle them. For example, the source IP address in a packet need not be the actual IP address of the computer from which it originates. Normal Internet operations might fail if this practice were violated, but if a party’s objective is to disrupt operations, for example by flooding a server with bogus requests in a denial of service attack, the party can send packets with forged source addresses.
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§ 4.33.   Encryption

Though the packaging of an Internet packet cannot be encrypted—the routers need to be able to look at it to deliver the packets—it is easy, today, to encrypt the payload. Indeed, without encryption the commercial Internet could not have evolved, since commerce requires secure communication of banking and credit card information through an insecure network. Until certain mathematical advances occurred in the late 1970s, no form of encryption was suitable for Internet commerce. The key requirement is secure communication between parties (a Web commerce site and a new customer, for example) who have not met in advance to share a secret encryption key. The same “public key” technology infrastructure enables a variety of other security-enhancing measures, including digital signatures (a way of transmitting documents that guarantees that the document was not altered in transit and was sent by the party who seems to have sent it).
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§ 4.34.   Secure HTTP

The basic Web protocol HTTP has a secure variant called HTTPS. When two computers are communicating using a correctly configured HTTPS protocol, the payload of their packets cannot be deciphered by anyone who may intercept them.
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§ 4.35.   Encryption of Wireless

Encryption used to be too slow to be used routinely. The lack of encryption created significant opportunities for exposure of private information as it traveled through the Internet. As wireless communication has become widespread, the opportunities for stealing information have become quite alarming. In late 2010, an application called Firesheep made it easy for anyone sitting near a wireless hotspot to observe communications of others in the vicinity.
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§ 4.36.   Encrypted Communications

As a consequence of such security concerns, encryption is now deployed far more widely. For example, Google’s Gmail service is now encrypted by default (it used to be encrypted only on request). Good encryption software is available at no cost.1 Encrypted communication between computers does not, however, guarantee the security of the data stored on either computer. Modern encryption technology is reliable, but does not solve the social and management problems of determining who should have access to what information, of how to limit access to those with a need to know, and how to be sure that miscreants cannot use encryption to hide their improper activities from supervisors and auditors.


Footnotes

1  Versions of PGP are available free at http://www.pgpi.org/.
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§ 4.37.   Tracking

Though Internet jargon is full of terminology like “visiting” and “browsing,” the actual operation of the Internet involves transmitting packets that include source and destination addresses so that the recipient can send information back to the source. So a server inevitably knows the IP address of the computer that is “viewing” its webpage. Commercial sites can accumulate behavioral profiles of their users simply by logging and analyzing the pages the users request. Because IP addresses change, however, accurate tracking requires leaving information called “cookies” on the client computer so it will be recognized on subsequent visits. When multiple sites share the results of their behavioral tracking, the profiles they construct can be extraordinarily detailed and accurate.
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§ 4.38.   Anonymity

Anonymity on the Web, the capacity of an individual to view webpages without being identifiable, can be seen as essential to allow or essential to prohibit. If communications can be anonymous, it may be impossible to trace evidence of terrorist plots or other serious criminal activity, even if such information has been legally obtained through a wiretap order. On the other hand, agencies that provide information about sexual health issues (for example) or support to foreign political dissidents value anonymity, because they know that many people they would not use such resources if they thought they could be tracked.
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§ 4.39.   Onion Routing

Onion routing is a procedure for routing a message via a series of encrypted connections so that it cannot be traced back to its origin. The Tor Project1 provides anonymous message passing for anyone who wants to use it—businesses for researching competition, whistleblowers to inform authorities and media of abusive activities, law enforcement to gather intelligence without fear that agents will be compromised, etc.


Footnotes

1  http://www.torproject.org/. “Tor” stands for “the onion router.”
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§ 4.40.   Conclusion

As governments and large corporate stakeholders seek to control information flows, calls to redesign the Internet are becoming more frequent. But the fundamental engineering decisions were the result of a lengthy, iterative process. Attempts to “solve” one problem may create new ones—for example, making it easy for the government to wiretap the Internet would also make it easier for rogue operators to monitor private communications. The evolutionary process that produced the Internet cannot readily be replicated by any lawmaking exercise.
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EDUCATING SUPERIOR LEGAL PROFESSIONALS: SUCCESSFUL MODERN CURRICULA JOIN LAW AND TECHNOLOGY
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§ 5.01.   Introduction

We have stepped into the second decade of the twenty-first century and technology has led to exciting, yet disruptive, changes in the way the world functions—socially, politically and legally. The impacts of technology have been felt in all the legal profession, from legal education to government to the practice of law. Within courts, federal agencies and other executive bodies, the government has made technology an essential part of creating efficiency, promoting access to justice and easing monitoring, reporting, communicating and processing requirements. Law firms have quickly learned the competitive advantage of adding technically based services to their practices and meeting the expectations of their technology savvy clients.
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§ 5.02.   Technology Is Reshaping the Legal Field

Technology’s pervasiveness within government and the legal practice means that technically skilled law school graduates are prized in a shrinking legal job market that places both law schools and new graduates at risk. Currently, however, most law schools do not offer students a legal education infused with information technology concepts. Students who arrive at law school with a computer science background or from a technical field experience a depth to their legal education beyond that experienced by average law students. While this level of technical background cannot be easily obtained while in law school, law students need technology education and exposure blended into their law school experience. Once convinced of the importance of adding technology to the legal curriculum, the task at hand for legal educators is twofold: law schools need to decide what portions of technology theory and skills to include in their curriculum and how to include it.

Law schools struggle to bridge the gap between providing a traditional legal education and educating digital native1 law students who expect to learn in a technology-rich learning environment where they will be taught the technical skills necessary to become a successful modern legal professional. Digital natives now make up a large portion of the students enrolled in law schools2 and will become tomorrow’s digital lawyers. These students have lived lives enmeshed with technology—bombarded by consumer-based technology all day every day. They function with different, technically dependent, social and professional norms when contrasted with digital immigrants.3 While law professors have spent years focused on their area of expertise in a world of paper based texts, digital natives have spent those same years living and learning in a rapid fire, fragmented, consumer technology-driven environment that has altered the way they live, think and act. In her book Alone Together,4 Sherry Turkle uses a story of roommates and how they inform each other of a guest to illustrate these stark differences. Both young women think that knocking on bedroom doors is an intrusive, rude way of being informed they have company. They prefer to be informed via a text message that they have guests even though their rooms are a mere 15 feet from the front door, a lifestyle foreign to most digital immigrants.5 The digital immigrant legal scholars who bear the responsibility for educating current law students have a generationally different set of life and technology experiences from the students they must engage.

Legal educators have the challenge of educating law students who push the envelope of consumer technology adoption regarding how technology may professionally, safely and ethically contribute to the practice of law—as demonstrated by the sketch of a day-in-the-life of a modern lawyer in the section below. Generally incoming students have high level consumer technical skills and low level professional technical skills.6 Legal educators understand the technical transformation of the legal field. They move quickly to integrate technology throughout the curriculum so they may transform consumer tech-savvy students into professional tech-savvy lawyers. In the future, strong professional technical knowledge will be a salient characteristic of those who rise to the top in the legal profession. Exceptional lawyers will be lawyer-technologists who exploit technology to drive their capacity in the legal field beyond their peers. The average lawyer will understand technology and have professional technical sophistication. The sub-par lawyer will decide not to engage technology in any depth and will fail to understand the critical impact of technology within the practice of law—as demonstrated below through a glimpse into the life of a successful ‘technophisticated’ lawyer.7

The synergistic evolution of law and technology will transform the legal profession within the next three to five years. What does the legal professional need to know about how technology functions to be competent in the practice of law? How will we educate the next generation of lawyers entering a legal field deeply altered by technology when the educators themselves often lack the necessary professional technical knowledge? How will law schools continue to recruit students and place graduates in a profession where entry level jobs are being sent to other countries with better technical legal training? To educate future lawyers we must discover learn how legal innovators currently leverage technology and make the technical abilities of those innovators the baseline for law school curriculum reform.


Footnotes

1  Marc Prensky coined the terms digital natives and digital immigrants in his 2001 work “Digital Natives, Digital Immigrants,” On the Horizon, October 2001: 2. His article explains the concept that digital natives are those who have a natural or indigenous experience with computing technology due to interacting with it since birth. Id.

2  According to the Law School Admissions Council for the Fall of 2010, 78% of law students are digital natives (born in 1980 or later). (LSAC, Who is applying to law school?, May 22, 2011 http://www.lsac.org/JD/Think/who-is-applying.asp).

3  Digital immigrants are those who grew up in a pre-computer world. Definitions of this term has varied, but the general concept remains that “today’s students think and process information fundamentally differently from their predecessors.” Prensky 2001, Id.
Prensky goes on to state that “the single biggest problem facing education today is that our Digital Immigrant instructors, who speak an outdated language (that of the pre-digital age), are struggling to teach a population that speaks an entirely new language.”  Id (emphasis in the original).


4  Sherry Turkle, Alone Together: Why We Expect More from Technology and Less from Each Other (New York: Basic Books, 2011).

5  Id. at 2.

6  The Information Technology field draws a distinction between consumer technical knowledge and professional technical knowledge. Consumer technical knowledge consists of activities such as learning to play Wii or send a text message on a mobile phone. Learning how to use word processing software, a spreadsheet, digital shredding programs or case management software are examples of professional technical knowledge.
Digital immigrants are assumed to be weaker in consumer technical skills than digital natives. For example, those who grew up texting on mobile devices tend to text much faster and with more accuracy than those who did not grow up texting. While digital natives may be poised to understand professional technology (items like encrypting email, building websites and using office software and practice management tools) more quickly due to their exposure to technology, both digital immigrants and digital natives need to learn about professional technology and how it intersects with the practice of law. From this point forward all reference to technical skills will refer to deeper and more professional technology skills unless directly referenced as consumer technical skills.


7  The word technophisticated is a portmanteau word made by combining the words technology and sophisticated. Technophisticated people are tech savvy or technology innovators.
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§ 5.03.   Technology Is the Subject Matter of Legal Process

Much of the information about our businesses, our government, our identities and our lives are now stored electronically. Accessing that information on behalf of clients relies on technology. Lawyers must engage with technically sophisticated clients whose expectations have reshaped the meaning of competent legal practice. As clients find information on the Internet and correspond via social media, email, IM and various other forms of internet-based communication, they expect the same of their lawyers. The pervasiveness of technology in our culture has raised the bar for lawyer’s technological competence. Economics and competition drive the need for technology-based efficiency improvements within the legal profession. This client expectation and practitioner need for an entrepreneurial approach to the practice of law has redefined the technical knowledge necessary for legal professionals. Outstanding law schools will absorb those curriculum changes and leap past the innovations of legal practitioners to drive a revolution in legal education with technology as the catalyst.

For many businesses technology is what they produce, the service they offer or that on which they rely for business processes and processing. A strong advocate knows his client and how his client does business. Lawyers understand the necessity of educating themselves in a field in order to provide the requisite zeal in their advocacy and the knowledge to advise their client. Unlike the need to know a type of business specific to a single client, technology knowledge cuts across all businesses and all possible clients. Successful businesses now depend on technical systems to provide document storage, workflow, logistics, financial planning, lead generation, communication, and a host of other efficiency producing uses. Individuals use technology for communication, storage of personal information, personal finance and entertainment. Carefully following the thread of a dispute, contract, or other legal matter may take an attorney through several technical systems which she must understand well to provide competent representation. Clients are sometimes uninformed about technology, sometimes technologists misunderstand that which a lawyer requests, and clients and technologists lie—all things which will cloud the issues and offer unknown challenges to the non-technical lawyer.

Attorneys with strong technical knowledge will know how to ask the right questions and when to press for a different resolution regarding a technology issue. Whether the technologist working at the company of the opposing party explains that there are no pertinent files available or a client with a divorce case cannot understand that his hard drive may contain residual data even after a file has been placed in the trash, the strategic returns for the investment in focused specific technical training are high. When law schools integrate technology into the curriculum, future lawyers, and their clients, will reap significant rewards. 
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§ 5.04.   A Day In The Life of a Technically Sophisticated Lawyer

What technology does a sophisticated digital lawyer use? For a moment let us imagine how a near-future digital lawyer will function. This near-future digital lawyer uses digital document assembly to draft her most commonly created legal documents, whether contracts, wills or articles of incorporation. Her pro bono work consists of creating web-based A2J author forms8 for family court proceedings. Further examination of the future digital lawyer reveals that she actively and expertly uses basic office software (such as Microsoft Office and Adobe Acrobat), email, instant messages, social media, text messaging, mobile applications, blogs, wikis, project management software and internet-based practice management applications. Some of those skills she acquired in a basic technology literacy class in her undergraduate school and some through her diligent efforts to gain technology skills after law school at a local community college. Each time she uses those skills as an attorney, however, she must consider the ethical implications of her actions in an area where opinions and rules may conflict and leave uncertainty.

Paper has an occasional use for this digital attorney, but almost everything—her notes, her briefs and all of her court filings—is electronic. She has negotiated and manages three contracts with cloud-based legal application vendors which enable her to run an effective and profitable solo practice. Knowledge of the guaranteed up-time of her Virtual Law Office and the vendor’s back-up plans, as stated in their service level agreement (SLA), can mean the life or death of her law practice. If her services go down at the wrong time, she may endanger her reputation or, because of an adverse impact to her client, her standing as a member of the bar. She realizes the ethical implications of using the web to market her firm and storing her client’s data in the cloud. She has contracted only with cloud vendors who exclusively serve the legal community to help ensure that her data is encrypted and stored behind secure firewalls. This next-generation attorney knows that her digital communications via mobile cellular devices are not secure unless encrypted, so she only uses them to communicate scheduling information or to conduct basic legal research using mobile applications. She would never use public wireless access (WiFi) to view files remotely or to e-file court documents unless she knew her transmissions would be encrypted through SSL9 or sent via a VPN.10

This new digital lawyer educates her clients about the threats to privilege that the ill-advised use of social media may pose while ensuring that her exposure via these social media services remains professional. She drafts discovery requests designed to elicit the same information she warned her clients not to put on Facebook or save in a Word document. She knows about data, where it is stored, how it is stored, how to request its retrieval, how to process it once received and how to instruct her clients to comply with data discovery requests. Her business clients require her advice to ensure that they are indemnified by their cloud-based vendors in case of an identity theft incident or data loss. Her litigation cases have aspects that touches upon e-discovery. She does not share any documents with opposing counsel without stripping the meta-data from the drafts. When she disposes of her technical equipment she knows to digitally shred her documents and to take care with the disposal of her computer hardware. 

She pushes the envelope of standard legal practices and sells unbundled legal services11 to increase her revenue when business is slow. The unbundled services she provides require extraordinary project management efforts. She religiously practices project management techniques to ensure her organization and follow through for her clients when doing business. This future attorney distinguishes herself as more communicative, available and client-centric by using technology to make herself more competitive in the legal services marketplace. She has gained flexibility which allows her to do more—more for her clients, more professionally and more for her family and friends. This future lawyer has certain lifestyle expectations, more important to her than compensation expectations, that technology helps her meet. This new attorney will change the practice of law and raise the expectations clients have for legal practitioners while easing the lifestyle demands on practicing attorneys.


Footnotes

8  The A2J author project originated with the funding and support of CALI (Computer Assisted Legal Instruction) as a tool to deliver greater access to justice for pro se litigants through the creation of consumer friendly web interfaces (or avatars) created by legal professionals. Chicago-Kent College of Law—Center for Access to Justice & Technology accessed May 20, 2011 http://www.kentlaw.edu/cajt/A2JAuthor.html.

9  SSL stands for Secure Socket Layer. Most often observed through the HTTPS protocol on a web browser, an SSL connection means that the information passing over the web is encrypted.

10  A VPN is a Virtual Private Network. VPNs are frequently used to provide secure (encrypted) access to a private network from any geographic location using the internet.

11  According to Stephanie Kimbro in her April 1, 2011 publication Serving the DIY Client: A Guide to Unbundling Legal Services for the Private Practitioner on page 9 “unbundling legal services, also termed limited scope services or discrete task representation, is a form of delivering legal services where the lawyer breaks down the tasks associated with a legal matter and only provides representation to the client pertaining to a portion of their legal needs. The client accepts the responsibility for doing the footwork for the remainder of their legal matter until it is completed.”
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§ 5.05.   Technology Changes Legal Professionals

The above glimpse into the work life of a future lawyer is not years away. This future lawyer has skills required by a large portion of today’s graduating law students—skills largely not taught in law school. Recent law school graduates face a world enmeshed with technology and possess a legal education that only mentioned technology in passing. Lawyers who understand technology well will generate requests, motions, laws and rules that will be understood by the technologists who will interpret and execute them. Technology savvy attorneys will ask for enough information in their discovery requests without requesting that which may not be reasonably retrieved, know where to find the information requested and be capable of using appropriate technical vocabulary to make their request. These lawyers will receive the documents and information they intended from their requests and know when they have been lead astray. The details and complexities of technology often require a technically capable lawyer to generate appropriate legal documents—both legislatively and when practicing law. Lawyers who understand technology and have a modest technical vocabulary will make feasible technology related laws; the legislation they help create will be more likely to achieve the intended outcome. 

A difference exists between using technology and understanding technology well enough to leverage its use within the legal field, guide its governance and its application to legal affairs. The exceptional lawyer will have a deep understanding of technology, have the capacity to guide and assist in technology’s creation and use technology adroitly. Legal professionals and legal scholars cannot ignore the complex details of technical systems and still guide the governance of technology and the manner in which technology shapes the field of law. Unfortunately, those in leadership roles too often do not have technical knowledge or simply refuse to engage in the details and complexity that understanding technology requires. For example, “in an internet terror trial case, Judge Peter Openshow said, ‘The trouble is I don’t understand the language. I don’t really understand what a website is.’”12 This technical ignorance creates a troubling division within the legal field between those who understand technology and those who do not. This division places the likelihood of just and reasonable legal outcomes in question. 

The relevancy of digital milieu legal professionals depends on an acknowledgment of the cornerstone position of technology in our society and the insertion of technology learning imperatives within legal education. Through this insertion of technology into the framework of legal education a common ground for lawyers and technologist will arise. This common ground will enable the partnering of law and technology rather than the current incompatibility that causes frustration and confounded thinking for both the lawyer and the technologist.


Footnotes

12  Rasika Dayarathna, “Towards Bridging the Knowledge Gap Between Lawyers and Technologists” 7 Int. J. Technology Transfer and Commercialisation 37 (2008).
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§ 5.06.   Educating the Digital Lawyer

The partnering of law and technology necessary for professional success should begin within the law school curriculum. Clearly, lawyers do not require the same level of technical knowledge as a technology professional, though sharing information and resources with technologists and expanding engagement with technology has become necessary for most legal professionals. Offering law students an education that focuses on that level of technical knowledge has become critical to guaranteeing the success of graduating students and longevity of law schools. We must integrate technology throughout the law school curriculum so that the technology revolution in the field of law may become a guided evolution informed by the core legal knowledge within the legal academy. Legal scholars will need to be convinced that technology topics have risen to the level where they must be addressed through broad integration into the curriculum. This integration will encourage legal scholars to have their experienced voices heard during this legal digital revolution, a positive outcome for both legal education and legal practice.

Some law schools have begun the integration of technology within the law school curriculum by adding a few days of eDiscovery to Civil Procedure, offering courses in the law of technology such as Cyber Law or touching upon data and communications security during Legal Profession. An e-Discovery course that addresses all of the places an advocate should seek digital data would be immediately useful to a first year associate drafting discovery requests. While a good place to begin, this preparation will not fully address the technology education required to analyze cases, laws and rules infused with technology, to make informed choices about the use of technology in practice or to use complex technical systems that are more and more part of the daily practice of law. Rather than a superficial guest lecturer involving technology once in each term, students would better engage and learn the subject matter through an education that integrates technology into each lesson—where technology discussions enrich the material being delivered.

Opportunities to blend technology into a class occur weekly in core law school curriculum as more and more cases have disputes over unsettled law on technical matters at their center, rely on technology for rapid adjudication or require technical knowledge to understand and properly practice that area of law. In a Constitutional Law course, a Fourth Amendment discussion would benefit from current examples of search and seizure that involve privacy expectations in the cloud,13 on computers and in digital transmissions. Full analysis of those issues requires knowledge and familiarity with the way technology works without which the interpretive distinctions in the application of law cannot be accurately presented. An Evidence course should acknowledge that people who lead digital lives create digital evidence of their actions that are governed by the rules of evidence, recall the above future attorney advising her clients on the use of social media. How to present, preserve and manage digital evidence for both civil and criminal matters will be a large portion of any litigators’ experience and should be thoroughly addressed in any Evidence course. Legal educators teaching Contracts, Administrative Law, Mediation and Dispute Resolution cannot ignore the developments in their areas that rely on technology as a core tool to apply legal principles, to interact with the judiciary and the government, to parse through an accumulation of knowledge and to reshape legal processes and procedures.

While opportunities exist in most courses to integrate technology theory into classes, legal educators should also consider the need for more skills based technical literacy labs in the law school curriculum. Students need exposure to technology beyond that which they receive theoretically through lecture or hands-on via consumer devices. A law school environment is not tailored to learning technology. With the exception of most legal research components, hands-on lab-based courses remain outside of the standard law school experience. Such courses could be a single credit skills lab attached to other required core course such as Legal Profession. The ABA Commission on Ethics14 suggests adding the underlined portion in Rule 1.1[6] regarding what constitutes a competent attorney: “To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its practice, including the benefits and risks associated with technology, engage in continuing study and education and comply with all continuing legal education requirements to which the lawyer is subject.”15 The addition of such language to the Model Rules of Professional Responsibility makes a Legal Profession lab a good fit for the addition of hands-on technology skills education within the law school environment.

A Legal Profession lab could be taught in a computer lab to small groups of twenty to twenty-five students so they could directly engage in material such as how to encrypt an email and wireless communication, use a word processor without leaving meta-data behind, building a marketing website, securely manage and delete client data and other basic technical skills. A graduate of law school should not have to go back and take a community college course on technology in order to practice law or lack the education necessary to have a discussion with her peers about the ethical implication of technology on the practice of law. Law students learning about privilege and confidentiality will better understand the implications of technology on those concepts through information they learned about securing data and electronic communications against eavesdropping. Hands-on lessons concerning topics such as how to digitally shred files, encrypt files and recognize privacy concerns on Facebook will make students better, more employable lawyers upon graduation. Law firms need lawyers who can implement technology innovation within their firms and understand and facilitate the appropriate vendor and technology choices for law firms. A Legal Profession technology lab would produce a solid foundation for emerging lawyers while cultivating deeper discussions in other courses. Technology labs would offer similar enrichment for Contracts, Evidence, Legal Clinics and General Practice programs.

Teaching technology related skills will mean looking outside of legal education at cross disciplinary and technology pedagogy techniques. The occasional lab or technology assignment would benefit standard lecture-based law school courses and expose students to the technical aspects of the law in a supported environment. Evidence, Civil Procedure, Torts, Criminal Law, Contracts and Property all have new technology driven components that require technical knowledge and expertise. Rather than a passing reference to technology, exercises could be assigned to enhance the legal concepts conveyed and illuminate the impact of technology on the legal matters. Pedagogically this instruction could occur through labs, online or in the classroom with supplemental exercises for students to complete at home. A formal computer lab where students attempt to use technology skills in a controlled and properly configured environment would lend itself to lessons that require step-by-step instruction or lessons on complex topics. The knowledge transfer for students who have the opportunity to practice with a trained technology instructor/professor in attendance is better than for students who attempt to learn the technology outside of a classroom setting.

Lab environments also offset the cost of individual software to students by placing the burden of software purchases on the educational institution which often receives free or very low cost trial software that may be unavailable to students. One cost conscious alternative to an institution provided lab environment would be for institutions to mandate the purchase of a single model student laptop upon admission to law school. Such a mandate would create opportunities for hands-on technical exercises and learning in any course. The scheduling and costs of maintaining labs would be greatly simplified if any classroom could become a lab environment. Online instruction that relies on students’ personal non-mandatory laptops for lessons has the most merit when teaching students how to use cloud-based services or web-based interfaces that require no additional software installation. Classroom demonstrations of technology tools can be supplemented and enhanced by take-home exercises.

For all of the distinct pedagogies that may be brought to bear on the systemic integration of technology within the J.D. curriculum, each institution will develop an approach that echoes its capacity and aptitudes. In all cases the reputation of the institution and the students’ law school experience will be strengthened by addressing technology within the curriculum. A faculty champion and the assistance of a subject matter expert will be required for successful curriculum reform. Institutions with a faculty comprised of digital immigrants may struggle to find an internal champion for the revolutionary concept of infusing technology throughout the curriculum. An internal champion may fully embrace the requisite changes that accompany the radical infusion of technology into the J.D. curriculum while lacking the technical expertise to move such reform forward. When a subject matter expert cannot be found within an institution’s faculty, an institution may choose to create a new position16 or hire an outside consultant to assist with supplementing the curriculum and supporting internal faculty. The subject matter expert must be well versed in both technology and the law and able to collaborate well with legal scholars. The curriculum collaboration should focus on the inclusion of technology in a way that will enhance the strengths of the institution—recognizing that this will be unique for each institution. Some institutions may choose to create a faculty position to foster the growth of technology capacity. In the same way that Legal Writing may have both stand alone courses and play a strong role in each course taken, technology will grow to amplify the J.D. curriculum.

 Commentary from a 2000 bar journal article correctly predicted that law schools would adopt technology to teach law, but would follow along behind practitioners in the adoption of technology to practice law. 


“Of course, technology will eventually transform the way law is taught and learned, inasmuch as access to information, classroom demonstrations utilizing PowerPoint and other technologies, and familiarity with the use of computers for trial work and office practice will all change the daily routine of law school professors. But leadership comes from practicing attorneys and from students who demand that new technologies support their efforts, not from legal educators. Technology will be important, but legal education will not be the engine driving these changes; it will be the caboose.”17


When legal colleagues gather to discuss technology and the law, someone inevitably comments that technology cannot be allowed to overwhelm law or to direct the law. These colleagues are the same cautious types who, Richard Susskind notes in his book The End of Lawyers,18 spend little time addressing technology beyond simply discouraging lawyers from entering the information age.

Technology habitually moves forward with little regard to the processes (legal, business, etc.) already in place—moving forward at such a rapid rate that it creates new processes along the way and the old ways quickly become obsolete. The two professions—technology and law—are fundamentally opposite in their rate of evolution. The legal profession is built on common law and precedent, intended to create a stable predictable outcome that evolves slowly and weathers societal volatility. Technology, and more specifically information technology, changes rapidly. Adapting technology to the legal profession and legal education, which predates computers by thousands of years, requires a stable foundation of shared concepts and vocabulary as well as the adoption of technical literacy as a component of legal education.

 Should ignorance be a defense with regards to the legal profession’s use of technology? Ignorantia juris non excusat is a legal principle which holds that a person who is unaware of the law cannot use that fact to escape liability due to a lack of knowledge of the law. The rule of law would fail if ignorance of the law allowed the governed to avoid responsibility. What responsibility should attorneys have to learn technology basics and stay current with technology? What responsibility does the legal academy have to educate law students regarding technology? How should the legal academy proceed to provide technical education? Throughout the legal education process, law students should be given enough technical literacy and technology skills to maintain client data with reasonable security so they do not violate their clients’ privacy and trust. Law students and all legal professionals need to learn the basics so they can embrace and leverage eGovernment, digital drafting and other innovations in the profession. Technology will continue to advance, it is up to attorneys and those whose business or profession is tied to the legal system to be engaged and actively educate themselves about technology.

The time has come for legal education to adopt technology as a necessary and vital part of the practice of law through the integration of technology theory in the core curriculum, the addition of hands-on technology skills labs and the creation of a transitional environment to support digital immigrant faculty who should be teaching technology theory within the classroom.


Footnotes

13  “Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.” Peter Mell and Tim Grance, “The NIST Definition of Cloud Computing,” Version 15, 10-7-09, National Institute of Standards and Technology, Information Technology Laboratory. http://www.nist.gov/itl/cloud/upload/cloud-def-v15.pdf (last accessed September 5, 2011).

14  ABA Commission on Ethics 20/20, Initial Draft Proposals—Technology and Confidentiality dated May 2, 2011.

15  Id emphasis added.

16  One such proposed position would be a Director of Legal and Academic Technology. The Director of Legal and Academic Technology would be responsible for understanding technology trends within the legal profession, legal education and academia, including opportunities for distance learning and the integration of technology into the J.D. curriculum and legal scholarship. The position would responsible for promoting and teaching new technology to faculty members and helping faculty use technology to enhance their research and scholarship. Further, the Director of Academic Technology would be responsible for planning and managing technology literacy programs for faculty and students and teaching technology labs.

17  VW. Frank Newton & James Eissenger, “Into the New Millennium: Something Old, Something Borrowed, Something New: Law Schools of the Future” 63 Tex. Bar J. 32,34 (2000).

18  Richard Susskind, The End of Lawyers, Oxford University Press (2008) p. xxxi.
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§ 6.01.   Introduction

A small but growing number of classes exist at American law schools that address the questions of what technology can do for law. Courses dealing with the technology of law are vastly outnumbered by their counterparts that address the law of technology. While courses dealing with Internet jurisdiction issues, privacy in the digital age, cybercrime, and related topics are hot tickets in law schools, courses on the technologies lawyers use seem to be a rather tougher sell to curriculum committees. At the Training the Digital Lawyer conference held in October, 2010 at Harvard Law School, some of the professorial pioneers in the field described the reactions of their colleagues to their technology courses; their courses are treated as “curiosities,” met with resistance, or even rejected. Others note that their colleagues assume today’s students simply learn technology by osmosis, or that by the time students graduate and are in practice, they can “just hire a technology consultant.”

Nevertheless, to some there is a sense that the way lawyers look at technology—and by extension the way law schools teach technology—is ripe for a revolution. A frequent point of comparison is to the time when lawyers first started using computers or email. Back then, computers were seen as beneath the busy lawyers who up until then had others to do their typing. Yet sometime late in the 20th century, these devices started cropping up on lawyers’ desks until now they are almost universal. Email was the subject of controversy and ethics opinions as bar associations debated the appropriateness of using the new technology for client communications. It is now the main way such communications take place.

Yet the revolution is not guaranteed. Amid such talk at the Harvard conference, Chicago Kent professor Ron Staudt—who is enthusiastic about his desire to harness the energies of law students and the power of technology to radically improve access to justice in the United States—noted that the field has been on the verge of a revolution for over thirty years. There have been false starts as well. Many commentators believe over-enthusiastic claims about artificial intelligence in the 1980s may have sparked a backlash. Today, however, many of the most promising technologies are much more pragmatic, reflecting a sort of 80/20 rule; don’t overcomplicate the eighty percent of tasks a computer program can do well in a vain attempt to handle the twenty percent that is best left to a human. Some innovations, such as delivering legal services online, also got caught up in the dot-com boom of the late 1990s. Skeptics will never have trouble finding failed business models to point at to illustrate the drawbacks of technology-enabled lawyering.

However, it is reasonable to assume that computers will continue to change the legal business and that law students need to know at least what the general outline of the trends will be. A steady stream of technology-related ethics opinions continues to issue from state bar associations, dealing, for example, with lawyer use of cloud computing services or bona-fide office requirements (a possible impediment to the e-lawyering business model). The American Bar Association’s Ethics 20/20 project aimed at revising the Model Rules of Professional Conduct, is explicitly looking at how technological changes are changing the practice of law and how the Model Rules need to change to keep up. Elsewhere, the ABA’s E-Lawyering task force is working on proposed minimum standards and best practices for e-lawyering. Electronic discovery is still growing in importance and continues to pose pitfalls for litigators. Legal technology consultant and author Richard Susskind has made a career proclaiming the coming technological revolution in legal services, and his newest book The End of Lawyers?: Rethinking the Nature of Legal Services, has gained more traction and is selling more copies than any of his previous efforts.

“The legal profession has often been accused of being overly resistant to change. Advances brought on by technology in other fields typically are adopted much later in the legal setting. Yet despite this reputed tendency, technology is changing the practice of law even if these changes are coming later than the changes to, for example, accounting. It is against this background that law schools should reconsider the importance of teaching technology. Although the specimens are, sadly, much fewer and far between than they should be, there are some prototypes in the field.

In 1982, the Computer-Assisted Practice Systems project, known as the CAPS project, started at Brigham Young University’s J. Reuben Clark Law School and eventually developed into today’s market-dominant HotDocs document assembly software. By the mid-1980s the software was at the center of a project combining legal document assembly and legal aid at Harvard’s Legal Aid Bureau. A class on the system taught by one of its developers, Professor Larry Farmer at Brigham Young’s law school, started soon after. It is now the longest continually offered course on using technology to do substantive legal work.

Lawyers use technology in many ways, from managing their offices to communications and billing. However, most of the technology that lawyers use is not distinctly legal. Lawyers use PowerPoint, time management software, or email, but there is little specifically “legal” about the way they use these technologies. On the other hand, computer systems can be built that embody legal knowledge. Marc Lauritsen, a leader in the field and co-founder of the SubTech conference series, contrasts the substantive use of technology in law to technology law as being “the technology of law” instead of “the law of technology.” When talking about substantive legal technology, in his words, we are talking about technological “tools and systems that somehow embody the ‘substance’ of what lawyers, judges, and law teachers do.”

Document automation or document assembly is perhaps the quintessential substantive legal use of technology. Document assembly programs such as HotDocs can “embody” legal knowledge when they are programmed with the templates and information necessary to produce certain documents. A model document template can be stored in a document assembly system along with a series of prompts designed to elicit case-specific information from the user. This can include the parties’ names, or questions about the specific terms of a deal, or other information that changes from case to case. Based on the answers given to a series of questions, the program can assemble a finished first draft of a document that can then be reviewed by a human. Working on similar principles, a program can be set up to deliver advice as well as legally effective documents. Law firms can use document assembly systems as internal productivity aids. Some now even client-facing options for documents or advice on a subscription model.

One great success area for legal use of technology is the legal aid use of A2J (Access to Justice) software combined with HotDocs document assembly software. Funded through targeted grants from the U.S. Legal Services Corporation, the HotDocs/A2J combination is the preferred method of bringing legal services to populations in need. A2J uses an extremely user-friendly interface, featuring a cartoon-like simulated lawyer “avatar,” gathering information from unrepresented litigants and then sending it to HotDocs. The server-hosted HotDocs program then takes the facts of the user’s case and assembles needed documents. The program has been called an “extraordinary success.” As of the end of 2008, more than a quarter of a million court documents had been prepared using the HotDocs/A2J combination.1


Footnotes

1  Ron Ron Staudt, “All the Wild Possibilities: Technology that Attacks Barriers to Access to Justice,” 42 Loyola of Los Angeles Law Review 1117 at 1133 (2009).
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§ 6.02.   Specific Courses on Technology of Law

The successful HotDocs/A2J program is closely linked to classes taught at the Chicago Kent College of Law. Since 1978, the school has been working on one or another project involving computer systems building. Between 1978 and 1981, students of professors Jim Sprowl and Ron Staudt built the ABF Processor, an early document assembly system. Clinical students gathered information by phone which was then sent to the processor running on a computer at Northwestern University. Some 500 wills were prepared for legal aid clients in 1980 and 1981 using the ABF System.

Chicago-Kent remains a leader in teaching systems-based legal education, largely because of the efforts of Sprowl and Staudt. For several years beginning in 1983, Chicago Kent offered the “Flex Practice” course that included computer basics for law students as well as using the eponymous document assembly system in a course section taught by Adjunct Professor Tom Krebs. Throughout the years, Chicago Kent has consistently had some course in the use of technology to do substantive work. This led to the HotDocs/A2J program, which was started as an interdisciplinary project of the University’s Center for Access to Justice through Technology involving designers, lawyers, and students in each discipline.

The A2J project continues to this day as an extra-curricular program of the Center. Student “editors” develop updates to the software and advice in troubleshooting and best practices to end-users across the country and in Canada. The server supporting the Legal Services Corporation-funded interview modules is also run from the Center. Staudt is preparing a new course, the “Justice and Technology Practicum,” in which students could earn four credit hours for a mix of reading and clinical tasks, including building A2J interviews and other systems designed to help deliver legal services to populations in need. The effort dovetails with longstanding efforts to “leverage law students and technology to meet the needs of low income people.”2

It should be noted also that in addition to being a leader in the field of teaching students about using computers to do substantive legal work, Chicago Kent has also been an innovator in using technology to teach about the law. Staudt was an early innovator in using e-books in the classroom. The respected Center for Computer Assisted Legal Instruction (CALI) is also based at Chicago Kent. This proved helpful in developing A2J, whose technical implementation was handled by CALI programmers.

New York Law School, the oldest independent law school in the United States, is another law school that maintains a strong suite of technology-related course offerings. Many, such as “Cybercrime,” “Cyberterror,” and “Digital Law Enforcement,” or other courses associated with the Institute for Information Law and Policy, deal with substantive law of technology issues. However, the school also offers a Certificate of Mastery in Law Practice Technology through a program headed by Professor David R. Johnson.

The Certificate of Mastery Award allows students a great amount of leeway in designing their own path. In addition to a small number of required courses, students pursuing the certificate enjoy a great amount of independence in designing a final project to demonstrate mastery of legal practice technology. Johnson described the approach as encouraging students to “explore in an open landscape.”3 Topics for which the certificate of honor can be earned include DRM (code as law), Legal Expert Systems, eDiscovery, Online Dispute Systems, and eGovernment.4

Many of the projects featured in New York Law School’s “Do Tank” founded by Professor Beth S. Noveck have also involved students in designing projects around the digitization of law, especially as it pertains to e-government and “democracy design.”5 The school refers to the Do Tank as a “first-of-its kind legal R&D lab where lawyers innovate, harnessing the new tools of information and communications to the goals of social justice.” Do Tank projects work to “improve law teaching and practice, encourage participatory governance and enable collaboration within organizations and communities.”6

Another clinic-based program that is heavy on technology is found in Columbia Law School’s Lawyering in the Digital Age clinic. At the clinic, students have engaged in many activities, usually involving building some system to assist in the delivery of legal services. Recent examples include the New York Collateral Consequences Calculator. The CCC helps “legal practitioners to quickly and easily compare the collateral consequences of criminal charges associated with sections of the New York State Penal Law.”7 The CCC is an expert-system computer program that helps lawyers and judges calculate possibly unexpected effects of criminal convictions. Even minor convictions can have serious implications such as immigration consequences for non-citizens or government housing eligibility for criminal defendants. Clinic students have also developed expert systems for landlord tenant law and written A2J interviews for use in New York City. Students designing such projects learn not just the one system they are building, but also transferable skills. For example, the CCC is built using Notation3, an open source RDF (Resource Description Framework) language that is used for describing relationships.

Prof. Brian Donnelly, who along with Professors Johnson and Mary Marsh Zulack comprise the faculty of the clinic, describes the activities of the clinic as centering around information and three functions lawyers can do with information using computers; gathering, managing, and presenting information. Students “employ technology as they draft pleadings, plan case strategy, and advocate in a variety of settings.”8

The University of the Pacific McGeorge School of Law takes another approach with its course in computer assisted litigation. In the course, students learn “complex computerized document and case management systems” and also about courtroom technology. The aim is to “expose the student to software programs that will assist them in pretrial litigation (case analysis, case management, e-discovery, on-line dispute resolution) and will enhance the students’ advocacy and presentation skills.”9 The course uses a variety of commercially available case management software products that students engaged in complex, large-scale litigation are likely to use in practice, such as Casemap, Summation, and Total Litigator. The current offering of the course involves simulated litigation with a railroad company defendant. Students are taught by a pair of instructors, including Professor Fred Galves and Tim Pignatelli, CEO of Legal Technology Consulting, based in Phoenix, Arizona.

A new entrant into the field of courses about lawyers using technology is the “Digital Lawyering” course taught at Vermont Law School by Professor Oliver Goodenough, with the assistance of Brock Rutter and Jeanne Eicks. First offered in the spring of 2010, the course engaged traditional lecture and discussion methods to introduce students to a series of law and technology issues, including e-discovery, document automation, expert systems, legal XML, and tagging. In addition to the class lectures, the students built beginner-level A2J interviews and HotDocs templates. Another project involved the students in handling e-discovery and document retention and destruction issues, standing in the shoes of legal counsel or IT chief for the law school. The class also incorporated ethical issues and issues of how technology is changing the practice of law, especially for the small firm or solo lawyer.

The field of law school efforts to teach about uses of technology by lawyers undoubtedly includes other examples. However, these are the few we are aware of. It is a sign of the nascent nature of the field that it is not easy to categorize these classes. The Columbia and Chicago Kent classes share the theme of using technology to foster access to justice. Together along with the Brigham-Young class they are also heavy on document assembly and/or expert systems design. The Vermont Law School course incorporates introductions to legal expert systems and document automation, but not to anywhere near the depth of a course where the students build systems that will actually be used in practice. It seems fair to say that the McGeorge class has a significantly different focus in preparing students for complex-case management.

We have deferred to the description of the field put forth by Marc Lauritsen borrowed from the SubTech conference series—that of doing legal work by means of computers, or building systems that “embody” the knowledge and skills of a lawyer. This leaves out a growing number of classes that are now incorporating technology, such as scheduling, billing, or case management systems into law practice management classes.


Footnotes

2  See Ron Stauft Leveraging Law Students and Technology to Meet the Needs of Low Income People White Paper. http://www.kentlaw.edu/cajt/WhitePaperLeveragingLawStudents&Technology.pdf

3  DRJ comment at Oct. 14 conference transcribed by Brock Rutter

4  See requirements online: http://old.nyls.edu/pages/3855.asp

5  The Do Tank was founded by Professor Beth S. Noveck, who is currently on leave from NYLS to lead President Barrack Obama’s Open Government Initiative. The Do-Tank

6  NYLS faculty profile of Prof. Beth S. Noveck: http://www.nyls.edu/faculty/faculty_profiles/beth_simone_noveck/

7  Description from Columbia University: http://ccnmtl.columbia.edu/portfolio/law/collateral_consequen.html

8  Columbia course description: http://www.law.columbia.edu/focusareas/clinics/digital#4188

9  Course description from McGeorge: http://www.fredgalves.com/content/view/56/32/
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§ 6.03.   Other Law and Technology Education

E-Discovery has had slightly better progress than other technology-related classes. However, the prevalence of e-discovery classes is still nowhere near on par with the importance of e-discovery in litigation. There are currently a small, but growing number of courses devoted to e-discovery. Perhaps the most well-known is that at Georgetown University, which offers classes to students as well as Continuing Legal Education sessions at the annual E-Discovery Institute. Although it is hard or impossible to tell exactly how many courses exist, extensive but perhaps not exhaustive internet searching seems to indicate about a dozen law schools in the United States currently offer classes on e-discovery. Another notable program is that of the University of Florida Levin College of Law, which is taught by a mix of academics and practitioners and makes frequent use of visiting lecturers and technology.

We have also left out at least a few non-law school courses. Prof. Ethan Katsh, a well-respected theorist on the effect of technology on the law, teaches and researches at the University of Massachusetts in Amherst Legal Studies Department. Likewise, also at UMass, Prof. Edwina Rissland teaches and researches on computers and the law focusing on case-based reasoning. At Northeastern University, Prof. Carole Hafner is engaged in related research about artificial intelligence and law. There are surely other non-law school courses touching on the use of lawyer use of technology. Finally, for practicing lawyers, there are classes in e-lawyering issues taught online by Stephanie Kimbro and Richard Granat, recognized experts in the field through the online Solo Practice University.
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§ 7.01.   A Brief History of Legal Education




[1]   Traditional Legal Analysis—“Thinking Like a Lawyer”



For the last 100 to 150 years, law schools have been teaching law students how to “think like a lawyer” by: (1) using the case method to analyze legal issues; (2) demonstrating how to reason from precedent and by analogy; and (3) exploring legal doctrines and legal argumentation through a sophisticated in-class utilization of the Socratic Method. Many law students learned the law, or at least they learned how to learn the law, and they went on to pass bar examinations and eventually practice law. Although the goal of teaching legal analysis is still an important part of what we are trying to accomplish in legal education, there have been substantial waves of concern and reaction over the years that have caused legal education to adapt significantly to various developments both in society at large and in legal practice. By making periodic adjustments in legal education, law students continue to obtain many of the necessary skills to practice law in a rapidly changing world.






[2]   Legal Research and Legal Writing



For many years, the ability to engage in legal analysis was all that was believed to be necessary to prepare a law student to become a practicing lawyer, as, traditionally, much of the practical training and development of legal skills was learned on the job. One of the first and most noteworthy disconnects between actual law practice and legal education occurred just a few decades ago. It was the realization of the need for law students to be able—on the first day of their first job—to research the brisk growth and development of the law competently, as well as write legal memoranda and legal briefs effectively. But almost stubbornly, legal educators did not immediately respond to that need. Instead, the academy rationalized that employers should be the ones to teach those more “rudimentary” practice skills as part of a new lawyer’s professional development.

Yet employers’ complaints continued, so law schools began to realize that in order to prepare students to practice law adequately, legal research and legal writing would need to become a meaningful part of the law school curriculum. Today, virtually every law school has a very well-developed research and writing course during the first year, and often in the second year, so that law students can “hit the ground running” after graduation when it comes to drafting legal documents, both concisely and persuasively, as well as researching the law thoroughly and efficiently. Instead of leaving the teaching and development of these very important lawyering skills almost entirely to employers, law schools eventually assumed their pedagogical responsibility in developing their students’ writing and researching skills. Law school curriculums now reflect a crucial practice element that emanated from the legal profession.






[3]   Clinical Programs and Experiential Learning



Another area where legal education was failing to address the evolving needs of the legal profession was the recognition that although law students were being provided a strong academic grounding during law school, most law students were still graduating with a grave deficiency in actually dealing with clients, and knowing how to address real-world legal problems in a practical setting. As a result of feedback from the legal community, more clinical programs began to be integrated into law school curriculums and now they are a staple of the second and third year course offerings at law schools across the country. Just like medical schools’ residency programs give future doctors the opportunity to apply their knowledge in the role of a real caregiver-patient relationship, while still under supervision and receiving useful feedback, law school clinical programs similarly provide law students the opportunity to apply their knowledge in the role of a real advocate-client relationship, while still under supervision and receiving helpful feedback. Such out-of-the-classroom learning is extremely important for law students to develop practical legal skills, as well as build confidence in their evolving professional identities as future lawyers. As a result, externship, internship, and various field placement programs now formulate a vital part of the law school curriculum at most law schools.

Again, this critical step forward in the law school curriculum was yet another direct response to the hiring trends of, and feedback from, law firms. Given the client demands of the legal profession for more complex legal services at competitive rates, and the time it takes to become a skilled enough lawyer to answer that call, law schools could not depend entirely on employers to provide this kind of extensive and expensive early career training and meaningful legal experiences. Clients also began to refuse to pay for this kind of attorney mentoring time for new lawyer hires, and over the last couple of decades, that market reality has become an even more acute concern. Of course, all lawyers, especially new ones, are constantly gaining experience and learning how to practice law more effectively, and will continue to do so, or so they should, throughout their careers. However, the important realization by law schools was that law students should at least begin that essential professional developmental journey while in law school; it should not be delayed until the first day of their job as a new attorney. Just like future patients will want their surgeons, on the day of their surgery, to actually know more than just “how to think like a surgeon,” the same is true with future clients who will want their attorneys, on the day their case is presented, to actually know more than just “how to think like a lawyer.”






[4]   The MacCrate Report and the Carnegie Report



The “MacCrate Report” of over 20 years ago, and the recent “Carnegie Report” just a few years ago, explain the disquieting call for law schools to do even more of this kind of practical legal training so that there is not such a wide gulf between what law students are learning in law school, and what law graduates need to know to competently practice in a modern legal construct of growing complexity, with exceedingly high client expectations, and elevated professional demands. Some of the key observations and findings from both of those reports are:


(1)  Among the ten areas identified by the MacCrate Report as gaps between what law schools teach and what graduates need to know, were skills such as factual investigation, communication, counseling, negotiation, litigation, and alternative dispute resolution procedures, organization and management of legal work, and recognizing and resolving ethical dilemmas.

(2)  The Carnegie Report found that three lawyering “apprenticeships” are necessary for a strong legal education. The first is instruction in legal doctrine and analysis; the second, in practical and lawyering skills; and the third, in professional identity and purpose. The report concluded that law schools were doing well only in the first apprenticeship, but failing in the second two. As a result, students spend their time reading about cases instead of gaining experience working with clients and gaining many of the practical legal skills demanded by the legal profession. The report exposed the insufficient “bridge” between the traditional learning of legal doctrine and the dynamic realities of practice.







[5]   Globalization and Technology



With this history in mind, law schools are now facing similar additional challenges to ensure that what our law students are learning in law school is what lawyers will need to know in order to practice law both now and into the future. Two key areas in which law schools are adapting to current fast-developing changes in society are globalization and technology.

Although these two areas are obviously different, they are also actually very much interrelated and interdependent. The globalization we see in the practice of law has been, and continues to be, largely facilitated by the internet, e-commerce, international shipping, and other technologies in society at large, which, along with the international cooperation between companies, and between governments, is currently allowing globalization to take place on an unprecedented economic scale that is certain to continue to grow in both size and complexity. Many law schools not only have developed or enhanced their existing international law programs in response, but more recently, they have begun to appreciate the value and benefit of globalizing the entire law school curriculum so that in virtually every class, students get to encounter international legal considerations. That is, instead of just one class or subject area called “International Law,” there are international law components incorporated into virtually every legal course in the curriculum to the extent economic or societal activities include more and more trans-border aspects that affect virtually every sub-area of the law. For example, at the University of the Pacific, McGeorge School of Law, where I teach, most faculty have made such international law coverage adjustments in their classes, and many have written companion short casebooks in the Thomson West “Global Issues” series in order to supplement substantive courses with relevant intentional law coverage.

Given the foregoing concerns, the focus of this chapter is on the growth of technology in the practice of law as a necessary next step in the evolution of law school curricula, and in particular, the growth of technology in all aspects of litigation, e-discovery, and the use of technology in modern courtrooms. It is crucial for law students, especially those wanting to seek careers in any aspect of litigation, to learn these essential skills in order to practice law more effectively and competently. One of the most important set of litigation skills for a modern attorney is finding, retaining, retrieving, reviewing, and producing electronically stored information (“ESI”). Such is the foundation for adequately handling e-discovery matters and disputes, and being able to navigate the admissibility and effectual presentation of ESI and other computer-generated and enhanced exhibits in various advocacy settings.

Although the technological prowess of modern law students may be legion compared to most of their professors and even many lawyers, it is important that we do not get lulled into a false sense of security by simply telling ourselves something such as, “Law students today are so much more tech-savvy than we ever were! They can easily learn the latest litigation technology once they actually start practicing law and therefore we do not need to teach it to them in law school, especially if we do not even know it ourselves.” Although law students may be very adept with technology in general—as they grew up playing computer games, using cell phones, routinely downloading movies and music, uploading content on Facebook, Twitter, and YouTube, and rapidly texting and e-mailing—that does not mean that they do not require any guidance to master litigation, modern e-discovery, or the use of display technology in an automated courtroom. Law students of today obviously have general technological know-how and digital familiarity and therefore they often possess great potential to learn litigation technology. But referring to their basic exposure to general computer technology is just not enough of an adequate response by law schools to the current demand by the legal profession for litigation tech-savvy law school graduates.

Accordingly, just like the legal academy was once met with the challenges of upgrading its core curricula, first with legal research and writing courses, and then with experiential learning programs, and the growth of international law, so is it now faced with the demands of improving its program to include courses on modern litigation technology. We have arrived at another important crossroads with respect to whether we are adequately preparing students to practice law with the critical litigation skills that most of them will need in some form in the future. Thus, law schools, once again, must rise to the occasion and adapt and expand their curricula in order to provide law students with the latest technological skills in order to become competent in modern litigation. By starting now to integrate these courses aggressively into the mainstream of the law school curricula, no major gap will develop between what law students are learning and what they need to know upon graduation.

Legal educators need not fear a takeover by legal technology. It is not that computers will someday replace lawyers; it is just that lawyers who use computers, will replace lawyers who do not. That replacement process is already happening. We therefore should not fear computer technology; we should instead embrace it, and start teaching our students how they will need to use it, both competently and strategically, in their future litigation practice.
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§ 7.02.   The Demands of Modern Litigation: Are We Currently Teaching Law Students What They Need to Know about Litigation Technology?




[1]   Pretrial Litigation







[a]   The Explosion of ESI





Most documentary evidence and information today exists in electronic format on some type of digital device. The amount of paper documents is still growing, of course, but the growth of electronically stored information (ESI) is astounding. For example, a major corporation often has over 10,000 tapes of information where just one tape can contain a trillion bytes of information or more (the equivalent of a stack of paper 200 miles high). Information is not just in documentary form that would dwarf brick-and-mortar libraries, but also can exist as: voice mail messages, security videos, GPS systems logging travel routes, computers with records of search engine requests, records of visits to various websites, and, of course, e-mail messages and cell phone text messages, and their related “metadata” storing such information as which computers/phones sent and/or received the messages, the replies with additional embedded messages and/or attachments, forwarded copies of such messages, reply exchanges, and a history of edits or other manipulations. Information is created more quickly than it can even be requested as it is often continuously updated, such as business information containing data on worldwide sales, payroll information, upstream manufacturer and supplier transactions and invoices, economic forecasts, etc., making it virtually impossible for a lawyer or junior associate reviewer to gather, retain, control, review, and then produce all of that information in a traditional litigation discovery context where there used to be perhaps just a box or a few boxes of relevant documents. The standard desktop computer is only one source of such data which can now also include personal laptops, PDAs, iPods, iPads, external hard drives, cell phones, telephone calls made through the internet, instant messaging, personal thumb drives, etc., all of which might contain relevant, redundant, and hard to access information that may be involved in litigation.

In 2002, it was estimated that print, film, magnetic and optical storage media produced five exabytes of new information,1 where five exabyte’s of information is equivalent in size to the information contained in 37,000 new libraries the size of the Library of Congress’ book collections, if the 17 million books in the Library of Congress were digitized with full formatting. Another way to put it is that for the 6.3 billion people in the world, each year, 800 megabytes of information is created, or the equivalent of a 30-foot stack of paper per person, per year, and that rate is growing each year.

Lawyers can no longer just ask to see a company’s files in order to review potentially relevant documents in a dispute, but law school professors often still teach litigation as though that is the extent of the volume of discovery. Even when discovery exploded in the 1970’s and 80’s with vast amounts of paper documents, we still were talking about “boxes of documents” in conference rooms or warehouses that were potentially relevant, instead of the tremendous amount of ESI common in modern litigation, which may be stored in new ways.2

In short, many lawyers are simply at a loss to know what ESI to ask for; many also do not know how to respond to or produce whatever ESI is being asked for; and finally, many do not know what to do with the vast amounts of ESI they may have unwittingly requested once they receive it. And through it all, many current lawyers lament to themselves, “They never really taught us any of this ESI, e-discovery, stuff in law school; all we ever learned about were the basic discovery rules and potential problems in having to review many boxes of documents.”







[b]   Document Retention/Storage/Destruction/Production





Given the vast amount of information out there, and thus, the vast amount of potential digital evidence in virtually every case, a modern litigation attorney needs to know several aspects about technology in order to competently practice law. At the most basic level, an attorney needs to know how electronic information is stored and retrieved. Do individuals create data using local applications or are enterprise applications used that may automatically capture computer-created data? Is the information stored in computer hard drives online through the internet, or on a special server located somewhere else? Is the lawyer knowledgeable about each of her clients’ records management policies? Does the lawyer know where to look for backup information if the requested data is claimed to be no longer available—such as local backups made by individuals, or enterprise backups made either by formal IT departments, or paid internet backup providers or disaster recovery data specialists? Do lawyers understand that they might need to hire a computer forensics expert in order to obtain critical evidence they may have been deleted, on purpose or otherwise, just the way they would need to hire a DNA, ballistics, or accounting expert in order to competently and professionally obtain and/or analyze critical evidence and information?

Lawyers also need to understand that they cannot simply ask their clients about their clients’ digital records retention policies, but instead may have to assist their clients to formulate an adequate retention policy that is consistent and would be free from charges of intentional or negligent spoliation of evidence. Lawyers need to understand a litigant’s duty to preserve information that might be the subject of litigation over and above any document retention or routine records destruction policies. Attorneys need to know and inform their clients of the applicable “trigger date” when the “duty to preserve” ESI attaches, and when to issue “litigation holds” directing their clients’ IT departments of their clients’ legal duties during litigation. Attorneys need to not only issue litigation holds, but also actively monitor their clients’ compliance with those litigation holds. They need to know when to make a request for an order that their opponents preserve data and make such preservation orders applicable to all parties or witnesses in the possible possession, custody, or control of ESI, which potentially can be many individuals when data is now so easily transferable.

Lawyers also need to know what is required and expected of them in the “meet and confer” conferences under federal or many state rules where they are expected to specifically discuss and make critical decisions about e-discovery, the capabilities and compatibilities of the litigants’ respective ESI, the ability to obtain and review that ESI in a common file format, as well as other forms of production issues, such as what search methods will be used, to what extent will metadata be relevant and included, and will there be on-site inspections or simply production of copies of all relevant ESI. Cost information must also be decided: such as who will pay for the search and production; will the parties be required to pay for and produce expensive, not reasonably accessible, but potentially relevant, information; and when should a lawyer request cost-sharing or cost-shifting regarding all or part of the discoverable ESI? Further, what constitutes spoliation of evidence, what kind of sanctions are appropriate, what sort of privilege issues are associated with ESI, such as the risk of waiver and the high costs of pre-production review? And finally, what are the traditional as well as the new ethical issues arising in e-discovery, and how should lawyers conduct themselves in terms of civility and other professional responsibility aspects as they arise in the context of e-discovery?

These are just a sampling of very important questions and issues that an attorney needs to be able to address in modern litigation. Accordingly, we should not leave such a critical aspect of modern litigation practice for students to learn on their own, or hope they will learn from their employers or from continuing legal education programs. Just as we now teach law students how to conduct legal research by using computer programs such as LexisNexis and Westlaw—that go far beyond the traditional methods of using various book digests to conduct legal research—so too should we teach law students the types of litigation technology and software programs that they will need to know in order to be effective attorneys in a digital age.







[c]   Case Analysis & Case Management Software: “CaseMap,” “Summation,” and “Catalyst Solutions” (“Cloud Computing”





A critical component of knowing what ESI to ask for in discovery, how to produce discoverable ESI, and how to review and use ESI once it is produced, is to know how to use litigation software programs to efficiently and thoroughly accomplish those tasks. There are many litigation technology software programs available to attorneys today, and although it may not make sense or be practical to learn every such program, law students should at least be exposed to some of them and learn how to use them so that such programs are not completely new to law students once they begin to practice law.

For example, LexisNexis has a program called “CaseMap” that allows attorneys to input all witnesses, facts, events, applicable law, key evidence, chronologies, etc., about the case, and use the program to categorize the issues and associate documents and key evidence with each element, and then formulate legal or factual queries that assist the attorney in thoroughly analyzing the case from various perspectives. “Summation” is another product that allows attorneys to manage all of the documents and evidence in their cases and immediately search and retrieve important information. There are also web-based, “cloud-computing” litigation software programs such as “Catalyst Solutions” where all case documents and software review programs are stored off-site and not in the law firm’s computer network. Also, a full copy of Acrobat from Adobe has some litigation oriented features: redaction, OCR conversion, and Bates numbering. Attorneys are now using these kinds of software programs in order to help them solve various litigation problems. For example, assume an opponent produces the equivalent of even just 100 boxes of documents in a case (which is a relatively small amount of information by today’s e-discovery standards). If the information is the equivalent of 100 boxes of documents, then that would be about 300,000 total pages (assuming 3,000 pages per box x 100 boxes = 300,000 total pages). It is revealing to consider the ways an attorney could manage such a case both from a pre-litigation technology (paper) perspective and then compare it to a post-litigation technology (digital) perspective.

First, if all of the documents are printed out and copied, it would be expensive and unwieldy to categorize and review 300,000 pieces of paper manually. Using the old “Bates” stamped number system, each document would have to be numbered, #1 through #300,000. Although uniquely numbered, these paper documents would be unmanageable, they would be out of any order other than their arbitrarily assigned Bates numbers, and there would be no real way to systematically and comprehensively search through the documents other than by manual review by a lawyer or a legal assistant. Whenever key documents would be identified, they have to be marked (perhaps with yellow tab “post-its”), and possibly the attorney might have to make yet another hard copy subset for storage. With every new litigation query that might develop through the case, the entire document set might have to be manually searched through again.

But if the documents were all digitized, then they could be better and more efficiently managed. There would be immediate advantages: (1) there would be a huge physical space savings, as a hundred boxes of documents could easily be stored on one laptop, with massive amounts of disc space to spare: (2) there would be a virtual elimination of all potential deterioration concerns about the documents (as the documents could be backed up and stored off-site in case of any loss or data corruption); (3) the authenticity and reliability of the documents could be enhanced, if they are encrypted; (4) the documents would be easily transferable (making them accessible for multi-user access/review and remote access over the internet); and, (5) there would be significant financial savings by eliminating unnecessary photocopying (on-site imaging) and unnecessary office space or off-site storage of physical paper documents.

Without litigation technology, the attorney, an associate, or legal assistant, would have to manually inventory & organize all of the documents. Although they might create a Word document list, or table of contents, with corresponding Bates numbers, and might even make an Excel list of the table of contents, the documents still could not be searched or instantaneously organized by any more meaningful criteria. However, if all of the information were digitized, then a software case management system could be used to index and categorize each document which would connect that specific document, with the particular code (such as the date of the document, the type of document, who wrote the document, to whom was it written, who may have received, it and when, for what purpose, concerning what potential relevant information, how might it strategically help or hurt a claim or defense, etc.). Once described and categorized (“tagged”) for later retrieval using the litigation software programs, those codes could be searched; much like a Westlaw head note search can locate applicable cases, only it would be for the applicable documents in the case. Once the documents are digitized, a lawyer can also perform a full-text “Boolean” search of every term or word contained in all of the documents in order to find all responsive documents containing those key search terms, much like a LexisNexis, Westlaw or FindLaw full-text search for any special relevant term can locate all particular responsive cases containing that term.

With litigation technology, an attorney need not ever miss an important document or fact either due to a manual searching error going through boxes of documents, or due to an economic decision that it would simply not be worth the time and effort to chase down a particular idea or lead regarding the documents. Also, special attorney electronic “notes” could be left for each document, by whatever attorneys or legal assistants are working on the case, so that important thoughts and strategies about the particular document would not be lost.

If an attorney is preparing for a deposition without the aid of litigation technology, she or her legal assistant would have to manually search all of the documents in order to find the relevant, applicable ones, and review them in order to prepare for the deposition. But with litigation technology, there already would be a way to obtain an instantaneous organization of any and all responsive documents according to the particular litigation strategy query. So instead of having a legal assistant search all 300,000 pieces of paper for the documents, or even have to search through any pre-written lists or table of contents, these documents could instead be located instantly. Thus, attorneys really need to learn how to practice law with technology, not simply for the speed, convenience, and economic advantages that are now demanded by fast-paced litigation and cost-conscious clients; but also, and even more importantly, to help the attorney substantively prepare for depositions and other important steps in litigation, as well as better and more quickly react with crucial information that is literally at their finger tips.

Another important litigation concern is providing all of the relevant documents to an expert witness for review, and the development of the expert witness’ testimony. Without technology, this means an additional photocopied set of the documents would need to be sent to the expert. For example, assume that in a construction defect case, the attorney has hired a stucco siding expert. Assume that the stucco expert needs to see all of the stucco-related documents, which would mean that the expert might not be provided with any, say, electrical wiring documents, or plumbing-related documents. That expert would have to then organize and review the additional set of copied paper documents in order to prepare an opinion. But with litigation technology, the experts could easily be given an electronic copy of all the documents, including all of electrical or plumbing documents. It would not be expensive to make sure that the expert got a complete set of all of the documents, and was able to analyze them (because there would be no extra hard copy costs or concerns). As a result, the expert could not be cross-examined on how the expert only had access to “some,” but not “all,” of the potentially relevant documents in arriving at the expert’s opinion. Also, the documents could be given to the expert in organized fashion so that it would reduce the expert’s overall review time and costs, since he could utilize the search capabilities just as the lawyer and legal assistants do.

In short, attorneys need to understand ESI, and they need to know how to use litigation software in order to: (1) Identify what ESI and other information is out there, and what the attorney will want, and why; (2) Preserve and Collect the ESI and other relevant information in order to make sure neither the attorney, nor the opposing attorney, start deleting information (“spoliation of evidence”); (3) Process the ESI and other relevant information so that it is all converted to common file format (so that all parties can access and review the ESI without costly delays and disputes over formatting and conversion); (4) Review and Analyze the ESI and other relevant information in order to determine what data are relevant, what are key documents and files, what may be privileged, how the ESI can and should be coded, indexed, then searched, and given to experts, etc.; (5) Produce ESI and other relevant information, both internally for the attorney’s use in the self-assessment of how strong or weak the case is, and to be able to eventually create a responsive discovery production set for an opponent (being careful to avoid the possible inadvertent production of privileged data, or confidential data that may be protected by a protective order); and, finally, (6) Present ESI and other relevant data at the trial stage if the litigation gets that far (see below).








[2]   Trial Litigation







[a]   The Persuasive Power of Display Technology





There is nothing new about attorneys using visual aids, such as flip charts, photographs, and diagrams, during trial so that judges and juries can understand and remember significant facts and legal issues involved in a case. But modern lawyers now use sophisticated computer graphics and animations with automated display systems in order to connect with and to persuade decision-makers (jurors) in an ever-increasing visual communication and computer-enhanced society. This is an especially major concern when one considers the competition for shortened attention spans of individuals, and how those individuals are being exposed to much more visual information than ever before. Of course, regardless of how high or low tech visual aids may be, honing the persuasive presentation of an attorney’s arguments and evidence remains the paramount objective of the advocate. Even if courtroom technology can greatly assist in understanding a case, and even help to make the presentation of that case more persuasive, it does no good if jurors cannot remember crucial information about the case. However, numerous studies demonstrate that recall is improved when oral presentations are coupled with visual presentations. Whether or not that is true, modern trial attorneys believe that it is true. And jurors, in polls, often claim that they prefer the assistance of visual aids, especially when there are many and/or complex issues involved in a case. So providing law students with practical experience and meaningful learning opportunities with cutting-edge courtroom technology is part of the necessary skills development that leads to success as a modern litigation attorney.







[b]   Opening Statements and Closing Arguments (“PowerPoint”)





Lawyers need to learn how to make effective visual presentations, which means not only knowing how to operate simple technology like PowerPoint, but also, much more importantly, how to create and present effective and persuasive visual images during trial, and simultaneously, how not to over rely, and/or abuse, PowerPoint during trial. Recall that “Trial Advocacy” courses at one time in the past used to be called “Oral Advocacy” courses, largely because advocacy involved mostly oral presentation of material. But Trial Advocacy actually encompasses all that goes on during trial, not just the persuasive oral/verbal presentation, but also the visual/demonstrative presentation of exhibit and arguments (Timelines, economic bar charts, photographs, videos, computer animations, cast of characters, key events, key relationships, diagrams of physical spaces, comparisons of language used, etc., are all duly emphasized and highlighted). It is imperative that legal educators do not focus on the former, to the unfortunate exclusion of the later.







[c]   Enhancing Direct- and Cross-Examinations (“Sanction” and “Trial Director”)





PowerPoint presentations are good for opening statements or closing arguments, where the attorney is providing a straight, uninterrupted presentation and is in control of that presentation. However, when an attorney is conducting a direct examination, and especially a cross-examination, that exchange is a much more fluid and dynamic question and answering presentation, where the attorney does not have complete control, as a good deal of the information is coming directly from a witness rather than an attorney’s prepared presentation. With that in mind, trial presentation software such as “Sanction” or “Trial Director” allow the attorney to access any and all exhibits on the fly and then make any necessary (or, within limits, rhetorical) enhancements, highlights, call outs, and blow ups. This technique at trial allows an attorney to emphasize important language or other key aspects of exhibits while questioning a witness. It also allows an attorney to quickly respond, and make any notation or emphasis that is necessary in light of the witness’ testimony, or the lawyer’s desire to focus the testimony in order to make an important point during questioning.

Visual presentation tools can be especially effective when cross-examining a witness and impeaching them by confronting them with a prior inconsistent statement. For example, if the attorney had previously taken a video recorded deposition of the witness, and then digitized it so that it would be synchronized with the transcript of the deposition so it could be immediately pulled up and displayed during trial using litigation software, then a witness could be impeached on the spot, not only with a verbal reading of their prior deposition testimony, but could be impeached much more powerfully and effectively, with the exact portion of their video recorded deposition making the prior inconsistent statement. The attorney could immediately access the relevant portion of the videorecorded deposition for playback to the jury, either with or without the synchronized verbal text. This is much more effective than the attorney simply reading, or even having the witness read back the deposition testimony, because the jury gets to see and experience the “demeanor” evidence of the witness saying one thing at trial, and then saying the opposite in their deposition, presumably with the same demeanor, suggesting a lack of credibility. Jurors are used to seeing “gotcha” journalism interviews on television where these techniques are used, and so when used properly in an actual trial, they can be very effective and dramatic.

Law students need to learn how to use visual technology, especially if they will be expected to use such technology in cases involving complicated information because it improves the jury’s ability to understand, remember, and ultimately be persuaded. Law students should also be aware of e-admissibility issues when it comes to computer generated exhibits and other ESI. Attention and basic preparation regarding admissibility issues and presentation style should eliminate most presentation mistakes and will help in overcoming many objections.







[d]   Practice Management (“Abacus” or “Amicus Attorney”)





It seems too obvious to point out, but future lawyers also should be taught how law firms basically operate in actual practice. One benefit of teaching law students how to use a practice management software system is that law students get a sense of the practical elements involved in setting up, or at least being part of, a law practice.







[e]   Client Information/Conflicts Checks/Billing





Lawyers can either manually input all client information into client files and logs to contact their clients and do a manual conflicts check whenever they consider taking on a new client matter, or they can quickly, inexpensively, and thoroughly do the same things using practice management software. Also, instead of wasting time manually recording an attorney’s time for billing purposes, lawyers can simply refer to the client for whom they are doing work, while they are doing it, and the computer will keep their time automatically. Even just being exposed to this kind of software in law school gives law students familiarity with such programs and provides a structure of elements that law students should know about when setting up their own law practice or when working in almost any type of law office.







[f]   Calendaring (“CompuLaw”)





One of the biggest challenges for lawyers is to correctly calendar significant deadlines and make sure not to overlook or miss any of them. Lawyers have relied on any number of “tickler” systems, “list of things to do,” “important dates,” “personal calendars,” and perhaps the most effective manual time deadline keeper of all time—a very good, organized, and detail-oriented personal secretary or legal assistant (for lawyers that can afford that kind of assistance). But technology provides very inexpensive and quite reliable systems, so that lawyers focus on the strategy of their cases instead of worrying about calendaring issues. Software like “CompuLaw” will automatically calculate all specific litigation deadlines and time within which to consider various types of motions or actions according to whatever jurisdiction the lawyer’s case happens to be located in. Lawyers should understand how they can, and might be required by economic realities to, free themselves of such important but mundane laborious tasks, in order to focus on the law of their cases, litigation strategy, and other professional challenges. They should understand how they can focus on the more challenging aspects of litigation, and learn how not to be required to spend any significant amount of time on the non-computerized and time-consuming administration and management of their cases when there are software programs that can easily handle those matters. There are also discipline specific calendaring/docketing tools where procedure dictates many deadlines which extinguish client rights if not strictly adhered to. For example, there are a number of docket application tools (both local and cloud versions) for patent prosecution that student could be made aware of.








[3]   The Need for a Litigation Technology Class in Law School Curriculums



As our law students graduate and enter the legal profession, they will increasingly embark on careers in a world where obtaining, manipulating, and arguing about digital information reigns supreme. Businesses want to enhance their technological capabilities and information systems for efficiency purposes, advertisers want to boost their ability to use the internet to profit more from directed advertising, and individuals are doing more and more in their lives that leave “digital footprints” (and therefore evidence) wherever they may travel or do business, both virtually and in the physical world. Moreover, information specialists and computer scientists are constantly working to develop and improve technology and software programs which will only augment the digital world in which our students will live. However, our students will not be adequately prepared to face that world as legal professionals if their legal education does not at least introduce them to the vast legal issues and skills that will be an integral part of their professional world.

That is why a course covering litigation technology and digital age issues should be a part of every law school curriculum. Students need to learn not only very important analytical skills in the advanced litigation context, but they also need to obtain a strong working knowledge of, and marketable background in, litigation software and technology display systems that are now expected of law school graduates, and certainly those going into litigation. The claim of adequately preparing students to be effective advocates as “21st century lawyers” (especially since we are now over 10 years into this 21st century) should include offering at least one course in law school that exposes them to cutting-edge case management and trial presentation software and prepares them to use that technology as they enter the practice of law.






[4]   Exposure to Litigation Software in Law School and in Practice



Although modern students may be very adept and familiar with technology in general (word processing, e-mail, text messaging, Facebook, Twitter, downloading music, video gaming, YouTube, and using Google and other internet search engines), they are often very unfamiliar with the professional use of litigation technology in the practice of law (CaseMap, Total Litigator, Catalyst Solutions, CompuLaw, Amicus Attorney, Summation Blaze, Trial Director, Sanction, Online Dispute Resolution, e-filing, secure client networks, etc.). The modern student needs to learn this software, and more importantly, develop the technical and legal skills to use it strategically before they even begin the practice of law in a digital age. Lawyers are expected to have learned this technological competency in law school so that they can competently and professionally address e-discovery and e-admissibility issues when they graduate, as well as be proficient in basic case management and case practice software.

Given the colossal growth in litigation practice vis-à-vis technology, employers are beginning to desire law school graduates who have been exposed to the new technology. Just as employers of today expect law students to have exposure to, and a working knowledge of, LexisNexis and Westlaw research software/technology (not just an understanding of how to use manual digests), so too are employers increasingly expecting our graduates to be familiar with the new technology used in litigation. This is an especially good opportunity for law schools to give their students a competitive edge in hiring as many existing lawyers who are automating their practices and are scrambling to find lawyers who are well trained and can interface with the technology as skilled litigators.






[5]   Clients Do Not Want to Pay for Law Firms to Teach/Train their Litigation Associates



Money not only makes the world go around but it also changes everything. As clients demand even more cost savings in legal services, particularly e-discovery and general litigation, attorneys are choosing to learn (or are being forced to learn) how to use content management systems, tagging, sampling, and other efficient searching techniques that can save time and money in discovery by competently formulating effective data search requests. Students will also need to understand how the trend toward “cloud” computing will require lawyers to see their place and participate in a much larger information world. And attorneys, as well as other information professionals, ultimately must cooperate to address other seemingly countless technology challenges, such as privacy concerns, hacking, viruses, worms, data security, and other related problems.






[6]   Creation of the “Computer-Assisted Litigation” Class







[a]   Course Coverage





What follows below is a course description for just such a course I developed almost ten years ago:


Catalog Course Description:

“Computer-Assisted Litigation (3 units).3 This course will cover technical, procedural, and evidentiary issues related to computer-assisted litigation and the use of litigation software and trial display technology. Students will learn how to use pre-trial and trial litigation support software technology by organizing a document intensive case and preparing key exhibits for trial presentation.”


In the course, students learn the fundamentals of a rudimentary initial setup and general document and exhibit management of an automated case from the beginning of the case through the trial. The goal is for students to learn tactical pre-trial case analysis, case management, e-discovery, online dispute resolution, law practice management, and trial presentation technology, including evidentiary, advocacy, and visual persuasion issues associated with using cutting edge courtroom technology.

The first portion of the course is spent on complex computerized document and case management systems. The legal focus is on Civil Procedure and Pre-Trial Litigation. During this portion of the course, students learn a case analysis program, called “CaseMap,” and two case management programs, called “Summation,” and “Catalyst Solutions” for use in various aspects of pretrial litigation. Students also work with a LexisNexis product called “Total Litigator” in order to assist them in drafting complaints and answers to complaints as well as various motions to dismiss.

The course then takes a brief excursion into software for law practice management. A lawyer must manage client relationships, track key court and agency deadlines, identify potential client conflicts of interest, and more, in order to keep customers happy and informed, move cases forward efficiently, and avoid committing ethical violations and legal malpractice. The software programs that are demonstrated are a practice management application called “Amicus Attorney” and a case calendaring product called “CompuLaw.”

The final portion of the course covers the preparation and the presentation of exhibits for trial and before other legal decision-makers (such as opposing counsel in settlement negotiations, judges in hearings, as well as mediators, arbitrators, referees, etc.) using display technology systems. The legal focus is on Evidence, Trial Advocacy, and Visual Persuasion Skills. A National Institute for Trial Advocacy (“NITA”) case file is used. This part of the course focuses on learning two trial presentation software programs, “PowerPoint” and either “Sanction” or “Trial Director.”







[b]   Course Pedagogy and Methods





I consider the course to be: (1) an advanced Civil Procedure course (e-discovery issues, use of case analysis and case management software); (2) an advanced Evidence course (e-admissibility issues, authentication of computer generated exhibits); and (3) an advanced Trial Advocacy course (persuasive and skillful use of trial presentation software).

In addition to teaching the substantive areas of the law and the litigation technology software and skills, I am now offering the class in a “blended” format, which means it meets in-person half of the time, and meets the rest of the time online in a webinar format. I do this for a number of pedagogical and logistical reasons. First, I want students to get experience meeting in a professional setting online to learn general online meeting etiquette. Second, I want students to get a real sense of what communication techniques work well, and not so well, online. This provides them with a sufficient experience and knowledge base for engaging in such client or court meetings in the future. Finally, there are many side benefits to offering a class that is partially online—such as being able to allow judges, practicing attorneys, and litigation software vendors a logistically convenient method to participate in classes and make special online presentations from their computers. It is also possible to offer the course as an entirely online course either to law students from other law schools or to practicing lawyers as a Continuing Legal Education course. Having classmates that are from other law schools and that are actual practicing attorneys is made possible by the online format.







[c]   Course Goals





The goal of the course is to introduce students to software programs that can assist them in pretrial litigation (case analysis, case management, practice management, e-discovery, online dispute resolution) and will enhance the students’ advocacy and presentation skills (evidentiary issues at trial, as well as strategic, tactical, and persuasion considerations). The class requires a substantial amount of time and patience working with the software and students are given ample opportunity to experiment and navigate the software on their own laptop computers.

A key objective of the class is for students to compare and contrast litigation practice as it relates to both the traditional paper document world, and the exploding ESI world. Many litigation concepts, doctrines, and strategies apply equally to both worlds, but other areas raise very different and unique issues in the context of the ESI world, such as metadata, document retention policies and spoliation issues, computer forensics, how modern jurors receive and process digital and visual information, and the proliferation of ESI (GPS systems, jump drives, printers, copier machines, cell phone communications and texting, etc.). Too often key differences between paper documents and ESI are ignored or overlooked, while other times many of the Rules of both Civil Procedure and Evidence do not need to be completely rewritten. Students need to experience differing litigation scenarios where sometimes the medium of information (paper documents or ESI) makes no difference to the underlying policy justifications for the rules; while other times, it makes all the difference in the world. Law students need to understand those differences and develop their legal judgment through experience and analysis in order to recognize the differences and similarities.








[7]   Overcoming Potential Initial Faculty Resistance




Change can be sometimes difficult, even painful, especially for a cautious lot such as law professors, with our respect for precedent, and time-tested teaching and learning techniques used in time-honored classes and course subjects. Often colleagues raise legitimate concerns, some more legitimate than others, but it is wise to go through the process of giving such concerns full airing and due respect, if the goal is to change hearts and minds about expanding the curriculum in a new and a bit of a different way.






[a]   Grading/Assessment





During a faculty meeting, a colleague initially expressed a concern about the appropriateness of my decision that the course should be a graded course, rather than a “pass-fail” course, which also led to a larger discussion about the general academic content of the course.

Regarding grading, I grade students on a number of issues. First, I give students four short “quizzes” on basic information as the course proceeds in order to provide formative assessment feedback on basic issues. Second, they have two essay exams, one is a mid-term given during the middle of the course and a final exam is given toward the end of the course. The first exam is an advanced Civil Procedure exam in that it tests the students’ knowledge of e-discovery, pre-trial litigation, and case management issues as they are applied when using various software programs used to manage the case and used during discovery. The second exam is an advanced Evidence exam in that it tests the students’ knowledge of how to make and overcome various objections to the e-admissibility of computer generated exhibits, such as foundation, substantive v. demonstrative exhibits, unfair prejudice, hearsay, relevancy, best evidence, etc.

For example, in the past, one of the questions on the final exam involved showing a computer animation that was a reconstruction of the Princess Diana automobile accident in France in which the creators of the animation argued that had Princess Diana been wearing a seatbelt, she would have not been killed. I asked the students to assume Princess Diana’s estate was suing various defendants who defended by arguing that it was contributory negligence on the part of Princess Diana to not wear a seatbelt. The defendants wanted to admit this computer animation at trial. The exam question required the students to draft a comprehensive motion in limine arguing against the admission of the animation and to discuss how a judge would likely rule. I have used similar issues for final exams based not only on these types of exhibits, but other scientific and forensic exhibits that are created or use computers in their generation and/or display, such as the easy manipulation of digitized photographs and video clips, long thought to be excellent sources of evidence which can now be easily altered. There are significant scientific and expert testimony issues that are addressed as well. We also compare all of these admissibility arguments to non-computer generated traditional exhibits and explore the similarities and differences in the evidentiary and admissibility issues. I show these animations or other computer-generated exhibits in class live as part of the exam. The mid-term is very similar only it addresses discovery and tactical issues in a document intensive case.

I also use graded computer software interface exercises. For example, students are given a mock case file with thousands of documents. Students are able to see how the documents were produced and arranged by the lawyers in the actual case and we discuss the strategic and tactical reasons for such. We then have discovery exercises, such as determining which documents would have to be produced and why and how requests for production and interrogatories could be formulated that would require production of some of the documents and not others. We learn how to image and code documents so they can be instantly arranged and rearranged according to specific factual or legal issues. We also learn how the documents can be OCR’d4 and then a full text search can be done for any term located in any document. We also do exercises asking questions in a deposition and then have the deponent give an untrue or incomplete answer during the deposition. It is then up to the student to locate important documents that would undercut the deponent or require them to give a more complete answer. We focus on the purpose of the deposition and remind students that in discovery we are not trying to impeach the deponent but instead are just gathering information and possible admissions that can later be used at trial or for a summary judgment motion or a motion in limine.







[b]   Class Pedagogy and Academic Content Concerns





The academic content that is being taught and assessed is learning and applying both the Federal Rules of Civil Procedure and of Evidence in an actual real world situation, much like “Legal Research and Writing” or “Remedies,” or a whole host of other such courses, are a means to develop legal skills in a rich academic context. Students also learn the power and value of performing these academic, lawyerly functions with the aid of a computer. The computer can assist the lawyer in performing his or her function in a way that simply cannot be done without technology.

For example, if a deponent unexpectedly states that he or she is aware, or unaware, of the contents of certain documents relating to a key issue in the case, an examining lawyer might want to follow up with the deponent to pin down the story and identify every relevant document bearing on that issue. If the deponent becomes evasive or feigns a lack of memory as to when documents were written or when they might have been seen, to whom those documents were written or sent, if they referenced other documents, events, if they are privileged or work product protected, etc., the lawyer must rely on his or her own memory as to what all of the documents contain, or on linear written summaries of such. In a small case without many documents this may be possible, but in a large document intensive case, where tens or hundreds of thousands of documents are involved, as well as tens or even hundreds of depositions, the lawyer, no matter how well-organized with manual indices, replete with yellow sticky tabs, and teams of associates and paralegals at the deposition, cannot instantaneously locate documents after a comprehensive search, arrange them chronologically, organize them by author, recipient, content, subject type, privilege, etc., so that the deponent is more thoroughly and successfully deposed than without such computer assistance.

Students learn the legal theories behind discovery rules and pretrial litigation in an applied setting, an actual case, and they further learn how to accomplish their litigation objectives using technology. It is impossible for lawyers to do a comprehensive, thorough and instantaneous search for particular documents manually because such instantaneous manipulation and control of a document-intensive case requires a computer. Students learn the value of being able to control and retrieve that information and not have to reconvene depositions days or weeks afterwards because all of the relevant documents had to be manually searched. As with any course that cuts across the spectrum in an applied way, this course draws upon the student’s basic legal knowledge of Civil Procedure and Evidence principles and solidifies it by having the students apply that knowledge in a real-world setting with real-world examples so that they can successfully mesh theory with practice.

I also assess the students’ performance in advocacy settings, and in particular I focus on how, in certain situations, the display technology can “get in the way” of practicing law. This is a very important lesson for students to learn, especially for students who would be drawn to a class such as this and are very interested in using technology. For example, one exercise I give is assigning famous speeches from history and requiring the students to formulate and give a Power Point presentation of that speech. The purpose of this oral/computer exercise is to get the students to see how technology can “take away” from the strength or persuasiveness from a presentation in certain situations or that the over reliance on the technology can be distracting instead of emphasizing a point. Students, especially those that are very computer-oriented, learn an extremely important lesson—one they may not be expecting to learn in a course such as this—about not making “the medium, the message.” I emphasize how cases are still won and lost by good facts, good law, and good lawyering. Technology is just a tool, albeit an important and critical one, in marshalling those facts and law. Attorneys must be aware of the unique legal and tactical issues of applying technology in their work. I also have them give their presentation online, so that they can obtain some experience in presenting information via the computer, not just in-person. 

Another area of assessment is done during the last portion of the course that involves display technology in advocacy settings. Because litigation involves so much more than just a trial (pleadings, motion practice, discovery, etc.) and because litigation also often involves other non-trial situations such as private negotiations, plea bargaining, mediations, arbitrations, etc., it is important for students to see the benefit of using display technology in all of these contexts that do not involve a trial. For example, I have a component of the course addressing the use of online dispute resolution services between litigants in different states. It requires students to determine, which law would apply and where litigants would be subject to personal jurisdiction for transactions made in cyberspace? We focus on solving the personal jurisdiction and choice of law problems by having the litigants sign an online dispute resolution agreement whereby the dispute will be resolved online through a website. That way, individuals from different states, and even from different countries, can eliminate travel costs and disputes about personal jurisdiction and choice of law issues as they solve their dispute remotely online using the text of the UCC. Thus, the course focuses on case presentation in a variety of settings completely outside of trial. Teaching the course partially online is a very helpful way to explore the advantages and disadvantages of attempting to resolve disputes and engage in other litigation activity online.

At the very end of the course, students have their final presentations in a federal courtroom in downtown Sacramento. It is exciting for law students to go to an actual federal courtroom and engage the computer hardware and software available in those automated courtrooms. The students are able to go to the courtroom and work with the courtroom clerks and IT computer specialists in setting up the courtroom. They are then given the opportunity to do a short opening statement or closing argument and a short direct- or cross-examination of a witness, using computer hardware and software in the process. The focus, however, is not on oral advocacy. Instead, the focus is on the students’ ability to engage the available hardware and software and their ability to present a persuasive statement, argument, or examination using that hardware and software.

For example, students create a PowerPoint opening or closing argument using key photographs, documents and other exhibits from a NITA case file (most of which now contain digital documents and exhibits and other media such as video clips and animations). Students put together their visual presentations with the computer while other students have the opportunity to object to those exhibits. The focus is both on advocacy and the admissibility of these exhibits. Much of the grading is determined by how well students prepare these technology driven and accessed exhibits for the mock trial and importantly, how well and quickly they can react and interface with the technology while questioning a witness.

Students also have the opportunity to cross-examine a mock expert witness (played by other students). I often play the judge and rule on all evidentiary objections. The point is for students to ask about some issues that the witness previously admitted in his or her deposition. At trial, the witness will spontaneously contradict the previous deposition testimony. Students then are equipped with a digitized video clip of his previous deposition testimony that has been coded to the subject matter about which the witness was testifying. The students are not told where or on what subject matter the witness would give live contradictory testimony. Once they identify it, student must then search for the subject matter and retrieve the deposition testimony—scrolling text with a video clip of the witness contradicting himself—so that the student can then immediately impeach the witness with the video recorded deposition testimony and do so in accordance with the rules of evidence. The focus is on the preparation for the cross-examination and the ability to use the software to accomplish the task. Again, such impeachment simply cannot be done without a computer that can search an entire deposition instantaneously and then cue up just that portion of a digitized video clip. The students learn how to impeach not only with verbal deposition text, but also with powerful demeanor evidence that is captured on video, digitized, and then played back for the jury right as the witness is being impeached.

In sum, this is not simply a “how to” class where students merely learn how to “point and click” with various software programs; however, to the extent they must learn software, much of it is learned on their own using prepared learning modules we have constructed for the student to go through on their own at their own pace. Just as Legal Research and Writing courses, for example, are graded courses, that are not simply “how to” classes on writing skills that lack academic content, so too does this kind of course on litigation technology have sufficient academic content that tests the law of Civil Procedure and Evidence in a modern, realistic applied setting with which modern law students should be familiar. The class also contains academic elements of many other classes taught in the curriculum in addition to Civil Procedure and Evidence, such as Pretrial Litigation, Trial Advocacy, ADR, Appellate Advocacy, and even Law Office Management. But the unifying themes are how computers intersect with and affect all of those academic areas and subjects, how technology raises special legal academic issues, and how the course provides students with the knowledge and experience to successfully use computers in all aspects of litigation practice.

Many courses in the legal curriculum contain elements of other courses. “Federal Courts,” “Complex Litigation,” and “Pre-Trial Litigation,” are all basically “Civil Procedure” courses; “Sales and Leases” is a Contracts course, “Wills & Trusts” and “Copyright,” are “Property” courses, “The First Amendment” is a “Constitutional Law Course,” as are “Gender and the Law,” “Sexual Orientation and the Law,” and “Anti-Discrimination Law,” although these particular courses also have statutory elements as well. The point is that simply because a course contains elements of another course, or courses, does not render the synthesized course void of academic content as a simple, redundant academic experience. The same holds true for this course—there are applied situations and legal issues raised in this course that students will not receive in any other course, but they will be able to draw upon the knowledge gained in other courses.







[c]   Course Prerequisite Concerns





Some faculty might have concerns about whether a course about litigation technology should have any course prerequisites. First, I believe there should be no prerequisite requiring any special knowledge or any even experience with any particular computer programs. Part of the reason for offering the course is to bring law students who may be afraid of technology (and, believe it or not, there are some, at least a few, even in today’s generation) into the fold both “in an interesting and fun way,” and in a challenging and rigorous way. That purpose is defeated if students believe they must already be “computer experts/whizzes” in order to take the course. I like to use an analogy that I have often heard about how one need not know how a clock works, in order to tell time, or need not know how to fly an airplane in order to take a flight overseas. Accordingly, so too do I like to tell students that they need not become software engineers in order to take a litigation technology course.

This is important to keep in mind. Lawyers currently do not have to become expert DNA scientists, in order to effectively use DNA evidence during trial. However, the reality is that they need to know at least something about the basic concepts of DNA, how it works theoretically, and how one should not spoil DNA evidence samples. So to continue with the simple clock metaphor, although students may not need to know exactly how digital clocks work in order to tell time, they still need to know a few things about how a clock operates or may fail, such as why it might stop sometimes, or whether it automatically adjusts to different time zones, or whether it needs to be reset, whether it operates underwater, of the fact that a broken watch is still correct twice a day, etc.

However, that said, there are a couple of courses that should be considered as possible prerequisites: (1) Civil Procedure; and (2) Evidence. As a practical matter, this is not an issue regarding Civil Procedure because students already will have taken Civil Procedure in their first year before they have an opportunity to take any upper-level, second or third-year course electives. A student who has not taken Civil Procedure and Evidence would be at a disadvantage in the class because a litigation technology class should be taught at a level that assumes the students have taken those courses. On the other hand, regarding Evidence, so long as a student is currently enrolled in their second semester of Evidence, they could also take the Litigation Technology class. Because I usually teach the Litigation Technology course only in the 2nd semester, at a minimum, students will already have had a semester of Evidence. I believe at that point, students would not be at any real disadvantage if they take the Litigation Technology course simultaneously with their last semester of Evidence.

Much of the class covers pretrial litigation, discovery, alternative dispute resolution, case organization and case management, which is essentially applied Civil Procedure. The course also involves software systems to help organize an office, and deal with calendaring, billing, and client relations. Another aspect of the course deals with appellate practice and the use of “E-briefs” on appeal: “E-briefs” allow attorneys to put all referenced cases, materials, transcripts, exhibits, in a digital format so that each side’s appellate briefs can hyperlink all referenced materials and therefore an appellate judge or clerk can read the brief and all of the legal and factual citations therein from one source.

There was also a concern that this course would take away from Trial Advocacy and so Trial Advocacy, it was thought, should be a prerequisite for a Litigation Technology course because as one professor commented, “students are not prepared to be assisted by the computer, if they have not yet learned the basic tools of oral persuasion.” But trial presentation is something not considered or taught for the entire first part (50%) of the course, not to mention the fact that the trial presentation portion focuses almost entirely on visual advocacy (showing of demonstrative exhibits, visual aids, videotaped testimony, written text, and organization, manipulation and fast retrieval of such exhibits), not oral advocacy.

Also, in my Evidence courses I have students participate in mock trial presentations and mock motion in limine hearings even though they have not, nor are they required to, take Trial Advocacy first because pedagogically it is not necessary. It is possible to experiment in an Evidence course using applied settings (mock opening statements and closing arguments, mock direct and cross-examinations, mock hearings, etc.) without finding a pedagogical problem in trying to teach Evidence students this way without them first having taken Trial Advocacy. Even though I use mock trial situations in Evidence, and now I even teach Evidence integrated with Trial Advocacy (so that my students can apply what they are learning in Evidence in their Trial Advocacy course), it does not mean I am usurping ground that should be the exclusive province of Trial Advocacy, or that students who have not taken Trial Advocacy are somehow hopelessly unprepared to participate in the mock exercises. I suppose the opposite could also be argued, that students might be unprepared to perfect their oral advocacy and trial persuasion skills, if they do not first know how to use the basic tools of modern lawyers—a computer display system.

But in many respects, this prerequisite issue ended up being “much ado about nothing” because students who are heavily involved in litigation and want to concentrate on trial work often take BOTH Trial Advocacy and Computer-Assisted Litigation, in either order, or simultaneously. Thus, there has been no appreciable loss for Trial Advocacy. That said, what we are really talking about when it comes down to it are a few students who might be interested generally in litigation and the use of computers in the practice of law and therefore might want to take a course on that general subject, but who do not want to be required to take three hours of Trial Advocacy to get there. Moreover, such a student probably would not take Trial Advocacy in any event, and if not, then they should not be “punished” for that personal academic decision by being denied the opportunity to take Computer-Assisted Litigation. So I do not believe Trial Advocacy needs to be a prerequisite for the course.








[8]   “A Little Help from One’s Friends”



Finally, my particular students have been extremely fortunate to have the special expertise and practical knowledge supplied by three experts who routinely contribute to my class. I strongly suggest having such individuals share their knowledge, expertise, and vast experience with students. First, I suggest partnering with a Legal Technology Consultant. I have Tim Piganelli CEO of PIGANELLI & ASSOCIATES, INC., based in Phoenix, AZ, to help work with the students on software training and learning modules and often team teaches with me. Next, I suggest also partnering with an expert attorney in e-discovery to provide a real work perspective on modern litigation. I have Aaron Crews, national e-discovery counsel for the law firm of Littler Mendelson who provides invaluable insight into class discussions. I also have Joshua Gilliland, an attorney who is an e-discovery and e-admissibility expert and is the developer of the “Bow Tie Blog,” recognized by the ABA Journal as one of the best e-discovery blogs in the country. Lastly, I recommend contacting an e-discovery hosting provider like Catalyst Solutions to provide some hands-on training for the law students. John Tredennick, Catalyst’s founder and former trial lawyer, was happy to set up a demonstration site using the Enron documents for the law students to use during the course. Students benefit enormously from the expert opinions and perspective of these individuals and their participation makes the class even more connected to actual practice and the real world.






[9]   Conclusion: Continued Growth



Clients are demanding efficiency and competence at a time when law firms cannot afford to extensively train new lawyers, especially if many of those lawyers move on before there is time to realize a return on the law firm’s investment in them. As a result, law schools need to provide more meaningful practical training in order for their graduates to be seen by firms as worthy of hiring sooner, rather than later, in their legal careers.

Although modern students may be very adept and familiar with technology in general, the modern student needs to learn various litigation support software programs, and even more importantly, needs to develop the practical and legal skill to use that technology competently and strategically in order to gainfully practice law in this digital age. Lawyers are now, or soon will be, expected to have learned this technological competency in law school, so that they can competently and professionally address e-discovery and e-admissibility issues when they graduate, as well as be proficient in basic case management and case practice software.

As important as technology is for law students to obtain in preparation for the practice of law, legal digital know-how will not turn a bad future lawyer into a good one. However, legal software proficiency and knowledge of legal techno-strategy will make a good future attorney a great one.




Footnotes

1  See Peter Lyman & Hal R. Varian, How Much Information? 2003, available at http://www2.sims.berkeley.edu./research/projects/how-much-info-2003/execsum.htm.

2  See Kenneth J. Withers, Computer-Based Discovery in Federal Civil Litigation, 2000 Fed. Cts. L. Rev. 2, 3–4 (2000), available at http://www.fclr.org/fclr/articles/html/2000/fedctslrev2.pdf (“Potentially discoverable records are stored according to computer logic, as opposed to business-record logic, and can be difficult to locate and untangle from irrelevant and privileged records. The combination of multiple locations, tremendous volume, and arcane and non-existent records management practices is potentially explosive for defending counsel.”).

3  Although the course I teach is entitled Computer-Assisted Litigation, other schools may use the term Litigation Technology. The two titles are used interchangeably in this chapter.

4  OCR refers to Optical Character Recognition, a process by which physical documents which have been scanned into a computer file format may be converted to a form which is searchable for key words or phrases. Scanned documents which have not been “OCR’d” are generally stored as simple images and may not be searched.
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Footnotes

*  Many colleagues helped to nurture these ideas, offered suggestions for improving this chapter or helped to plan and teach the first Apps 4 Justice Clinic at Chicago-Kent College of Law. Of course, I am responsible for all errors and omissions. I am especially grateful for help from Dina Nikitaides, Jason Dirkx, Mary Neal, Hal Krent, John Mayer, Marc Lauritsen, Richard Granat, Will Hornsby, Rachel Medina, Lovely Dhillon, Dan Olmos, Brock Rutter, Oliver Goodenough and all the visionaries at the Berkman Center for Internet & Society at Harvard University. The title of the chapter and the name of the clinical course described here, Apps 4 Justice, was Marc Lauritsen’s idea.
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§ 8.01.   The Civil Justice System is Failing the Poor

Our justice system has failed to meet the needs of its most vulnerable and needy customers. Study after study of the legal needs of low-income people in the United States tell a remarkably consistent story. At least 80% of the legal needs of low-income people remain unmet. The unprecedented economic downturn starting in 2007 has made this legal need problem even more acute. Foreclosures, bankruptcies and consumer debt problems have skyrocketed. Yet the resources available to help low income people face the legal system are not growing to meet the need. Foundations that rely on interest from lawyers trust funds have declined significantly due to historically low interest rates. These local sources of support for civil legal services are the second largest components of funding after the federal appropriations distributed through the Legal Services Corporation.
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§ 8.02.   Law Schools are Failing their Students

Our legal education system is failing our graduates. New skills and core competencies for the emerging world of technology-driven law practice are essential for students entering the legal field today. From the largest law firms to poverty law centers, new technologies are beginning to change the way lawyers deliver quality and economical services to clients. The same economic crisis that is exploding the number of poor needing legal services is also triggering an explosion of technology and change in large law firms. Large firms must respond to declining revenue from corporate clients and demands for fixed fee, rather than hourly billing. To meet this new demand, large firms are turning to technology to automate discovery review, create flow charts of litigation and deal processes, improve business methods and manage legal work to stay within fixed fee budgets.1 Yet, there are only a handful of law school courses and clinical opportunities where law students can learn the skills needed to thrive in today’s technology-driven law practice.2

This chapter proposes that every law school should offer its students an option to take an Apps 4 Justice Clinic.3 Such a clinical course can deliver essential education for students entering a technology rich law practice and simultaneously improve our legal services delivery system for the poor.


Footnotes

1  See, for example, Association of Corporate Counsel: “The Legal Industry Is Changing: The ACC Value Challenge offers proven tools and tips to help you save time and money while increasing your value to senior management.” http://www.acc.com/valuechallenge/index.cfm, last viewed, Dec 14, 2010.

2  See, Brock Rutter, Survey of Existing Courses in Lawyer Use of Technology, Chapter 6, infra.

3  Apps 4 Justice Clinics are defined here to include all courses in which law students receive credit for writing applications to be used by lawyers, their assistants or the public seeking justice within our legal system. Such applications can include online lessons, A2J Guided Interviews, document assembly templates, smart telephone apps or any other similar tool or resource.
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§ 8.03.   Two Models of Self Sustaining Transformative Change


The success of two modest grant initiatives points to a strategy that can deliver significant new resources to address these gaping holes in legal education and the fabric of the justice system.


	In the late 1960s through the late 1970s, a Ford Foundation grant program stimulated the creation of law school clinics that today make a significant, continuing contribution to civil legal aid.

	In the past 10 years the Legal Services Corporation has administered a Technology Initiative Grant (TIG) program that has helped legal aid programs to develop powerful new delivery tools resulting in significant expansion of legal aid to the poor.






[1]   CLEPR’s $12 Million Incubates Clinical Legal Education, 1968–1977



Today, clinical education in law schools contributes significant resources to help meet the needs of low-income people for legal services. But this is a relatively recent development. The 5th Biennial Report 1977–78 from the Council on Legal Education for Professional Responsibility (CLEPR) states that in 1969 there were only a handful of law school clinics for credit. Yet by 1979 nearly every law school in the country had such a program. In ten years and with 12 million dollars, CLEPR triggered a sea change in law school structure: from a handful of clinical professors in 1969 to 1400 clinicians by 2000; from mere hundreds of hours of law student work on legal aid in the ‘60s to millions of such hours in 2000 and every year since.

CLEPR had narrow and focused objectives. Its grants stimulated law schools to establish courses granting law school credit for student work in live client clinics almost always located in or near the law school building. CLEPR’s financial and programmatic support helped to create a self-sustaining process that has survived long after CLEPR closed its doors and stopped making grants. Without any continuing CLEPR stimulus, law schools now employ more than 1400 clinical professors whose students deliver legal services to low-income clients. In an essay written in 2002, David Luban calculated that students in U.S. clinical courses produced three million hours of legal services for the poor each year.4






[2]   Legal Services Corporation’s Technology Initiative Grants (TIG) Create New Technologies that Expand Access to Justice, 2000–2010



When the Legal Services Corporation (LSC) announced its first TIG grants in 2000, there were very few legal aid programs funded by LSC that used document assembly software. But in the past ten years, the TIG grant program has stimulated the creation of a national support system and a community of legal aid experts who are building document assembly tools for repetitive delivery of simple legal aid services at an increasing rate.

Beginning in 2000, through these targeted TIG grants, LSC stimulated the creation of a comprehensive national electronic infrastructure of statewide websites for legal aid advocates and the public. Those same technology grants helped to establish a national document assembly server called NPADO5 and a trained cohort of legal aid authors who are building high quality web-based tools for delivering repetitive legal services to low-income people.6 Funds from LSC and the State Justice Institute supported the creation of A2J Author, software that makes it feasible for non-technical legal aid lawyers to write web applications for low-income people.7

The TIG successes have been tracked and there are very large gains in the use of document assembly software to prepare court forms and other client documents. In 2005, after the basic infrastructure was in place and a small group of legal aid technologists had been freed to build automated tools for their clients, 32,000 interviews were hosted on the national server. In 2009 the number of interviews grew to more than 263,000. This growth in use and effectiveness is just the beginning. Since NPADO’s inception in 2005, there have been 830,000 customer interviews and 500,000 documents assembled for users.

These successes are impressive and they demonstrate the feasibility of improving access to justice for low-income people using Hot Docs and A2J Author software. Despite the large numbers of interviews and completed documents, most of the country has not adopted this approach. Most states and most areas of need have not yet been addressed. Thousands of templates and A2J Guided interviews are needed to fully implement this solution. Even if fully implemented, like painting the Golden Gate Bridge, each template and A2J Guided Interview must be reviewed periodically and maintained to keep current. There are decades of useful and challenging work to do to get the most advantage out of this technology to increase access to justice for the poor. Apps 4 Justice Clinics offer an advantageous way to amass the resources to build out the needed technology for low-income people and maintain that technology over the long term.




Footnotes

4  David Luban, Taking Out the Adversary: The Assault on Progressive Public-Interest Lawyers, 91 Calif. L. Rev. 209, 246 n108 (2003): “These assumptions (which are no better than educated guesses), imply 7,500 clinical students per semester, each contributing 200 hours of indigent representation, for a total of 1.5 million hours, or three million hours in an academic year.”

5  National Legal Services Document Assembly Server is managed by ProBono.net, a New York not-for-profit corporation that also provides web hosting services to 30 statewide legal aid web sites. The NPADO server, recently renamed Law Help Interactive, is available at https://lawhelpinteractive.org/.

6  LexisNexis contributed HotDocs software for the national server and authoring software for each state’s website team. HotDocs, Inc. is now the owner of the HotDocs software business.

7  See, Ronald W. Staudt, All the Wild Possibilities: Technology that Attacks Barriers to Access to Justice, 42 Loyola L. A. Law Rev. 1117 (2009).
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§ 8.04.   Apps 4 Justice Clinics will Educate Law Students for Today’s Law Practice and Deliver a Technology Powered Boost to the Legal Services Delivery System.

The success of the TIG funded projects has laid the foundation for a new law school initiative directed explicitly at delivering more extensive access to justice for low-income people.8 Law students can be taught to write and deploy advanced technology that uses statewide websites as platforms for 24/7 service delivery to low-income people. While learning these tools, law students will be able to contribute to legal aid websites as authors, programmers and editors. The best setting for this “learning by doing” is within a traditional law school clinic under the supervision of an experienced clinical educator. Skills learned by students in such “Apps 4 Justice Clinics” can be used for a variety of legal services, including fee-based practices aimed at moderate income clients and emerging large firm practice systems triggered by fixed fee billing models now demanded by corporate clients. This model fits the historical pattern of the CLEPR successes of thirty years ago focused on establishing a permanent teaching cadre by increasing the availability of course credit for practical instruction aimed at real client problems.


Footnotes

8  At a Workshop held at Chicago-Kent College of Law in June 2006 experts from legal aid, the courts and law schools examined a variety of models for bringing law students into the legal aid delivery system in a more effective way. For a full description of the results of the June 2006 Workshop and a list of the experts who attended, see, Ronald W. Staudt, White Paper Leveraging Law Students and Technology To Meet the Legal Needs of Low-Income People, https://www.abanet.org/legalservices/ejc/docs/white_paper_leveraging_ law_students_wsr_084.pdf (last viewed June 27, 2007.)
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§ 8.05.   Extended Example of a Successful Apps 4 Justice Clinic: Justice & Technology Practicum at Chicago-Kent

In the fall 2010 semester, the author taught an Apps 4 Justice Clinic for the first time at Chicago-Kent College of Law. The new course, Justice and Technology Practicum, was a hybrid classroom and clinical offering.9 The objective of the course was to teach perspectives and skills on justice and technology while building useful web resources to improve access to justice. For the first half of the semester students worked through a modest list of assigned readings. Students met for a two-hour class each week to discuss and analyze those readings. During the second half of the semester, classes were devoted to instruction in the use of the software for building templates and A2J Guided Interviews, group work on projects and peer review of student performances.

In addition to class attendance and readings all students were required to conduct field observations of potential customers and to produce three written performances. Field observations put students in direct contact with self-represented litigants seeking access to justice in local courts. The largest Illinois court house and the court building closest to Chicago-Kent is Cook County’s Daley Center. Students observed and helped self-represented litigants at the Daley Center for at least 20 hours during the first four weeks of the course. This work provided an experiential context for the legal research and software development that was at the center of the practicum. Observing self-represented litigants at the Daley Center helped students to understand their justice customers better and also to experience the practical legal environment in Chicago.10

The practicum was structured to prepare students to build a document assembly product that will assist self-represented litigants in achieving their justice goals. In partnership with Illinois Legal Aid Online, each student planned and built a HotDocs template and an A2J Author Guided Interview for posting on the Illinois Legal Aid Online public web site.11 To accomplish this objective, students completed three written performances as follows:


	Project Scope Document and Research Memorandum: The scope document is the initial planning document that underlies the creation process for a specific court form. The purposes of the document are to define the boundaries of the project, to identify the specific customers that the project will serve and to specify the exact legal needs the finished product will address. The scope document also identifies the legal and practical targets for investigation and research. In the research memorandum, students focus on the justice problem facing self-represented litigants. The memorandum serves as an audit trail explaining the law, procedure and other possibly undocumented information that might be helpful to a pro-se litigant using the proposed form.

	Storyboard: The storyboard is a graphical flowchart of the customer interview designed to make the interview efficient and as intuitive as possible for the customer. Students also focus here on using the appropriate wording, terminology, and learning links for each screen of the interview. The language and sentence structure for each screen of the interview is targeted at a 5th grade reading level.

	HotDocs and A2J Author Development: Using the storyboard as a reference, students write a HotDocs template and an associated A2J Guided Interview. Each step of the Guided Interview should be designed to be easy for end-users to complete and to provide all just-in-time learning that the customer will need to understand the interview.


When students in the practicum completed the required HotDocs templates and A2J Guided Interviews, they exchanged their work product with another student for peer review. There were four additional reviewers during the course: Mary Neal, the Automated Document Manager at Illinois Legal Aid Online, Jason Dirkx, a skilled teaching assistant, Dina Nikitaides, the project coordinator of the Center for Access to Justice and Technology and the author. All four reviewers read each submission, provided feedback and helped to guide revisions and improvements.

The first offering of the practicum in fall 2010 was a success. Every student wrote a working HotDocs template and A2J Guided Interview. The student work product was not ready for publishing on Illinois Legal Aid Online, but the work was 80% done and ready for final editing. The student evaluations of the course were outstanding. Every student reported that they found the course challenging and rewarding and eye-opening. Most of the students who enrolled in the first course signed up to take an advanced version of the practicum in 2011 to complete work on their projects and tackle more advanced forms.


Footnotes

9  The web site supporting Justice and Technology Practicum for fall, 2010 contains the syllabus, course description and links to collaboration tools that students used to communicate outside of class. http://www.kentlaw.edu/faculty/rstaudt/classes/justicetech_fall2010/index.htm, last viewed, December 18, 2010.

10  Ronald W. Staudt, Technology for Justice Customers: Bridging the digital divide facing Self-represented Litigants, 5 U. Md. L.J. Race, Religion, Gender and Class 71 (2005).

11  See, Illinois Legal Aid Online, http://www.illinoislegalaid.org/, last viewed December 18, 2010.
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§ 8.06.   Apps 4 Justice Clinics Offer Powerful and Relevant Legal Education

Apps 4 Justice Clinics like the Chicago-Kent Practicum deliver powerful education to students in relevant skills and competencies.12 Each student project requires thorough and exhaustive research into the substantive and procedural law that applies to use of the court form or other justice objective. Like other live clinics, Apps 4 Justice Clinics also expose students to the heuristics of local practice. Students learn how to actually get things done in the local courts. Apps 4 Justice Clinics also expose law students to emerging ethical issues about confidentiality, unbundling and cloud computing that face lawyers who adopt technology to improve the delivery of legal services.

Perhaps the most important competency is the ability to think systematically about the law. Planning and building a template and A2J Guided Interview to help self-represented litigants to prepare a court form or other document demand a different kind of problem solving approach than the work of representing a single such client. This systematic problem solving is a key competency in reducing costs and improving effectiveness of all repetitive work of lawyers, from legal aid to large multinational firms. New career paths for lawyers are emerging in elite law firms in knowledge management, discovery management, practice systems development and even productivity systems like Six Sigma. These new careers will demand the ability to think like a lawyer and the ability to think systematically.13


Footnotes

12  See Rutter, supra for a description of similar courses at a number of law schools.

13  For an example of such a career and a guide to some of the tools used by lawyers to introduce systematic thinking into their law practices, see, Marc Lauritsen, The Lawyer’s Guide to Working Smarter with Knowledge Tools, American Bar Association (2010).
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§ 8.07.   Blueprint to Unleash the Educational Power and Justice Benefits of Apps 4 Justice Clinics

Following the CLEPR model, a new partnership between law schools and legal aid centered on building and deploying technology tools to increase access to justice would include a multiyear commitment with the following components:


	Starter grants to 5–10 schools to pilot this new curriculum, to test methods, to explore partnerships with local legal aid web site managers, to measure results and to report on the process.

	Grants to build course materials, starter kits and online interactive systems to support the instruction. Distance learning infrastructure and richer versions of both A2J Author.org and the HotDocs web tools are needed to make the instructors comfortable and effective.

	Funds to market this concept and the teaching resources to law school deans, clinicians, legal writing faculty and skills professors, including surveys of the target faculty groups, small regional workshops to build enthusiasm and awareness and one or two national gatherings, perhaps in conjunction with AALS or ABA.

	Once validated at the pilot schools, matching grants to law schools to hire teaching staff, probably adjunct professors at first, to offer Apps 4 Justice Clinics that include student instruction in, and use of, document assembly tools for deployment on legal aid statewide web sites for low-income people. These grants would require law schools to offer credit for this learning experience and would require that the student product be targeted for use by real people seeking justice.

	Funds to maintain a matching service that would ensure that students are able to work on projects that are needed and those in need of authoring and software development have the trained law student resources they need to build effective online systems for low-income customers. Boston has thousands of law students, Alaska, none.

	Aggressive evaluation and study of the document assembly templates and A2J Author Guided Interviews as they touch end users and the courses as law students work through the early educational experiences. We need much better metrics about the impact in the courthouse of the online systems that are already in place and constant assessment of new systems deployed through this curriculum. Also, the curriculum and the student learning successes and failures should be studied.

	Funds will be needed to ensure that the software, A2J author and HotDocs, remain available to the students and to the legal aid and court communities. Some of this funding is already flowing from the Legal Services Corporation but a larger infrastructure and a larger national center to support all the new initiatives will be necessary.14



Footnotes

14  In 2012 the Legal Services Corporation awarded a TIG grant to Idaho Legal Services to stimulate the creation of law school “cyberclinics” that will be modeled on the Justice and Technology Practicum described above.
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§ 8.08.   Conclusion

CLEPR spent twelve million dollars from 1968 to 1978 that now produces an annual stream of three million law student hours devoted to legal aid, with no end in sight. LSC and the State Justice Institute have established a technology platform that produced five hundred thousand interviews and three hundred thousand documents, a service delivery system that is sure to continue to grow far beyond the start-up period. A staged investment of a similar scale to stimulate the creation of Apps 4 Justice Clinics at all law schools will deliver a continuing source of powerful legal education in essential professional competencies for law students by using emerging technology to deliver dramatic results for improving justice.



[image: LexisNexis Logo]



CHAPTER 9
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§ 9.01.   Introduction

In no Common Law jurisdiction is simulation regarded as part of law’s “signature pedagogy.” Yet other professions such as business, and professions where performance can be life-critical such as medical education and aviation, use a variety of simulation activities that are at once learning zones and high-stakes assessment for novice professionals in these disciplines. This chapter will explore how digital simulation can be used in legal education, and describes a number of projects where simulation is currently in use in the UK, and is being developed in the USA.

Lee Shulman’s concept of the ““signature pedagogy,” one of the key structuring ideas of the Carnegie Report on legal education (Sullivan et al 2007), is a helpful way into discussions of what and how we teach, and why. A pedagogy becomes a signature pedagogy when it is recognised as being distinctive in a profession, when it becomes pervasive in a curriculum, and when it becomes pervasive across educational institutions.1 Shulman characterises the concept as having four features. It has a “surface structure”, with observable behavioural features—the distinctive layout of a case-method lecture theatre, for instance. It has a “tacit structure”, composed of the values and dispositions that the behaviour implicitly models—the forms of talk, for instance, that take place in the case method classroom, in which students learn how legal norms can diverge from what is generally understood as standards of fairness. Third, it has a “deep structure”—the underlying intentions, rational or theory that the behaviour models. In the case method the oft-stated intention is to enable law students to think like lawyers. Finally, the fourth characteristic of the signature pedagogy is that it has a “shadow structure”—the absent pedagogy, or the pedagogy that is only weakly engaged (Sullivan et al 2007, 24).

The signature pedagogy gains its signature or dominance through the dissemination and replication of its forms in classrooms, curricula and the like; and achieves dominance when it loses its innovative character and comes to be the accepted way that a discipline or professional presence is taught and learned. What is interesting about Shulman’s construct is his twofold recognition of the fragility of the hegemony of the signature pedagogy. The signature pedagogy may like to represent itself to the world as an unassailable success, the way things are because the way they ought to be; but in reality it is itself constantly shifting and changing in small but significant ways. Secondly, the signature pedagogy is haunted by its shadow structure; and the relationship between the two is ever-changing as shadow structures bloom and grow around it.

Shulman makes it clear that the role of the shadow is counter-cultural and critical of the hegemonic signature pedagogy. Within legal education he cites clinical education as an example. Another, however, and one that is the subject of this chapter, is simulation—the creation of an environment where students simulate and explore aspects of a discipline’s intellectual thought, work and culture. Simulation is a shadow structure in all Common Law jurisdictions. It does not have the place or authority of techniques such as flight simulation in airline pilot education, simulated scenarios in the nuclear industry, simulated strategic and tactical plans and implementations in military training and wargames, case studies in business education, or the various forms of simulations used in medical education. Where used at all, simulation is largely restricted to highly constrained hypotheticals—for example, “let’s assume that X happened—what conclusion do you think a judge would come to, in this situation?”—where a situation is outlined for a student, where there is little if any fact-gathering, and the point of law at issue tends to be fairly monocular in focus.

There are a number of reasons why simulation has not developed further than it has in legal education. The cost of simulation-building is perceived to be high. The argument as to proof of concept has still not been broadly accepted in the legal educational community, despite data from major studies in related professions such as medicine. Resistance to change is a third factor: many staff perceive simulation as a heuristic that is disruptive of normal modes of teaching, learning and assessment—normal modes that are, of course, versions of the signature pedagogy. We shall look closer at each of these three factors later in the chapter, and we shall see that none of them can be sustained as reasons for rejecting simulation; but first I shall sketch out the context of a large-scale simulation initiative in Scotland, and describe some aspects of the initiative itself.


Footnotes

1  See also Shulman (2005).



[image: LexisNexis Logo]




§ 9.02.   Case study background

Due to recent changes in the structure of legal education in Scotland the Law Society of Scotland has altered the paths to qualificiation as a solicitor or advocate. The commonest route to the legal profession is via university study. In their undergraduate years, most students study for their LLB degree in one of a variety of routes stretching from 2–4 years, depending on their previous experience & pattern of study. This is followed by the postgraduate Professional Education and Traning Programme, Stage 1 (PEAT 1), which lasts for seven months—effectively a full academic year.1 All students then enter a traineeship of two years in a legal office, during which their work is assessed. The one-year PEAT 1, like the Diploma before it, currently functions as a bridge programme, between the academic learning of the LLB and the work-based training of the traineeship or PEAT 2.

In the late 1990s the Universities of Glasgow and Strathclyde, recognising that professional education required considerably more resource than had previously been given to the domain by either university alone, formed a joint graduate school, in part to pool resources and fund the improvement of professional legal education. The school was called the Glasgow Graduate School of Law (GGSL), and as well as a number of joint Masters programmes it hosted the Diploma in Legal Practice. The School has just recently been dissolved; but last academic year (2009–10) there were 272 students on the GGSL Diploma (around 40% of total Diploma intake across Scotland). Many, though not all, of these students had studied undergraduate law for four years, to Honours level.

The Diploma consisted of eight subjects and one option—in the GGSL we added another, namely the first in the following list:


	Foundation Course in Professional Legal Skills

	Civil Court Practice

	Criminal Court Practice

	Financial Services & Accountancy

	Private Client

	Professional Ethics

	Conveyancing

	Practice Management

	Either Company & Commercial or Public Administration2


In the later 1990s the Diploma curriculum had undergone revision by the Law Society, with the result that a number of skills were identified as being crucial to legal practice, and which had been, hitherto, not sufficiently been the focus of the curriculum. The Society was keen to see the Diploma develop from what it was before, namely yet another academic course focusing on substantive and procedural law. The Society therefore required providers to focus on a number of professional skills areas, namely:


	Interviewing

	Negotiation

	Advocacy

	Legal Writing

	Drafting

	Research3


At the inception of the joint GGSL Diploma in 1999, there were two full-time academic members of staff responsible for most aspects of course maintenance and development, supported by a secretary. By 2010 this complement was supplemented by four Visiting Professors, and concomitant increase in administrative staff. Almost all of the classes that took place on the GGSL Diploma were taught by around 150 part-time tutor-practitioners (adjunct staff). This is normal practice in the Scots Law Diplomas. However the greatest area of expansion in the GGSL was probably in the area of technology-enhanced learning (TEL). Here, we increased our staff throughout the decade from a single network maintenance officer to a Learning Technologies Development Unit (LTDU), which consisted of a learning technologies development officer, two applications developers, two multimedia and web designers as well as support staff. The reasons for this considerable increase in staffing will be explored below, as well as the effect that LTDU had upon the programme of study.

At the outset of the integration of the two law schools’ Diplomas it became clear that we required to take into account the forms of professional education at the cutting edge of other disciplines and professions, and adapt them to legal education. However it also became clear throughout the first few years of the millennium decade that more was needed than the mere integration of skills and procedural and substantive knowledge. Indeed it became clear from our own practice in the GGSL that our curriculum was dominated by a view of vocational legal education that was highly technical, narrow and with little in the way of integration of attributes, values and knowledge. We needed to rethink the ground of our theory and practice, as well as the shape of the curriculum, and the practices of individual subjects and classes. We also needed to think about pervasive values that would be cross-curricular and, following Dewey that would be foundational in the educational methods of our programme.3

Part of that initiative is described in the simulation case study below. Currently, however, the entire professional programme in Scotland has been the subject of an extensive consultation with the profession and stakeholders. The result of that consultation is a fresh approach to legal education in Scotland, one that will be implemented for the first time in September 2011. I shall describe this in the conclusion of the chapter.


Footnotes

1  In the historical case study below PEAT 1 was termed by students and staff the Diploma in Legal Practice, and it will therefore be called that throughout this chapter. The structure and outcomes of PEAT 1 differ significantly from the Diploma, as we shall see later in this chapter.

2  For more information, see Maharg 2004b.

3  For further information see Maharg 2001.

3  For more detail on this, see Maharg (2011).
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§ 9.03.   Case study 1: SIMPLE and transactional learning

Simulation can be used at any stage of disciplinary learning, but it can be especially useful in bridge passages—either the micro-transfer of learning from academic textual study to practice implementation (in a laboratory, for instance), or as in the Diploma in Legal Practice, the macro-transfer of learning from a whole programme of study, the LLB, to the workplace training of the Traineeship. We therefore designed simulations based upon typical activities that Scots lawyers would undertake in practice, and which we might reasonably expect students to be required to undertake in their Traineeships. These were designed and implemented over a period of around seven years, each year bringing on-stream a new simulation, and each year seeing revisions of already-existing simulations, based upon staff and student feedback. Figure 1 displays the simulations together with their approximate placing in the two semesters of the Diploma’s duration.

[image: ch0010-1_001.r001]

After the first two weeks of semester 1 (taken up by a Foundation Course that focused entirely on cycles of skills development in mini-transactions), the tempo of the curriculum was planned so that maximum complexity of six simultaneous transactions would occur early in the second semester, the first semester building up to this and the second semester’s work fading out to week 12. All other learning resources—webcasts (we deliberately avoided lecture series), seminars, workshops, surgeries, groupwork, individual study, for instance—circled around the transactions where possible.

Each simulation was designed as a legal transaction involving simulated clients, other lawyers, the judiciary, court personnel and other professionals—all either real or simulated. However we did not set out merely to mimic the reality of transactions—such an aim would have been relatively pointless since it is not possible (nor desirable educationally) to engage in a mimesis of reality. Instead, we defined learning from transactions as a process worthy of analysis in itself, and composed of the following features:


	active learning

	through performance in authentic transactions

	involving reflection in & on learning,

	deep collaborative learning, and

	holistic or process learning,

	with relevant professional assessment

	that includes ethical standards


Defined thus the process of learning from simulations, while grounded firmly in disciplinary praxis, becomes much more than a replication of professional legal practice: it becomes a process whereby students learn about learning in constructivist environments, and one that has a distinct history to it. A transaction was originally Dewey’s defenition of the relationship between self and the world, and our methodology, based upon Deweyan Pragmatist epistemology and care for social praxis, was deliberately modelled upon Dewey’s approach to learning in the Laboratory School and elsewhere, and the approach of subsequent educators following Dewey’s example.1

Our definition itself is a work in progress, not just because those of us involved in the transactions are constantly researching and writing about the pedagogy, but because pedagogy itself develops as curriculum and technology develops. The whole thus becomes organic and develops local expertise amongst tutors, designers and technologists. Transactional learning can lead to transformative learning, but is not a necessary precondition. It can help to integrate and interrogate values and attitudes by modelling for the learner how a professional transacts with the world, thus inducting learners into the key ethical, motivational and practice contexts of professional acting and being.

All this mid-level theory, of course, requires implemented structures. To facilitate point 4, for instance, we divided students into “firms” of four, who would be supervised in specific transactions by tutor/supervisors, but who also had a Practice Manager—a tutor who was less of a tutor and more of a life coach, trained to develop students’ collaborative skills, professional practice and ethical awareness, not just of legal codes of practice but of the developing ethical community within the firm and between firms on the programme as they transacted with each other. Each simulated firm consisted of a document store, intra-firm communications, calendar and task management applications and other PIM tools. The firms’ offices were situated in an information-rich virtual environment namely a fictional town on the web, called Ardcalloch. A typical Scottish provincial west-coast settlement, the town was represented on the web by a map, a directory, and a history that consists of an—irresistibly revisionist—account of Scottish history and Scots legal history (see figures 2, 3 and 4 below).
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But if a Geertzian localism was essential to what we were engaged in at the GGSL, it soon became clear to us that our initial software designs and implementations needed to be much more widely accessible and robust than they had been to date if our approach to simulation were to be adopted beyond the GGSL. With over £200,000 of funding obtained from JISC and the Higher Education Academy UK Centre for Legal Education based at Warwick University, therefore, we spent two years, 2006–08, re-designing the software completely, and developing SIMPLE, the SIMulated Professional Environment, which consisted of a toolset with which academics could construct complex simulations, and a platform upon which they could run the simulation with students. In the subsequent years staff from GGSL worked with UKCLE on a second project to develop an Open Education Resources (OER) web platform for the development of simulation resources, called Simshare (http://www.simshare.org.uk). All our simulations are hosted on this website now, as freely-available OER under Creative Commons licenses. SIMPLE, itself open-source software, is available free from the SIMPLE Community website http://simplecommunity.org.

It may be helpful to describe an instance of a transaction in some more detail, to give a sense of how a simulation can operate as a learning zone between students and staff. In the Personal Injury Transaction (PI), an electrician working for the University of Ardcalloch trips and falls down stairs while in the course of his employment. He wishes to claim compensation from his employer for loss of earnings and for solatium—pain and suffering caused by the injuries sustained in his fall. The virtual firms of students act for clients, either the injured claimant or the University’s insurance company. Students are asked to negotiate a pre-litigation settlement. In order to negotiate the case students need to engage in fact-finding by contacting characters and institutions within the virtual community, and pooling and analysing the information they obtain. They need to carry out legal research on issues such as liability and quantum; set out their negotiation strategy and perform the negotiation, either by email and/or through face-to-face meetings (recorded). Students practise skills they rarely have the opportunity to encounter in more conventional curricula: problem-identification and solving, the integration of different bodies of substantive legal knowledge (Tort, including liability and quantum in depth, Tax, Welfare Law, for example), the skills of negotiation formation within the transaction, specific forms of letter-writing, and time management of the transaction, negotiation performance, and client-centred lawyering.

Each year the transaction lasted around nine to twelve weeks (we varied the length according to scenario and other factors), during which time discussion forums for both sides supported students in the complex process of carrying out this legal transaction—one of our Visiting Professors, Charles Hennessy, who is a PI solicitor and who drew up the factual details of the case “blueprint”, was on both forums to answer student queries and provide information. Postgraduate students were trained to answer emails in the guise of any one of around 12 different fictional characters, and to give the appropriate information to students. They were supported by an online forum where both Charles and I were present to discuss issues of law, fact, legal procedure or educational mentoring that arose from their interventions with the virtual firms. If they wished, Diploma students could meet as a firm with either Charles or another negotiation tutor to discuss strategy and performance before they negotiate with the other side. This meeting was in effect a form of small-group, salon learning. It was voluntary; and there were no other formal face-to-face interventions in the simulation at all, apart from an introductory and general feedback lecture (students could also, if they wished, have obtained feedback on performance from file assessors at the end of the project). In this transaction we effectively abolished the usual furniture of academic learning. Apart from an introductory and a feedback lecture there was no lecture series; there were no seminars, no coursework, no examinations. The form of the heuristic broke conventional boundaries in curriculum design: the transaction was neither conventional face-to-face teaching, nor was it conventional distance-learning syllabus and interaction. The transaction was also both learning domain and, simultaneously, an assessment zone.

Transaction construction, daunting at first, was made much easier by use of the SIMPLE toolset. In the PI transaction, staff can now run any number of uniquely different transactions, based on the same underlying narrative. The differences are created by inserting key variables into the document sets (eg names, ages, wages, details of injuries, witnesses, etc) to create different sets of documentation for our firms. In addition, once an instance of this type of simulation has begun, it takes its own unique shape, based upon the factual information requested, the interpretation of that information by students, the legal research they apply to the facts, and the negotiation process itself. Plagiarism between students is simply not an issue; and at the same time we can use the cross-class similarity of the scenario as a helpful learning tool.

This is only one of a number of simulations that use the Ardcalloch environment. Students also buy and sell property over the web (Conveyancing); they wind up the estate of a deceased client who has died without leaving a will and they draft a will for the executor (Private Client); they litigate a simple debt action in the Sheriff Court (Civil Court Practice). Practice Management, a subject mandated by the Law Society, was developed as an over-arching subject where students liaise with tutors who are in effect practice managers, and therefore figures who both encourage and discipline the firm. Others are being planned, for example the setting up and winding down of a company. In each transaction students generate the case file that simulates the work that would be carried out in practice, and encounter the forms of ethical and transactional problems that could be encountered in a real transaction. The focus of assessment used in these simulations thus varies (from whole-course experience and reflection, to whole case files, to individual files, to individual clauses within a document), as do the forms of assessment, depending upon the criteria of assessment, which in turn are aligned to learning outcomes within the module. In addition some of us are planning integration of face-to-face skills assessment of events such as client interviewing and advocacy training, having recently spent the last five years developing what is perhaps a unique experiment in adapting methods of station assessment from medical Objective Structured Clinical Examinations (OSCEs), such as standardised client assessment (as in our Standardized Client Initiative—see http://zeugma.typepad.com/sci). The University of New Hampshire Law School is currently implementing a project that combines both Standardized Client approaches to learning interviewing within the wider context of SIMPLE simulated transactions.2 Similar projects have been planned and implemented at the College of Law, Australian National University.

Once the process of design and implementation has been learned, it is easy to replicate sims in future years; but the initial learning curve for staff (academic and administrative) is still steep. It involves re-considering learning and teaching at a fundamental level. In exploring the opportunities and consequences of this for ourselves, we developed a spectrum typology of categories of simulations. SIMPLE allowed us to create open-field transactions (such as the PI transaction) which are in effect powerful problem-based learning environments. But it also enable the creation of bounded-field transactions such as Conveyancing or real estate transactions, where we supply students with template documents, and the transaction is much more linear and bounded by custom and statute—see Barton & Maharg (2007) for more information on this, and Figure 5 below for more detail of the distinction we make between the types of sumulations.
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This body of grounded theory, arising from types of simulation, has its mirror in the much larger debates regarding the nature of professionalism. Simulation environments are powerful learning and testing grounds for contested concepts such as professionalism. Such concepts, deriving from research into the culture of professional activity, do not fit easily into the structures of academic assessment (Stern & Papadakis 2006). Bevis and Watson amongst many others have recognised this, and argued for a reorientation of what it means to be a professional, how we learn it, and how it is assessed. If professional education requires the development of judgement rather than the resumption of technical knowledge alone, then the enactment of judgement within highly articulated contexts becomes a valuable learning and assessment zone for professionalism. This has been well mapped by Bevis & Watson (1990), who compared a technical model against a professional model for clinical nurse education (see Figure 6 below).
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Footnotes

1  See for instance Miller (1963). For other educationalists following Dewey’s path more recently see for example Garrison (2000), Garrison & Archer (2000, 2003), Vanderstraeten (2002)

2  For more information about the University of New Hampshire initiative, see Garvey & Maharg (2010) and Garvey & Zinkin (2009).
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§ 9.04.   Evaluation

The SIMPLE software environment underwent considerable technical testing and user evaluation towards the end of the two-year project, and summary and detail can be found in the Project Report (Hughes et al 2008), on the SIMPLE Community site at http://simplecommunity.org.

At Strathclyde Law School the transactions or blueprints, as they are termed, are under constant review, as staff take account of student and tutor feedback, and add and amend features of the environment. Information about student learning is derived from three sources. The first is end-of-module student feedback, taken from feedback questionnaires, which are reviewed annually. The second is student reflective reports, which are written for a module on Practice Management, and which provide valuable insights into use of the environments within the virtual firms (Barton & Westwood 2006). The third source is occasional, small, intensive project work on student learning (for example McKellar & Maharg 2005) which has included the use of user logs and semi-structured student interviews.

With the exception of the early instantiations of the Conveyancing transactions, feedback has had high levels of approval from students. Students tell us in feedback that web-based simulations are an effective method of learning this. Expert performance in any profession requires competence in the norms and cultural practices that sustain and use professional skills and knowledge (Cheklin & Lave 1999). Thus, in the PI example above, students learn the skills of legal fact-finding (rarely a skill that is developed in undergraduate curricula), and practical legal research. They learn the structure of the transaction as it extends over time, and how they can shape that transaction. Above all they learn the practice-based ethics of pursuing or defending PI claims: who does what at which stage in the transaction, who ought to get what information from whom, and so on. Some extracts from feedback on the PI transaction show the practical nature of student learning in the environment, as they struggle to transfer academic writing skills (2,000 word essays, for instance, or 10,000 word Honours dissertations) to the difficult tasks of fact-finding and communicating with clients and others:


“I felt that one of the things we could have improved on was the checking of our correspondence before sending. On at least two occasions we had to send letters apologising for previous inaccuracies, or for mistakes to people we had sent letters to. In practice this would suggest a lack of professionalism, and would be unforgivable. It also led to inefficiency in the long run, wasting time on extra letters.”

“[. . .] if we had thought a little harder we could have minimised the number of letters we sent, by requesting all relevant information form a person in one go, rather than having to continually request further details. This was particularly true of our correspondence with [the client], and in real life I suspect that a client would get a bit impatient if he was constantly harassed for more evidence. I did feel that we all lacked a little bit of experience in such matters; knowing what to ask for and from whom, and I am confident that this exercise has helped us in that regard.”

“I found the whole experience to be extremely worthwhile. I believe it was a close as students will get to experiencing the ‘real thing’ before we commence our traineeships. It certainly taught us the importance of fact gathering before jumping in and trying to find a solution.”

“The negotiation project certainly helped focus attention on letter writing skills and general IT skills. [. . .] Furthermore, where most projects/essays in the undergraduate degree have concentrated on testing your legal research skills; the negotiation project was probably the first assignment that I have done that has highlighted the importance of fact gathering. Finally the negotiation project gave you the opportunity to participate in the whole transaction from start to finish and take pride in the final settlement that you helped to achieve.”1


Evaluation of the staff experience was important too—for example, from the staff perspective, how feasible is simulation as a pedagogy? Simulation is often dismissed, as we mentioned in the Introduction, because it is perceived to be expensive, its educational value is still questioned, and staff are resistant to the change it brings to the curriculum. The initial capital cost of creating SIMPLE was very considerable, but it is now free for institutions of higher education. The scenarios or “blueprints” are freely available also now, on Simshare, under Creative Commons licenses.2 The educational value of simulations has been proven in many other disciplines—we need to help law teachers become aware of this (Barton & Maharg 2007), and add to the literature in our own discipline. Finally resistance to change can be countered by examples of how education through extensive and deep simulation, strange and alien though it may be at first glance, can make for more effective learning, at some upfront cost in terms of staff time and effort, which has many staff benefits in subsequent years. It can also be countered by sharing resources (Simshare is one example of this), methods, forming communities of practice and the like. Whether or not alternatives will be taken up by staff is another question, of course—one determined culturally by the economics of legal education, the status of teaching initiatives relative to research, the future of tenure, attitudes of regulatory bodies and other factors. It is unlikely that simulation will become a signature pedagogy in law, at least in the short term; but it is possible that it can emerge from the shadows to offer effective alternatives to pedagogies whose hegemonic status is already eroding.


Footnotes

1  For discussion of how simulation in SIMPLE enhances ethical learning, see Maharg (2007), chapter seven.

2  For more detail on the economics of sim-build and use, see Barton, Garvey & Maharg (2012, in press).
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§ 9.05.   Conclusion

As Shulman points out, one of the many positive features of signature pedagogies in the professions is that they “connect thought and action.” The problem for legal educators, in both the US and the UK, is that in general, law’s signature pedagogy does not do this: “[l]aw schools fail miserably at this because the emphasis is so heavily on learning to ’think like a lawyer’ that the students rarely are expected to do anything” (Shulman 2005). What Shulman rightly points to has of course been highlighted many times in the legal educational literature in the US, the UK and most other Common Law jurisdictions. The twofold problem is that regulators need to act on the issue, and legal educators themselves need to resist the hegemonic power of the signature pedagogy, and the routine comfort it brings, in order to change it.

September 2011 saw the beginning of the Law Society of Scotland’s new legal educational regime. The process of review had begun with a major conference in 2004 and continued with a multi-part consultation, the drafting of learning outcomes, the formation of working parties and the drafting not just of learning outcomes but of educational guidelines as well. Amongst many innovations the Society persued, three are notable in the context of this chapter:


	The Society is taking the role not just of a regulatory body in accrediting providers of the new educational programmes, but is encouraging innovation and organic growth and the development of communities of practice among providers.

	The Society has taken as the core of its approach to ethics and education the concept of professionalism. It has defined the professionalism of Scottish solicitors by way of learning outcomes, not as narrow and technical but as grounded in democratic values, client-centred services, personal development, with commitment to diversity and public services, and trust, respect and personal integrity. The Society has aligned these to the standards of the profession, but it has taken account of research on professionalism not just in other jurisdictions but in other professions as well, and adapted it to the role of lawyers in Scotland. The process has involved a re-conceptualization of professionalism itself, whereby the organic concept becomes much more critical, and core to many activities, in academic programmes as well as work-based learning and continuing professional development.

	Transactional learning is one of the key approaches the Society encourages as part of its advocacy of active learning principles (Law Society of Scotland 2009; 2010a; 2010b).


The Society’s adaptation of and focus upon professionalism is one way of beginning to shift the paradigmatic signature pedagogy, both at undergraduate and postgraduate vocational levels of legal education. Digital simulation such as SIMPLE, while it can be of value to most stages of legal education, is a critical heuristic for the development of all three innovations. It can be used to present alternatives to the signature pedagogies of the case method in the US, and liberal law school approaches in the UK.

Above all, such simulations enable “situated learning” (Brown & Duguid 2002), which is important at every stage of legal education. Expert law practice is not merely a matter of putting academic knowledge into practice. Legal practice changes that knowledge: it has to be re-organized, in order to be put into practice, and often many different types of knowledge, problem-solving and skill have to be learned anew, learned in a different way or even forgotten. In transactional learning and SIMPLE simulations, students learn more than merely the mechanics of professional practice. They learn about the ethics, values and attitudes of the profession and its routines and ways of thinking. They also learn about their own interpersonal and collaborative skills. Extended groupwork over the course of a year, which is hardly ever practised in undergraduate courses in the UK or on JD programmes, can be an excellent preparation for professional practice when supported well within the curriculum. It can also help develop the projective identities (Gee 2003) of students and novice professionals who, at transitional stages in their career- and identity-formation, need forms of professional education that will enable not just knowledge generation or application, but action in the world.
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Over the past twenty years, technology has been integrated into the daily routine of a lawyer’s life and the management of a law practice. Trying to avoid the use of technology in practice management is not only an ignorant business decision but can even be a dangerous malpractice risk for the firm and the clients it serves. The lawyer who attempts to run a practice without knowing how to use or at least understand how other practitioners are using technology is at a severe disadvantage. Law schools prepare future attorneys to use technology to conduct research and case preparation online primarily thanks to the presence of technology vendors such as Westlaw and Lexis Nexis. Law students may be encouraged their first year to use laptops, notebooks, ipads and other wired hardware in the classroom to take notes and prepare papers. However, what is missing from most law school curricula is the use of technology that goes beyond case research and into practice management and practical application.

Many law students are passing the bar and heading straight into solo practice or small firms where they will not have the benefit of a firm IT consultant or managing partner to make decisions regarding the use of technology for law practice. There may be no firm policy about the use of social media or how to communicate with clients online. The newly minted solo or small firm practitioner may not be able to afford to hire an IT or law and technology consultant to advise on software and hardware choices. They will need to make their own technology decisions as well as establish their own best practices for the use of technology.

Aggressive marketing from legal technology vendors and freemium-model software offers may particularly appeal to the solo and small firm practitioner on a budget. These attorneys may see the cost-savings and benefits of using the technology to cut costs in their first years establishing a practice, but may not have the education needed to weed through vendor marketing to understand how these decisions can impact their practice. Many students leaving law school are comfortable using technology to communicate with their friends and family, but they are not aware of the unique dangers that the use of technology may have when used to transmit confidential client information in a law office setting.

There is a practical, technology knowledge base that is needed to ensure that our profession maintains a high standard for delivering legal services. Whether the newly licensed attorney is doing the simple task of emailing opposing counsel or is handling a matter as complex as delivering unbundled legal services online directly to clients, he or she needs to know basic concepts of technology security and management. This will allow the attorney to adapt to fast-paced developments in technology, to keep their practice up-to-date, comply with ethics rules and regulations, avoid malpractice, and provide the necessary security to protect their clients.

This chapter lists basic technology topics that should be included in every attorney’s legal education. Each topic includes a sample illustration and resources for further reading. The following topics are covered:


1)  Privacy and Online Social Networking

2)  Internet Security: WIFI, Hotspots, and Understanding How Hackers Operate

3)  Protecting Confidentiality of Client Data Online

4)  Metadata

5)  Using Social Media to Market a Law Practice

6)  Working with Virtual Paralegals and Assistants: Confidentiality and Online Supervision

7)  Behind the Scenes: SEO and the Use of Keyword Meta Tags

8)  The Life and Breadth of the Digital Footprint

9)  Management of Digital Files and Electronic Discovery

10)  UPL Risks in eLawyering

11)  Using Cloud-Based Practice Management Applications

12)  Using Technology to Unbundle Legal Services

13)  Applying Ethics Opinions to the Use of Technology
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§ 10.01.   Privacy and Online Social Networking

Jumping into online social media applications may be one of the easiest networking techniques and the first point of entry into the online world for many new attorneys. Most law students have grown up using some form of social media and are comfortable sharing data with their friends and family online. Texting and posting updates on Facebook has become a commonplace form of communication that is more favorable than telephone calls and is quickly replacing email. Drawing the line between personal and professional networking in online social environments is difficult primarily because the applications themselves were created with the purpose of sharing with as many people as possible, not limiting interaction or filtering speech. In addition, there may be third-party applications running in these social networking websites that request access to user information and contact databases. At each step, the user must consider who has access and control of the account information he or she is providing to the online application.

Before leaving law school, the student should grasp the fine nuances of how the different application privacy settings of the most popular social networking websites work. They should realize that these applications change their privacy and account options occasionally, and that the user will need to monitor his or her settings regularly as well as the content that is posted. It is imperative that law students understand that the first place they should head when joining a social media site, before posting anything online, is the settings or security option page of their account profile. While using the website for social networking, they must be wary of allowing access to their account by third-party applications unless they are certain of the application’s purpose and have researched the company that has developed the application.

Sample Illustration: A family law solo practitioner delivering legal services online joins Facebook as a way to promote his practice and to create a brand for himself. He accepts the application’s default privacy settings during registration. He allows the application to search his email addresses for contacts with Facebook accounts so that he can add them as “friends.” When setting up the profile for his law office, he clicks to accept an application in a sidebar that offers to add a feature to his page that will allow him to attract additional “friends” to jump-start his group of followers. Without realizing, he has given permission for a third-party application to control his account information which also allows access to his email contacts. With one click and without setting strict privacy restrictions on his profile, this attorney has exposed his law practice & client contacts and their email addresses as well as the attorney’s personal information to a third-party.

Attorneys might want to segregate social media sites that are exclusively for attorneys, such as Legal OnRamp or Martindale Hubbell Connected, and those that are public, such as Twitter, Facebook, and LinkedIn. While it may be safer to pose a hypothetical question about a client’s case on a site exclusively for attorneys, it is possible that posting even a hypothetical situation on a public site would run a risk that the client or a friend of the client might recognize the situation as his or her case and believe that the confidentiality of their legal situation had been breached. Understanding the intended audience and the breadth of reach over the Internet of these social media networks is critical to avoiding malpractice online. Not only does the attorney have to watch out for what he or she posts online, beginning with the initial registration process for a profile setup, but must also ensure that the privacy and account settings are in place so that none of the contacts or anyone in the public finding the profile can comment or post items that would bring embarrassment or raise a malpractice risk for the attorney.

Social media and online networking for attorneys will continue to grow even as the applications themselves evolve and change in popularity with users. Therefore, this is an area of digital communication with which law students should get into the habit of keeping up-to-date and of thinking of it in terms of best practices for their legal careers.

Resources: Black, Nicole, and Carolyn Elefant. Social Media for Lawyers: The Next Frontier. Chicago: ABA LPM, 2010; Bennett, Steven C. Ethics of Lawyer Social Networking. 73 Alb. L. Rev. 113 (2009); Dayton, Adrian. Social Media for Lawyers: Twitter Edition. Ark Group, 2009; see also American Bar Association. Social Media Resources for Bar Associations. Web. 19 Dec. 2010. http://www.abanet.org/barserv/resourcepages/socialmedia.shtml; Sanders Reach, Catherine. “A Guided Tour of Social Media.” ABA Legal Technology Resource Center , 2010. Web. 19 Dec. 2010. http://www.abanet.org/legalservices/lpl/downloads/a_guided_tour_of_social_media.pdf.
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§ 10.02.   Internet Security: WIFI, Hotspots and Understanding How Hackers Operate

Attorneys may easily get caught up in the many new technology gadgets that are available, especially mobile devices. While it may be tempting to practice law from an iPad, netbook, or other portable device, attorneys need to understand basic Internet security in order to responsibly use them to communicate with clients and collaborate with other attorneys online. A basic primer in Internet security might include such topics as how a hacker accesses unsecured data from a public hotspot and how to safely work on a wireless network.

Sample Illustration: A new associate decides to take his new netbook down to the local coffee shop to email clients and finish up drafting a brief in Google Docs. He chooses a coffee shop with free WIFI and logs on. Paying no attention to the fact that he is on a public network, the attorney uses his password and username to log into a non-secure Google application to work on a document that contains confidential client information, including an exhibit with the client’s bank account numbers. Another associate at the firm sends him a text message asking for the password to get into his computer at the office so he can retrieve a file off the desktop. The associate IMs the username and password over an instant messenging service. Finally before logging off, the attorney downloads and skim reads his email online and then heads back to the office. During the few hours that the attorney was on the free WIFI network, a local hacker hopped onto the network and was able to view everything that the associate was viewing online, including his username and password to his Google accounts. Not only did the hacker gain access to the attorney’s account, but the attorney’s email application contained many of the firm’s contacts and clients as well as the email addresses of his personal friends and family. Another attorney at the same café was able to use the free WIFI, but only used secure online applications protected by secure socket layers (SSL) so that anyone attempting to view the attorney’s actions online would be unable to do so.

A law school session on Internet security should also cover best practices for securing hardware and mobile devices as well as safe practices for using web-based or cloud computing applications. Attorneys must be able to protect their clients’ confidential information if they will be using the Internet to communicate and produce work product online. Attorneys should have a basic knowledge of the following before being entrusted with mobile devices to practice law online: encryption, secure socket layers (secure socket layers (SSL)) and https, wireless networks, remote access to firm computers, mobile device security, security of cloud-based services, VPNs, security risks on public computers and public networks, the most common online security breaches and computer vulnerabilities, enabling encryption hardware and software firewalls, password protections, and responsible disposing of hardware when upgrading.

Resources: Legal Technology Resource Center. Resources on Wireless Networking and Security. American Bar Association, Web. 19 Dec. 2010. http://www.abanet.org/tech/ltrc/publications/wirelessnetworking.html; Ries, David, and Reid Trautz. “Securing Your Clients’ Data While On the Road.” Law Practice Today (2008) Web. 19 Dec. 2010. http://www.americanbar.org/publications/law_practice_home/law_practice_archive/lpm_magazine_articles_v34_is2_pg25.html; Finkel, Ed. “Cyberspace Under Siege: Law firms are likely targets for attacks seeking to steal information off computer systems.” ABA Journal (2010) Web. 19 Dec. 2010. http://www.abajournal.com/magazine/article/cyberspace_under_siege/; see generally CERT Coordination Center. Carnegie Mellon University, Web. 19 Dec. 2010. http://www.cert.org; Internet Security Alliance, Web. 19 Dec. 2010. http://www.isalliance.org; Computer Security Resource Center. National Institute of Standards and Technology, Web. 19 Dec. 2010. http://csrc.nist.gov. International Legal Technology Standards Organization (ILTSO) at www.iltso.org (This nonprofit organization launched in the spring of 2011 to provide updated security and technology guidance to legal professionals. The ILTSO standards are accessible online and technology vendors may become “ILTSO certified” to show compliance with the standards and attention to the higher security needs of legal professionals.)
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§ 10.03.   Protecting Confidentiality of Client Data Online

Attorneys should have a basic understanding of current technology security standards and know how to stay current on this information. However, a portion of protecting a client’s confidential information online is not in the hands of the individual attorney; it is in the control of the technology provider and hosting company that the firm chooses. Therefore, attorneys also should understand the nature of the flow of information from the law firm to the technology provider to the servers housed by the hosting company and back.

The company providing the practice management technology will be set up to host the data that is put into the application in two ways: 1) it will have its own servers where it houses the data, or 2) it will have a relationship, usually a lease agreement, with a third-party provider that owns a data center where it houses the data on its servers. Most likely, the technology provider is leasing servers from one or more third-party hosting companies. If the provider offers geo-redundancy, then the law office data will be housed in two different data centers in different geographic locations. This is a safe-guard to ensure that the data will be backed up and available regardless of if something happens to one of the server locations. In order to take reasonable care to protect the confidentiality of law office data, the attorney must know how the flow of data between these parties can affect security.

Sample Illustration: An attorney would like to access case and client files online from a mobile device while on the road. He subscribes to a new software as a service (SaaS) product he finds online that seems to have most of the software features that he wants. He clicks to accept the SaaS provider’s service level agreement and terms and conditions for use of the product. However, he does not take the time to read through the agreement. The agreement does not contain data return and retention policies or explain confidentiality and access of the law office data while it’s housed with the provider’s hosting company. Eager for the convenience the service promises to bring to his practice, the attorney exports his contact database and most of his client files into the new system. One of the features of the product was daily backup of data, so the attorney discontinues his in-house backup procedure for the data that he uploaded to the application in the cloud. After three months of using the product, the attorney decides that it does not work for his practice as expected. He cancels the service and asks the provider to return his law office data so that he can import it into his previous system. Because there is no return policy in the agreement, the attorney is at the mercy of the provider to return the data. They return it a month later by mail on a DVD, unencrypted and in a non-standard file format that is not compatible with any other system in the attorney’s office. The attorney’s clients’ data has not been kept confidential through this process. If a loss of client data results or if the client’s unencrypted confidential information has been accessed by a party other than the attorney, the attorney has not taken reasonable care to protect his client’s confidentiality. He failed to read the provider’s agreement to ensure that the data would stay encrypted and that there was a data return policy that would guarantee quick return of the data in an encrypted, standard file format.

The attorney must exercise due diligence in researching the technology provider and understanding the terms of the service level agreement (SLA). They may also want to understand the relationship and review any agreement covering data access and confidentiality that may exist between the service provider and the hosting company. To protect the confidentiality of their clients’ data, the following are basic provisions that the attorney should understand before signing up with a cloud computing or SaaS provider: data return and retention policies, transferring data/compatibility issues for restoring data, backups, export features and/or offline versions of the software, third-party hosting (the relationship between the provider and the hosting company), server locations and geo-redundancy, international laws that may apply if the services are located overseas, response time of the provider and the nature of technology support, confidentiality of law office data (including, who has access, procedures for government and civil search and seizure actions, procedures for potential breach of confidentiality), and the provider’s industry reputation and infrastructure to support growth.

Black, Nicole, Cloud Computing for Lawyers, ABA/LPM, January 2012. Resources: “FYI: Software as a Service (SaaS) for Lawyers.” Legal Technology Resource Center. American Bar Association, Web. 19 Dec. 2010. http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/saas.html (containing an explanation of what to look for in a SaaS vendor as well as links to additional resources); Kennaday, Courtney. “Sample Questions to Ask Online Storage Vendors.” South Carolina Bar Association, (2006) Web. 19 Dec. 2010. http://www.scbar.org/public/files/docs/VendorQ.pdf; see also North Carolina Bar Proposed Formal Ethics Opinion 6, “Subscribing to a Software as a Service While Fulfilling the Duties of Confidentiality and Preservation of Client Property” (November, 2011), accessible online at http://www.ncbar.com/ethics/propeth.asp.
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§ 10.04.   Metadata

Metadata is information about an electronic file that is automatically embedded in the file itself. This information might include who created the file, when, and even contain tracked changes and drafts. The ABA and several state bars have issued ethics opinions discussing how metadata affects the legal profession and how attorneys should handle metadata removal and mining for metadata in legal documents. New attorneys must understand what metadata is and in which formats it exists. They also need to know how to ensure that metadata is removed from any documents that will leave their firm and how to handle metadata that may be accessible in data formats that come into the firm’s possession during the process of handling a client’s case.

Sample Illustration: A new attorney collaborates with another associate to draft a brief for a senior partner in the firm. The partner reviews the final version of the brief and makes some comments in the “track changes” feature in the word processing software. The associates review the partner’s comments and make the necessary changes to the draft before emailing the final signed brief to opposing counsel and efiling it with the courthouse. The associates failed to scrub the document for metadata before transferring the file by email. When opposing counsel receives the document, he or she is able to open it and to view the metadata which includes the senior partner’s comments about the draft. These comments reveal a portion of the strategy and reasoning taken by the firm on behalf of their client. While the state bar may have an ethics opinion stating that attorneys may not mine for metadata, this rule is almost impossible to enforce. Opposing counsel is able to use this valuable insight and changes their approach to the case to reflect their inside knowledge of the other side’s strategy. The client’s case is compromised because of the associates’ failure to remove the metadata from the document.

Even attorneys who are not transmitting documents to opposing counsel during a case may inadvertently share confidential client information with another client of the firm. Many firms reuse documents in electronic form from case to case and simply take out the names and information related to the older case and replace them with the new case and client information. However, metadata from the original document may remain. If the client is given a draft of this document in digital format to review, a more tech-savvy client may be able to see information about the firm’s previous case file.

Accordingly, it is imperative that all attorneys understand how to scrub documents of metadata before transmitting them digitally. Otherwise, the attorney is failing to do his or her due diligence in protecting the confidentiality of the client’s data. Attorneys should know how to use the methods of removing data that are found in most applications, but should also consider the services of third-party metadata removal application.

Resources: “Metadata Ethics Opinions Around the U.S.” Legal Technology Resource Center. American Bar Association, Web. 19 Dec. 2010. http://www.americanbar.org/groups/departments_offices/legal_technology_resources/resources/charts_fyis/metadatachart.html; Williams v. Sprint/United Management Company, 230 F.R.D. 640 (D.Kan. 2005) (judge held that documents requested in discovery in the case had to be provided with the metadata intact unless both parties determined that the metadata was not relevant to the case); Calloway, Jim. “Metadata—What Is It and What Are My Ethical Duties?” LLRX, 2009. Web. 19 Dec. 2010. http://www.llrx.com/features/metadata.htm (includes a list of best practices for handling metadata); “Metadata—What Every Attorney Needs to Know.” Payne Consulting Group, (2006) Web. 19 Dec. 2010. http://www.payneconsulting.com/pub_books/white_papers/pdf/PayneJuly2006ArticleonMetadata.pdf; “Remove hidden data and personal information from Office documents.” Microsoft Office, Web. 19 Dec. 2010. http://office.microsoft.com/en-us/excel-help/remove-hidden-data-and-personal-information-from-office-documents-HA010037593.aspx; See also Metadata management application for Microsoft Office and PDF. iScrub, Web. 19 Dec. 2010. http://esqinc.com/section/products/2/iscrub.html; Workshare Protect. Web. 19 Dec. 2010. http://www.workshare.com/products/wsprotect/.
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§ 10.05.   Using Social Media to Market a Law Practice

Online social media applications may be used for social networking purposes but they are also increasingly used by firms as part of an online marketing strategy. While some firms have issued prohibitions on the use of social media by firm members and associates, this practice is unrealistic given the broad expanse of social media to reach prospective clients and may even be dangerous to the firm’s reputation if its online presence is not proactively managed. Whether or not the firm wants to use social media as part of its marketing strategy, prospective clients are increasingly turning to online resources, such as rating and review sites to “shop” for legal services. A firm must be aware of how clients are seeking out legal services, but also monitor and maintain the firm’s online reputation. Rather than restrict social media within the firm, attorneys and firm members should be educated about the benefits and risks of using social media applications and a firm policy should be created to set expectations for internal and external use of online social media applications.

Sample Illustration: A law firm creates a “fan page” for the firm and invites its members and clients to become “fans” or “like” the firm’s page. A new associate at the firm had created a personal Facebook account several years before passing the bar and joining the firm. The associate also adds himself as a “fan” of the firm. Following a weekend party, the associate posts unflattering photos on his personal Facebook page of himself and friends, including another of the firm’s associates, behaving inappropriately at a party. All individuals are “tagged” in the photo. Both associates have listed on their pages that they are employed by the firm as associates, and are “fans” of the firm’s official Facebook page. Their pages also link out to the firm’s website. Several comments on the associates’ public “walls” discuss their actions at the party and refer to the photo. Both associates do not use the privacy settings offered in the application so most of what is posted online by them is public and easily found in a search for the firm’s name. Prospective clients of the firm shopping for attorneys online use Facebook as a way to find out more information about the firm and the individual associates. They find the firm’s fan site, but because of the tagged photos, they are also able to find unflattering pictures of the firm’s associates and make assumptions about the firm’s work and reputation based on the associates’ personal Facebook pages.

The line between professional and personal is often blurred with online social media. For new attorneys it is sometimes difficult to come to terms with the idea that once you have passed a state bar, you are an attorney 24/7/365. This means that the attorney must self-regulate anything posted online so that it complies with the rules of professional responsibility and does not damage his or her reputation. Before a student leaves law school, he or she should understand both how to use social media responsibly and how to use the online technology to ethically market a law practice.

Some law firms are turning to younger associates to assist in using social media for law firm marketing. This may present an associate with the opportunity to step in and take over in implementing the firm’s use of social media for marketing based on his or her experience. When managed correctly, social media in the law firm setting has great opportunity to create an online reputation for the law firm and to reach out to a much larger prospective client base than traditional marketing. It is critical that new associates know how to monitor their own profiles as well as the firm’s online reputation. Techniques, such as using Google Alerts with keywords on the firm’s name or using TweetDeck to search for mentions of the firm’s name, may also be beneficial for the associate to assist in building and managing a firm’s online presence. Students should understand how the following different Internet-based tools can be used responsibly to market the firm and for client development: blogging, website content, listservs and forums, microblogging (Twitter), social networking sites (Facebook, LinkedIn), videos (YouTube, Vimeo), slides and document sharing (SlideShare, Docstoc, JDSupra), location sharing (FourSquare), and review and rating sites (Avvo, Yelp). They must also understand how the methods must comply with state bar rules governing online attorney advertising.

Resources: ABA Commission on Ethics 20/20, Revised Proposed Changes to the Model Rules related to Technology and Client Development, published September 19, 2011 at http://www.americanbar.org/content/dam/aba/migrated/2011_build/ethics_2020/clientdevelopment_issuespaper.authcheckdam.pdf. ABA Commission on Ethics 20/20 Working Group on the Implications of New Technologies’ Issues paper entitled “Issues Paper Concerning Lawyers’ Use of Internet Based Client Development Tools”, dated September 20, 2010 at http://www.americanbar.org/content/dam/aba/migrated/2011_build/ethics_2020/clientdevelopment_issuespaper.authcheckdam.pdf. Edwards, Penny, and Lee Bryant. Social Networking for the Legal Profession. Ark Group, 2009. Web. 19 Dec. 2010; “Your Presence in the E-world: Guidelines for Ethical Marketing Practices Using New Information Technologies.” Ethics and Responsibility Committee Canadian Bar Association, 2009. Web. 19 Dec. 2010. http://www.cba.org/CBA/activities/pdf/ethicsguidelines-eng.pdf.
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§ 10.06.   Working with Virtual Paralegals and Assistants: Confidentiality and Online Supervision

Increasingly, law firms are turning to virtual assistants and paralegals. While some are retained on a project basis, other virtual assistants are employed as full-time members of the firm and work remotely using technology to communicate. New attorneys may be expected to work with a virtual assistant or paralegal on a case matter and should know how to use technology to safely manage and supervise remotely.

Sample Illustration: In an effort to cuts costs, a law firm has asked its associate to employ a virtual paralegal to assist the firm on a project basis to complete the discovery stage of a complex litigation matter. The new associate is expected to engage the virtual paralegal in the project and collaborate on the discovery process, meeting the necessary deadlines. The associate assumes that a virtual paralegal is under the same requirement as in-person paralegals at the firm to protect the confidentiality of the case matter. However, the associate does not receive a confidentiality agreement from the virtual paralegal nor does he discuss the nature of the communication between himself and the virtual paralegal using the technology. The associate chooses to use unencrypted email to communicate with the virtual paralegal, rather than a permissions-based, secure system. The details of the client’s confidential case matter are transmitted back and forth between the virtual paralegal and the associate and at the end of the discovery phase of the case, there are over a hundred unencrypted emails between the parties containing multiple copies of discovery materials and draft pleadings.

Attorneys should know how to communicate securely with virtual assistants and paralegals. Supervision of virtual firm members is governed by ABA Model Rule 5.3, but careful attention should be paid to the drafting of a confidentiality agreement that covers the use of technology to work with firm members. Attorneys need to know how to use web-based collaborative applications, such as ZohoProjects or BaseCamp, rather than relying on unencrypted email communication. Experienced virtual paralegals will already have confidentiality agreements covering the use of technology and will even have collaborative web-based spaces ready for project management. Attorneys need to be familiar with supervision of virtual firm members and ensure that these assistants have run conflict of interest checks before agreeing to work with the associate on any firm matter.

Additionally, the ABA Commission on Ethics 20/20 proposed in September, 2011 to add a clause to Model Rule 5.3 which would include any use of “Internet-based service to store client information” as nonlawyer assistance requiring supervision under the rule. Including cloud-based service providers in this rule along with virtual assistants and virtual paralegals acknowledges the increase in outsourcing by law firms. New attorneys must be prepared not only to collaborate and supervise virtual assistants using technology, but they may be required to more closely monitor any Internet-based service that handles confidential law office data, whether that is an American-based technology provider or a company overseas that is handling document review or other outsourced tasks for the firm. As these practices increasingly become more commonplace in all law firms, it will be important that attorneys understand how to use collaborative, web-based technology to effectively monitor and supervise work handled for the firm from afar.

Resources: ABA Commission on Ethics 20/20, Revised Proposal on Outsourcing, September 19, 2011 at http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20110919_ethics_20_20_outsourcing_revised_resolution_and_report_posting.authcheckdam.pdf. DeVenny, Lynne, and Vicki Voisin. “The Virtual Paralegal.” The Paralegal Voice, 2009. Podcast. http://legaltalknetwork.com/podcasts/paralegal-voice/2009/08/the-virtual-paralegal/; Poll, Ed. “Virtual Help: An Outsourcing Relationship With a Virtual Assistant Can Complete Your Team”. Law Practice Today. (2006).
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§ 10.07.   Behind the Scenes: PPC, SEO, and Keyword Meta Tags

Attorneys are responsible not only for their firm’s website design but also for understanding what is going on behind the scenes that might affect their compliance with state bar rules for attorney advertising. This includes knowledge of pay-per-click (PPC) advertising, search engine optimization (SEO), keyword meta tags, viewing the source code for the firm’s website and how these tools affect search engine rating. Most attorneys are not skilled programmers and do not know how to write code or understand how PPC advertising works to generate leads for a law firm website. Therefore, unfortunately, most attorneys rely on their website developers or online marketing service providers to know the advertising restrictions placed on the legal professional and to apply these rules in the creation and maintenance of firm websites and blogs. It is important that attorneys learn how to adequately communicate the attorney advertising requirements and restrictions to their website developers or other marketing providers if they will not be taking active control of this part of their firm’s online marketing.

Sample Illustration: An attorney hires a website developer to create a website with a blog for her practice. As part of the project, the developer mentions that he will do some SEO work on the site. Behind the scenes, the developer adds keyword meta tags to the source code for the site. These keywords include the word “specialist” and the names of competing law firms in the attorney’s state. When the search engine indexes the page, the keywords are intended to help the page rank higher, putting the attorney’s site in front of more prospective clients. The attorney does not know how to view the source code for her website and is unaware of the keywords that are used for SEO purposes. Using the keyword “specialist” is a violation of the attorney’s state bar’s advertising rules because the attorney is not a specialist in her field. By not knowing the basics of SEO and website development, the attorney is now not in compliance with the rules and regulations of the state bar.

Resources: “Issues Paper Concerning Lawyers’ Use of Internet Based Client Development Tools.” Commission on Ethics 20/20 Working Group on the Implications of New Technologies. American Bar Association, 2010. Web. 19 Dec. 2010. http://www.abanet.org/cpr/issuepaper.pdf; see also Connor Mullin, Regulating Legal Advertising on the Internet: Blogs, Google & Super Lawyers, 20 Geo. J. Legal Ethics 835 (2007). See for example, State Bar of Arizona Ethics Opinion 11-02, “Internet; Advertising; Referral Service; Fee Sharing” (October 2011) at http://www.myazbar.org/Ethics/opinionview.cfm?id=715; see also Zelotes v Rousseau et al, state bar grievances filed in each state regarding lawyers’ use of pay-per-click advertising methods, Complaint at http://www.totalattorneys.com/ethics/complaint/Zelotes_complaint.pdf, Response at http://www.totalattorneys.com/ethics/response/Response_With_Exhibits.zip, Reply at http://www.totalattorneys.com/ethics/reply/zelotes_reply.pdf and final Memorandum of Decision at http://tinyurl.com/c2kvhw6; Connor Mullin, Regulating Legal Advertising on the Internet: Blogs, Google & Super Lawyers, 20 Geo. J. Legal Ethics 835 (2007)
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§ 10.08.   The Life and Breadth of the Digital Footprint

Before entering law school, the student’s digital footprint is already traceable whether they are aware of it or not. Law firms interviewing students for potential new associates use search engines to research candidates, to verify information given to them on applications and to find personal glimpses into the lives of the individual that may give them a hint of the candidate’s personal life and work ethic. New attorneys need to understand the expanse of their digital footprint in the online world and how it can affect their law practice. The younger generation of attorneys may be more comfortable using technology to communicate online, but they are also less likely to be aware of how far reaching online actions extend beyond initial posting. Therefore, students need to know concepts such as caching and digital archiving and understand how everyone from potential employers to prospective clients and opposing counsel may access and use any information the attorney posts online over the course of their career.

Sample Illustration: A new associate becomes frustrated after a web conference with a client and makes an impulsive tweet online about the encounter. Even though the associate did not use names, the hypothetical situation was recognized by the client’s family member who informed the client about the attorney’s inappropriate comment. After calming down a few minutes later, the attorney realizes the inappropriateness of the comment and goes into his or her Twitter account to delete the tweet. However, in just a minute after posting, other followers of the attorney had retweeted the comment with their own comments, thus circulating online the attorney’s feelings about the firm’s client. The client is enraged and the attorney cannot remove the embarrassing comment. The attorney’s comment will now be saved in the Twitter accounts of each of the individuals who retweeted that comment. Comments such as this may even be pulled up by search engines later. Similarly, if that attorney had written a blog post about the client or remarks about the firm, even if the attorney removed the post from his or her blog, Google caching would most likely have saved a copy of the post which may be found on its search engine.

Law students need to understand the impact of their online actions on their future careers and the longevity of anything they post online. Additionally, they should learn how to use different search engines and other free online tools to research information online about their own clients, judges, opposing counsel and other parties involved in cases. The attorney has the responsibility to monitor their own online presence in order to control the information that may be found about them and their law practice. The attorney may also use these same monitoring methods to keep an eye on competing law firms and on issues related to their practice area.

Resources: Palfrey, John, and Urs Gasser. Born Digital. Basic Books (2008); Fertik, Michael, and David Thompson. Wild West 2.0: How to Protect and Restore your Online Reputation on the Untamed Social Frontier. Amacom (2010).
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§ 10.09.   Management of Digital Files and Electronic Discovery

Increasingly, even solo practitioners and small firm owners using a minimal amount of technology for practice management must be prepared to handle e-discovery requests. Accordingly, all practitioners should begin their legal careers knowing the best methods to manage digital client and case matters in compatible technology applications. Proper management of digital files is important not only for purposes of e-discovery, but also in terms of minimizing malpractice risk for the firm.

Sample Illustration: A law firm employs multiple software applications for case and client management and for administrative tasks. The client’s file is spread out over different systems and quickly becomes difficult to track. Certain members of the firm, such as paralegals, are responsible for handling a portion of the client’s digital file in an offline system while other attorneys access other portions of the file in a collaborative, intranet environment. Other associates in the firm also use additional cloud-based programs, such as ZohoProjects, for management of individual projects for the client outside of the firm’s file that is accessible on its intranet. Separately, the client also emails one of the associates in the firm at his or her individual firm email address which is only accessible to that associate. If the law firm is a “paperless” practice, it may not retain paper files for clients and instead scans paper into PDF format for digital, and perhaps online, storage. If an e-discovery request is made for a client’s case file that is spread across multiple applications in digital format, it may be cumbersome for the law firm to pull together the client’s entire digital file without proper management and coordination of the technology used for practice management. Likewise, if the client requests the return of his or her file, it may be difficult to replicate in digital format in its entirety and in a format that would be compatible with the software the client has available to read the digital file.

In addition to learning the basics of e-discovery, law students should understand how record storage and management requirements of their state bar must be applied to the digital version of the client’s file. Because the client’s file is their property, students also need to be aware that the client may request the return of their file and should be made aware that the return of their property may be in digital format rather than in the form of a paper file.

Resources: Barkett, John M. The Ethics of EDiscovery. Chicago: American Bar Association. (2009); Nelson, Sharon D., and Bruce A. Olson. The Electronic Evidence and Discovery Handbook. Chicago: American Bar Association Law Practice Management Section (2006); see also DiscoveryResources.org. Web. 19 Dec. 2010. www.discoveryresources.org.
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§ 10.10.   UPL risks in eLawyering

State bar licensing binds an attorney to a geographic location to practice the laws of a state. However, businesses are increasingly dependent on multijurisdictional relationships and require the expertise of attorneys who are able to serve clients across geographic boundaries. Law school students are used to communicating online across geographic boundaries using web-based applications to handle any number of needs. When they get out of law school, they may have an expectation of using the same technology to practice law online without understanding that as an attorney licensed in one state, they are at risk of unauthorized practice of law (UPL) when using certain online methods of elawyering.

Sample Illustration: After passing the bar, two new attorneys open up a virtual law firm. Both are licensed in Ohio, but one has decided to move across the Ohio River to live in Kentucky. The virtual law firm has a website that advertises that the firm’s attorneys provide trusts and estate planning for client through a secure virtual law office. However, the website is not clear whether the firm provides services pertaining to Ohio, Kentucky or both states’ laws. Prospective clients can see in the attorney bios that one attorney lives in Kentucky and the other in Ohio, but that the firm is a virtual law office. When the attorneys advertise their services, the online advertising methods extend outside of Ohio and traditional print adds targeted to Ohio residents also end up in Kentucky. Without clarification on the firm’s website or advertising that the firm only handles Ohio law, these attorneys are at risk of running afoul of other state’s advertising rules and regulations.

The firm website and any online advertising should clearly define the scope of the firm’s practices and contain disclaimers explaining the reach of the firm and how technology will be used to deliver legal services online. To help avoid UPL, any prospective clients that register with the virtual law office should receive notice of the limitations of the firm’s jurisdiction and the attorneys should be able to clearly determine whether they can work with a client based on the information provided online about the client’s requested legal services.

The convenience of delivering legal services online brings with it the increased risk of UPL, especially as more virtual law firms are established. Multi-jurisdictional virtual law firms raise additional risk of UPL as firm members may be licensed in multiple states and the online marketing strategies of these firms must comply with multiple state bar rules and regulations for attorney advertising. New attorneys intending to practice law in such virtual law firm settings must be aware of the increased risk of UPL, but even attorneys whose firms are limited to a single geographic location will most likely have a firm website that by nature of the Internet will reach prospective clients in other jurisdictions where the firm is not able to deliver services.

That said, if the firm’s website will be collecting any contact information from a prospective client during registration to request legal services or another sign-up process, there are applications such as those built into virtual law office platforms that will run a jurisdiction check on the prospective client. This malpractice check in the system may send a red flag notice reminding the prospective client of the firm’s restrictions in delivering services within their jurisdiction if that prospective client does not list their residence as within that state. The technology may also provide the attorney with an alert that the prospective client is out of state and that the attorney will need to thoroughly read the request for legal services to determine if the matter may be handled online or in-person without committing UPL in another jurisdiction.

Attorneys may also be eager to build their reputations online by joining in on online communities where the attorney may respond to general questions from the public about different areas of the law. These “expert” sites also carry the risk of UPL as the attorney may be asked a question from a member of the public who is located outside the attorney’s jurisdiction. New attorneys eager to practice law may be tempted to jump into these forums or other sites without knowing how to educate the public without providing case and state-specific advice. Attorneys should be taught how to provide general, educational content to the public while also avoiding giving specific legal advice and risking online UPL in another jurisdiction.

Other risks of UPL in other jurisdictions may come when working with virtual paralegals that may be retained to draft documents pertaining to the laws of the state where the attorney is not licensed to practice. Some firms may rely on outsourcing to provide the firm with the assembly of legal documents or other tasks. Cloud computing is often used to communicate and transfer the work product in outsourcing from the provider to the law firm. While online legal service companies, such as LegalZoom and USLegalForms, are able to use technology to deliver legal services without attorney review across multiple states, attorneys are not able to retain the services of a virtual paralegal to draft and sell to clients legal documents that are not within the attorney’s jurisdiction. Attorneys need to be aware of any rules and regulations regarding using technology to work with virtual paralegals and assistants outside the jurisdiction as well as using technology to outsource legal services. More recently, the ABA Commission on Ethics 20/20 published an Initial Resolution to Model Rule 5.5 (d)(3) published on September 7, 2011. In this Initial Resolution, the Commission clarifies Model Rule 5.5 as it relates to systematic and continuous presence and shows the Commission’s acceptance of the growth of alternative law practice structures, such as virtual law practice, and how these practice methods may face different UPL issues than the traditional law firm model. New lawyers will need to be aware of how future changes to the Model Rules and their state bar’s rules may impact the definition of UPL as it applies to more technology-based forms of law practice management.

Resources: Task Force on the Model Definition of the Practice of Law. ABA Center for Professional Responsibility, Web. 19 Dec. 2010. http://www.americanbar.org/groups/professional_responsibility/task_force_model_definition_practice_law.html; see also Marcus, Richard L. The Electronic Lawyer. 58 DePaul L. Rev. 263, 291 (2009); ABA Commission on Ethics 20-20: Initial Resolution Model Rule 5.5 (d)(3)/Continuous and Systematic Presence (September 7, 2011) at http://www.americanbar.org/content/dam/aba/administrative/ethics_2020/20110907_final_ethics_2020_rule_5_5_d3_continuous_presence_initial_resolution_and_report_for_comment.authcheckdam.pdf
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§ 10.11.   Using Cloud-Based Practice Management Applications

Law firms are using cloud-based practice management tools as a way to reduce the costs of using traditional, install systems. More clients, particularly business and corporate clientele, expect their law firm to use cloud computing both to cut the cost of legal fees, but also for their convenience. Some of the actions that attorneys need to know how to perform online include the following: calendaring and scheduling appointments with clients, time tracking and billing, invoicing and allowing clients to pay legal fees online, case and client management, sharing files with clients and co-counsel, collaborating on research and documents using online research databases, and importing and exporting data for use in multiple applications and for in-house backup and data retention.

Sample Illustration: A corporate client registers for a secure, online client account with a virtual law office. The client uploads documents for the firm to review. Throughout the duration of the case, the client is able to log into the account to review the status of the litigation, request conferences with the attorney, review the calendar for the case, and review and pay online invoices. Attorneys with the virtual law firm are able to log into their backend law office case management system to share all of the files for the case. Attorneys located in multiple office locations for the firm are able to share the case file and collaborate on draft pleadings for the case without meeting in person. The use of the case and client management system allows any of the firm’s members to access the case file and client data from the beginning of the matter through to the completion of the case. The firm’s attorneys who handle the case at trial are able to access the entire case file for the matter instantly online while in the courthouse as well as post requests for assistance to the attorneys not present at the trial who may remotely be able to provide additional research or support. The use of the web-based system to streamline the work process and assist the firm’s attorneys in collaborating on a case file cuts down on the total costs for the legal services. These cost-savings may then be passed along to the client in the form of lower legal fees.

New attorneys should expect to collaborate online with other firm associates and co-counsel whether located down the hallway or in different office locations. Many firms are making use of virtual law offices to work with clients online and to expand the reach of the firm across multiple locations. As more clients expect to work with their attorneys online, associates in firms are also expecting to have the convenience and flexibility that web-based technology and virtual law offices provide. New attorneys should be familiar with the following concepts: best practices for use of mobile devices, secure practices in online communication, the differences between current legal SaaS providers and piecemeal cloud-based applications, understand potential ethics risks involved in communicating with clients online, understand privacy and sharing settings on web-based collaboration tools, and know how to scrub shared documents for metadata when collaborating and sharing online data.

Resources: Kennedy, Dennis, and Tom Mighell. The Lawyer’s Guide to Collaboration Tools and Technologies: Smart Ways to Work Together. Chicago: ABA (2008). Kimbro, Stephanie, Virtual Law Practice: How to Deliver Legal Services Online, ABA/LPM 2010 and Virtual Law Practice blog at www.virtuallawpractice.org
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§ 10.12.   Using Technology to Unbundle Legal Services

Unbundling or limited scope representation is a growing trend in the delivery of legal services as new technologies for online practice management make unbundling easier for traditional firms. Additionally, entire web-based practices can be created providing only unbundled legal services online. Document assembly and automation programs may be used to streamline the creation of legal documents for review by the attorney. The number of online legal services companies, such as LegalZoom, that sell legal documents without attorney review to members of the public continues to grow. Solo and small firms will be competing with these companies to provide services that were once only provided in-person by licensed attorneys. Because of the convenience and cost-savings, the public demand for online legal services will continue to grow. This makes it imperative that the next generation of attorneys knows how to provide unbundled legal services online in addition to full-service representation not only from a competitive standpoint but so that the legal profession is able to ensure that online legal services are delivered by licensed professionals adhering to a high standard of providing quality legal services.

Sample Illustration: A prospective small business client consults with a new associate about drafting a complaint in a collections matter. The client has acted as a pro se litigant in the past when the company has had similar collections problems and would prefer to do so in this case with the firm’s assistance in drafting the initial complaint and providing some general guidance. To save time and money, the prospective client wants to handle the work online through the law firm’s client portal and speak with the associate online and via web conferencing only. The new associate would like the experience of working on this matter and the prospective client may serve as a source of future work for the firm. Because there are no in-person meetings required of the project, the associate assumes that the case should not require as much counseling as a typical in-office, full service representation. The associate agrees to draft the complaint for the client and proceeds in gathering the information needed to draft the document using document assembly software. The attorney files the complaint electronically at the courthouse. After filing the complaint, the associate invoices the client online and expects payment for services. However, as the case progressed, the prospective client failed to show up for a hearing date and did not file the appropriate pleadings in response to the defendant’s counterclaims. The prospective client refused to pay for the services of the firm and accused the associate of dropping the ball on the case by failing to inform the client about hearings and how to file subsequent documents. The associate did not know that it was necessary to have the client sign a limited scope agreement and simply had the client sign the firm’s standard engagement letter which did not cover the use of the technology to deliver the service or the scope of the unbundled representation. The associate failed to provide the client with appropriate checklists and instructions for following through with the completion of the legal matter and has no digital record that the client agreed to the limited scope representation. Furthermore, the associate failed to add the firm’s name to the client’s complaint even though the state bar requires that ghostwritten pleadings must make the court aware that the pleading was drafted by an attorney on behalf of the pro se litigant.

While the technology may facilitate the practice of unbundling, attorneys must also understand how to use it to instruct and guide limited scope clients as well as protect the firm from malpractice claims resulting from the failure to clearly define the scope of services. Unbundling services can offer a law firm the opportunity to work with a different client base and offer online services that may be more affordable and competitive than in-person legal services. As more online legal service products focus on creating platforms for unbundling services, attorneys, especially those in solo and small firms, will need to learn the ropes of limited scope representation in order to remain competitive with other firms and the many online legal services companies competing for DIY clients.

Law students should understand the following about unbundling: how to draft a limited scope agreement, how to define the scope of unbundled services delivered online, using document assembly and automation programs, how to compare their firm’s services with those of online legal services companies, how to create and deliver guidance and instructions for completion of the legal matter to the client, how to used fixed fee or value billing to deliver unbundled services, how to integrate unbundled services into a full-service firm by offering existing clients additional services online, and other best practices for providing online unbundled legal services.

Resources: “An Analysis of Rules that Enable Lawyers to Serve Pro Se Litigants.” Standing Committee on the Delivery of Legal Services. American Bar Association, 2009. Web. 19 Dec. 2010. http://www.americanbar.org/content/dam/aba/migrated/legalservices/delivery/downloads/prose_white_paper.authcheckdam.pdf; ABA Committee on Ethics and Professional Responsibility, Formal Op. 07-446 (2007), http://www.americanbar.org/content/dam/aba/migrated/media/youraba/200707/07_446_2007.authcheckdam.pdf; Kimbro, Stephanie. Limited Scope Legal Services: Unbundling and the Self-Help Client, ABA/LPM 2012 and ebook “Serving the DIY Client: A Guide to Unbundling Legal Services for the Private Practitioner” (April 2011) at http://virtuallawpractice.org/wp-content/uploads/2011/05/Serving-the-DIY-Client-Ebook-2.10.11.pdf.
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§ 10.13.   Ethics Opinions in the Use of Technology

While most law school curriculum includes a course in professional responsibility, new attorneys need to know how the rules and regulations are interpreted in a digital environment. Many state bars have outdated ethics or advisory opinions related to the use of technology in practice management. Attorneys will be expected to interpret and apply the existing rules, many of which refer to the use of email and websites but do not cover cloud computing or the delivery of legal services online.

Sample Illustration: An attorney decides to open a solo virtual law office after passing the bar exam. He does not have a lot of funds to get started and so goes online to search out the least expensive technology applications that will allow him to deliver legal services online. He chooses the freeware versions of a couple well-known public software companies with cloud-based products to handle the following law office tasks: store his client and contact database, collaborate and share documents with clients online, a web-based email server, and a service for online credit card payments from clients. Because these companies are well-known and used by his friends and family, the attorney does not read the user agreements associated with the free versions of the products and proceeds to place confidential law office data into these services. None of the services offer end-to-end encryption of the data stored online and none of the user agreements guarantee data return or retention nor do they guarantee the confidentiality of the data or that access is limited to the user. While they have less risk of disappearing from the scene, free and more widely used web-based products were created for the purposes of sharing with friends and family, not for their security and privacy. Accordingly, transmitting confidential client information unencrypted over multiple web-based systems places the client’s property at risk and the attorney in a position of violating ethics rules. Without knowing how to adequately research a technology provider and understand a service level agreement, the attorney has not done his or her duty to take “reasonable precautions” (Model Rule 1.6(a)) to ensure the confidentiality of the client’s property and may be in violation of the ABA and his or her state bar’s rules of professional conduct.

Attorneys should be aware that the ABA’s Ethics 20/20 Commission is in the process of researching various forms of elawyering and the impact of technology on the practice of law. Future changes to the ABA Model Rules may reflect this research and impact the ability of the new attorney to practice law using technology as state bars consider reviewing and adopting the changes to the Model Rules. Some of the current ABA Model Rules that may raise potential ethics issues when applied to the use of technology in practice management include the following: ABA Model Rules of Professional Conduct, Rule 7.1–7.5 of Professional Conduct regarding advertising of legal services, updated in 2002 to cover advertising by electronic communication; ABA Model Rules of Professional Conduct, Rule 1.18, “Client-Lawyer Relationship: Duties To Prospective Client”; ABA Model Rules of Professional Conduct, Rule 5.5, regarding UPL and multijurisdictional law practice; and ABA Model Rules of Professional Conduct, Rule 1.6 (a), “Confidentiality of Information,” in particular, comment 17 which provides that attorneys must take “reasonable precautions” to safeguard confidential information and prevent it from going to unintended recipients during the transmission. Attorneys should know how to keep up-to-date on new comments and rule changes that will affect their use of technology just as they keep up-to-date with technology & security developments.

Resources: Backer, Daniel. Choice of Law in Online Legal Ethics, Changing a Vague Standard for Attorney Advertising on the Internet. 70 Fordham L. Rev 2409 (2002); Blades, Melissa. Virtual Ethics for a New Age: The Internet and the Ethical Lawyer. 17 Geo. J. Legal Ethics 637 (2004). Kimbro, Stephanie. “Chapter Four: Ethical Implications of Cloud Computing in Law Practice” in Nicole, Black. Cloud Computing for Lawyers. ABA/LPM 2012; see generally, “Legal Ethics Blog” at http://www.legalethics.com/ and “Legal Ethics Forum Blog” at http://www.legalethicsforum.com/
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§ 10.14.   Conclusion

Law students need to have basic technology skills and an idea where technology in law practice management is heading. Reviewing the regulatory changes that are occurring in the UK and Wales and looking at the increase in outsourcing trends and the globalization of law firms will add a necessary perspective to the digital education. Document assembly, document automation, and complex knowledge management systems are all being developed to assist the legal professional in providing digital legal services. Additionally, it might be beneficial to review how other professions, in particular the corporate and medical industries, are using web-based technology to handle administrative tasks and client management. Law students should be encouraged to think about how technology can be used to create their own unique legal careers whether it is as a solo virtual practitioner or within a larger virtual law firm setting.

New innovations in the delivery of legal services will require a careful balance of cloud computing and computers with the practical skills and analysis of a trained attorney. To ignore this progress puts not only our profession at risk, but also places the public we serve at an unnecessary disadvantage. It is imperative that our newest entries into the profession not only have a strong technology background in order to adequately serve the public with quality legal services using these technologies, but also that they are eager to contribute to and embrace the exciting new directions in which we are headed.

Further resources on the future of legal services: Lauritsen, Marc. The Lawyer’s Guide to Working Smarter with Knowledge Tools. Chicago: American Bar Association (2010); Mountain, Darryl. “Disrupting Conventional Law Firm Business Models using Document Assembly.” International Journal of Law and Information Technology Vol. 15(2) 170-191 (2007); Staudt, Ron. “All the Wild Possibilities: Technology that Attacks Barriers to Access to Justice”. Loyola of Los Angeles Law Review Vol. 42: 1117. http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1543329 (2009); Susskind, Richard. The Future of Law: Facing the Challenges of Information Technology. Oxford: Clarendon Press (1996); Susskind, Richard. The End of Lawyers: Rethinking the Nature of Legal Services. Oxford: Oxford University Press (2008).
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CHAPTER 11

LAW SCHOOL RESET-PEDAGOGY, ANDRAGOGY & SECOND LIFE
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Barbara L. Bernier* & F. Dennis Green**



The greatest danger to the survival of civilization today is not atomic warfare, not environmental pollution, not the population explosion, not the depletion of natural resources, and not any of the other contemporary crises, but the underlying cause of them all—the accelerating obsolescence of man (sic) . . . The only hope now seems to be a crash program to retool the present generation of adults with the competencies required to function adequately in a condition of perpetual change . . . This is the deep need—the awesome challenge—presented to the adult educator by modern society.

Malcolm Knowles



Footnotes
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§ 11.01.   Introduction—The Mechanical Versus the Digital World

To consider the nature of the industrial revolution is to acknowledge the lasting impact of man’s adaptation to the machine. The machine through the human operator produced uniform, rote tasks in isolation which in turn produced goods at optimal mechanical efficiency. The operator followed the machine’s rhythm with little control or input over the machine’s process. However, changes in technology, especially during the last two decades, have forever changed the concept of the human’s interaction with the machine. Now in the twenty-first century digital world where the rustbelt factories are quiet, ‘goods’ are produced more through mental processes and thus, the human is central to the technology. This new interaction enables humans to shed the isolation of the prior machine age and foster collaboration to design and then refine ideas.

The resultant success of companies like Google, Apple, Groupon, and Facebook is not surprising. These new, 21st century corporations integrate the concepts of today’s digital, interactive education which invites collaboration and creativity. Conversely to the extreme, the function of the current law school educational environment is akin to machinery of the past century, emphasizing isolation masked as individuality. American law firms are increasingly confronted by outsourcing and global competition heretofore unheard of and as such, it is incumbent on the law schools to facilitate change via technology. Therefore reforming legal education is pivotal to afford American law students the opportunity to be creative and collaborative in their work as ultimate legal knowledge managers.

Part I of this essay raises questions regarding pedagogy as the touchstone of legal education and discusses the need to take a different view by adapting relevant education theory and technologies as starting points that precede the broader discussion of curricula and skill set changes. Part II offers a collaborative model using andragogy as the focus for a clinic that adapts simulation principles to a technological model known as Second Life.
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§ 11.02.   Law School Reset—Pedagogy v. Andragogy




[1]   Challenges to Legal Education



Is the current law school structure functional as an educational model in the 21st century? Do tuition increases, economic downturns and obligations to maintain pace with technological advancements create too much strain on precious resources? Even though students are technologically competent on arrival, many law schools persist in refusing to embrace the same technologies, which are increasingly essential to the training of new lawyers. The minimum standard for most law schools is a website, wireless access and other general computer assistance that serve to display an undeserved technological prowess. Beyond these low standards, there is a very high degree of resistance to incorporate technology into the classroom.1 This phenomenon is likely attributable in part to American Bar Association accreditation standards that emphasize preparing students for ‘real-world practice’ of yester year rather than encouraging law schools to adopt more creative, innovative teaching technologies in order to train better educated lawyers.2 This is underscored in the tradition of law school teaching that operates out of a pedagogically–focused educational model where the professor is the font of legal information rendering the student an inconsequential target in the learning process. As more students come to law school after other graduate experience, a career change or from colleges where they used technology as a primary tool, it is foolhardy for law schools to ignore the rapid change that technology has facilitated on so many forms of education even to the United States Supreme Court.3 Moreover, today’s lawyers must be conversant not only in technology used by courts for such things as e-filing a complaint or requesting e-discovery, but they must also be technologically savvy in other tasks that are commonplace today such as webinars, the growing use of SKYPE and perhaps working with lawyers who operate in virtual offices.4

For purposes unrelated to legal education and useful only as a nod to tradition, law schools purport to make every student ready for practice via their pedagogical stance;5 where the professor is active and the student is a passive recipient. In fact many law professors simply parrot their own law school experiences, rather than taking into account the educational, experiential and learning differences in the students they teach. The concept of andragogy6 and learning theory7 is absent in law school classrooms because their tradition is committed to the Socratic methodology. For more than a century this was effective because classes were smaller and had a homogenous population. However, as the years passed, so too did effectiveness because the classroom population changed in significant ways. Student bodies diversified and factors such as economics, education, gender, race, ability, sexual orientation, religion, and especially diverse learning styles8 became important considerations. Law schools must initiate changes by acknowledging changes in demographics, educational institutions and society as a whole to accurately address the needs of today’s law students. Additionally there must be acknowledgement that the Socratic Method is not sacrosanct and should be reevaluated for its impact on the classroom. Although it may be a difficult task, if entire faculties participate in institution-wide assessment and retooling of teaching and learning, they may well generate enough momentum to ensure success. A new teaching environment could offer junior law teachers the freedom to explore new technologies without placing themselves at peril given the hierarchical nature of the legal academy.

Can the American law school structure survive as an educational model in the twenty-first century against a backdrop of tuition increases and severe economic downturns? Most entities, whether they are public or private, can successfully coexist with the obligation to maintain pace with technological advancement. Will the law school continue to hold back on real compliance and comport minimally even though students are tech savvy and expect to utilize those skills? Every law school has a website, wireless access, and other computer assistance that they offer as an outward display of technological prowess. Many of these minimal claims fail to be incorporated into the classroom even with support from the law faculty and their recognition of the importance of technology as an essential component to help them train new lawyers. The American Bar Association accreditation and reaccreditation processes send a message that the status quo is acceptable when in effect it creates law schools with educational cultures of malaise, thus suppressing creativity and innovation. This is underscored in the educational foundation of law schools that operate out of a pedagogically–focused educational model.

The result is a law school tradition that is no longer useful to this generation of students. Those law professors who critique process and method are often ridiculed as not wanting to be rigorous and resorting to commentary like ‘if it was good enough for Langdell it will continue to be good enough for the new legions of lawyers.’ The dilemma has a primary, wide angle focus—how can innovation retool legal education partnered with the goal of relevance to society and to those who come to learn the law?






[2]   Technology Across the Academy



Medical and business schools (who also incorporate the case method but in a very different fashion) use innovation in part to direct and guide their students. In those educational institutions, technology drives the mission, connecting students into their familiar technological world and vastly increasing access to information. Today many colleges require students to participate in online (distance) courses.9 Economic downturns and the realities of building expenses to accommodate more students have merged to create a perfect situation for undergraduate colleges to be more creative in the use of technology. In fact, some colleges use the internet as an efficient cost limiting method to increase course offerings to their students which alleviates the financial burdens associated with building additional classrooms.10 However, there are few law schools willing to venture into distance learning and in fact only one state, California, has recognized and accredited one online law school and allows their graduates to take the state bar.11

Meanwhile undergraduate institutions, business, and medical schools are actively integrating technology into classroom settings. However, law schools lag behind in adopting this technology. It appears that law schools are hamstrung by two forces: 1.) the law school’s 130 year old Langdellian case model pedagogy (rather than andragogy which focuses on adult learning) creates the law school culture of singularity and competitiveness, which thwarts the possibility of collaboration and cooperation and 2.) ABA accreditation policies are very cautious to allow new technology that would enable law schools to expand their educational power outside the brick and mortar enclaves. Thus, this mindset hinders law schools’ ability to utilize technology in a way that would create innovation in the classroom, address the issues of adult learning and create an atmosphere where student’s comfort with and creative use of technology are encouraged rather than suppressed.

Therefore, distance learning is a viable option that melds well with globalization by removing the college walls and releasing education to extend far beyond the physical capacity of the nineteenth and twentieth century traditional university. Incorporating distance learning courses into law schools would create opportunities to reach potentially greater numbers of students from around the world.12 Distance learning creates the opportunity for universities to be nimble in providing courses and programs while utilizing the expertise of faculty to a wider educational community. Incorporating technology into the law school curriculum will also allow law students from around the world to communicate efficiently, enable access and foster intellectual interchange.






[3]   A Tale of Two Methodologies



Christopher Columbus Langdell revolutionized legal education 130 years ago with the introduction of the case method. Though medical and business schools also use this methodology to train prospective business leaders and doctors there are two distinct differences: 1.) the medical and business models are collaborative, simulating the way that individuals work on real world problems and 2.) medical schools have added a holistic component to provide greater understanding of a patient’s family, employment, and overall personal issues that impact the patient’s health. These additional investigations aid the team in medical diagnosis.

The legal model however is devoid or perhaps indifferent to the underlying problems confronting individuals whose issues may have policy, economic, social, or political underpinnings. Thus, the law school classroom mimics the court. The judge or professor is the final arbiter who makes decisions based on facts and the application of a legal principle to those facts. Judges are often stymied to change the law because of the role of the court as the adjudicator and not the problem solver. The judicial refrain is that judges are not in the business of making law but are there to adjudicate the facts. Thus, this claim makes the legal system and the practice of law rigid and tedious.

Technology can bring more law schools into the mainstream of education theory and technological advancement. Advances in technology have forced a shift in higher education delivery methodology. Thus those institutions who fail to keep up with the educational needs of a diverse student body will not attract the best and brightest. The advances made in technology present a unique and exciting opportunity to teach professors new skills that will enhance the learning environment for students. Law schools must move teaching from the front of the classroom to all corners of the classroom. There can no longer be a “Jacob’s ladder, Amy’s web” distinction in legal education.13 Teachers and students are the web that connects us educationally and technologically. Technology in the current educational market forces law schools to revisit curriculum design, examine educational theory, and most importantly, construct the bridge between the classroom and the workplace.

As Tom Friedman has stated so eloquently, the world is “flat.”14 Law schools can no longer maintain indifference to the growing influence of technology. Law schools must become dynamic, nimble, and competitive institutions in order to attract the best students. Technology enables educational institutions to become better. The law school must create a more dynamic system adopting similar techniques from medical and business schools where students are collaborators in the educational experience.

Perhaps there is no better place to illustrate this model than in the area of clinical education which has traditionally been viewed as a collaborative yet single subject experience. We offer a different spin to that concept employing the Second Life model as the basis for collaboration in the learning process.






[4]   Second Life: The Clinical Offering



In looking at the vast impact that digital technology and virtual learning environments have had upon university education through online education tools such as, Moodle,15 Sloodle,16 Second Life17 and other interventions, there has been little adoption of this technology in the legal academy. This is in sharp contrast to other forms of graduate and professional school education such as education,18 medicine,19 and business.20

However, despite reluctance on the part of the law school accrediting body, the American Bar Association and many of the law schools, the demand for incorporation of these digital interventions will most likely be adopted by the legal academy due to pressure from the succeeding classes of students entering law school from undergraduate institutions which have been utilizing virtual learning environments for years.21

After the law schools embrace this technology, it will then become a question of whether the entrance of increased virtual learning environments will hurt or help legal education. There are many law professors who are against digital technology being introduced into the law school learning environment.22 For example, they ban laptop use in the classroom and resist using TWEN in their courses. Their rationales are that such technological interventions simply distract the students from learning and thinking about the course material. They point to the students playing card games or checking their email during class as examples of why computers shouldn’t be allowed in the classrooms. “If they didn’t have computers they wouldn’t be so tempted.” Students who use TWEN or class listserves to ridicule a class member (or even worse, the teacher) are used as justification for not incorporating this technology into law courses.23

However this doesn’t take into account the law students as adult learners and the research of andragogy theorists.24 Rather these assumptions about law students operate out of a pedagogical mode, treating them as adolescent learners, with the teacher operating as the only information bearer in the room. The pedagogical model doesn’t necessarily take into account learning styles and reduces the legal classroom to a teacher-centric experience. Recognizing the law students as adult learners and learning the differences inherent to this type of student will provoke many law professors to consider other teaching methods for their courses, including technology interventions.

However technology which is brought into the academic environment ineffectively can do more harm than good to the educational experience.25 The professor needs to plan thoroughly and to possibly consult and work with the technology experts at their university in order to develop the most effective use of technology in their courses.

There are a number of benefits to be found in the introduction of technology in legal education. A greater level of engagement is found, with a broader capacity for the student to access methods of complementing their learning style to the teacher’s teaching style.26 This is of particular importance when the two are at variance. For example, a teacher who uses primarily a lecture style of presentation may not be effectively reaching students whose learning style is primarily visual. However, should the teacher incorporate visualization of the material (such as film clips or Prezi-type presentations) into the course or make such materials available on a website, this will provide the student access to materials which will increase his chances of learning the material more effectively.27

Another method of introducing technology into the law classroom is through the use of virtual simulation learning environments. These learning environments, conducted in virtual settings can be constructed to affect the exposure of the students to work experiences and environments which would not normally be possible in the real world of the law student. For example, a law student interested in international law but studying in Utah, can have the experience of working in a Hong Kong or New Delhi law office effectively and authoritatively constructed in a virtual environment such as Second Life. This interface between professional education and virtual learning environments is widely used in medical and business education.28

Due to the widespread use of this type of technological intervention in business and business education, it might appear that the business area of legal education would be the most logical beneficiary of this educational trend. Therefore, will other areas of the law, such as legal ethics, poverty law, or other social justice oriented courses have an opportunity to be participatory in the use and development of this educational technology?

There is a very bright prospect for the development and use of virtual educational environments in non-business areas of the law school curriculum. With the commitment of law faculty who teach in some of these non-corporate areas of legal education to engage and develop relevant virtual curricular material for their law students, this potential digital divide in the curriculum will be averted. An example of how such a course can be developed in a non-corporate area of the law school curriculum follows below. It is a model for a legal clinic operating within the area of art law. However, in order to show the broad applicability of the virtual educational environment to many areas of legal training, the problems confronted by students in the clinic involve issues of Copyright Law, Trademark Law, Business Law, Family Law, Immigration Law, Criminal Law and Landlord-Tenant Law.
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§ 11.03.   The Virtual Law and the Arts Clinic—A Case Study

This pilot project has been developed at DuBois University29 and is a joint venture between the School of Law, the School of Engineering and Computer Science, and the School of the Arts.

Professor John Smith of the School of Law will supervise a group of four law students, who will spend a semester working with clients in a virtual law clinic. The clinic will be a series of weekly virtual meetings taking place in the virtual community of second life utilizing avatars.

The clients will be portrayed by volunteers from the graduate program in acting in the School of the Arts who will improvise their parts based upon previously developed scenarios.

Syllabus

10 weeks of two one-hour meetings per week









	
Week One

	A. Orientation



	 
	B. First Meeting with the Group



	
Week Two

	A. Group: Major Issues in a performance group



	 
	-Business Form- (Partnership, Corp. or LLC)



	 
	-Ownership of name-IP-trade name



	 
	-Group Partnership Agreement



	 
	-Copyright of group’s music



	 
	B. Four Law Students’ Analyses



	
Week Three

	A. Managers, Agents Agreements



	 
	B. Four Law Student’s Analyses



	
Week Four

	A. Performance and Recording Companies



	 
	B. Four Law Student’s Analyses



	
Week Five

	A. Client One (Danielle), Housing




	 
	B. Law Student Steven’s Analysis



	
Week Six

	A. Client Two (Mark), Criminal Law




	 
	B. Law Student Baldwin’s Analysis



	
Week Seven

	A. Client Three (Tony), Immigration Law




	 
	B. Law Student Castillo’s Analysis



	
Week Eight

	A. Client Four (Lupe), Family Law




	 
	B. Law Student Baldwin’s Analysis



	
Week Nine

	
Final Presentations




	 
	A. Law Student Steven



	 
	B. Law Student Baldwin



	
Week Ten

	
Final Presentations




	 
	C. Law Student Castillo



	 
	D. Law Student Osborne







The Client

The client is a group of four performance artists who work together as a group called Impact. The group members are Danielle, Lupe, Mark and Tony. They have been working together for two years, since their senior year at New York University. They all continue to live in New York City.

The group recently made a performance video in which they sang an acappella version of “Ain’t No Mountain High Enough.”30 The performance was so dynamic that it received over 300,000 hits on YouTube within three days. Music agents and managers have been reaching out to them and they wish to capitalize on the wave of popularity. They have set up this series of meetings with the Virtual Clinic in order to get the best information possible for their group’s future.

As a group, they have very little knowledge about the business side of the music industry, however they are eager to learn. Furthermore, each member of the group has a personal legal issue which they also seek help with from the law clinic.

Danielle—She grew up on 145th Street and Riverside Drive in the Harlem section of New York. It was a large, four bedroom apartment, which her grandparents had lived in since 1952. During her first three years at NYU, Danielle had lived in the NYU dorms. In her senior year, her grandmother had gotten ill, so Danielle, as her last living relative, moved back home to take care of her. Three months ago, her grandmother passed away. The owners of the building have begun pressuring Danielle to move out of the apartment, claiming that she is a squatter. However Danielle grew up in the apartment, and considers it home. In truth, the landlord is eager to move her out because the rent that she pays, due to her grandmother’s time in the apartment is $450 a month. If the landlord could move her out and raise the rent to the market rate, they could charge $3,000 a month.

Law Student Raymond Stevens will work on Danielle’s case.

Mark—He grew up in Chicago and came to New York to attend NYU. Besides his interest in the performing arts, he is also a very committed political activist. In his senior year, he participated in a protest at the UN building, which resulted in his being arrested. Due to his unwillingness to follow his first attorney’s advice, Mark refused to accept a plea bargain. He fired his attorney, who still got him a postponement for the trial. He is facing criminal charges and needs legal help.

Law Student Allison Baldwin will work on Mark’s case.

Tony—He came to the United States in 2004 on a six-month tourist visa from Australia and stayed in the country illegally after it expired. He developed a new identity and by 2005 he had won a scholarship from the Westover Foundation and admission into the NYU Tisch School of the Arts class of 2010. Tony is concerned about his immigration status.

Law Student Sonia Castillo will work on Tony’s case.

Lupe—She grew up in New York. She was married at eighteen and had a child the following year. Within two years she was divorced from her husband. However she won a scholarship to attend NYU and began college. The court had given custody of their son to her, however a year later, due to the pressures of working and attending classes, she decided to allow her recently remarried ex-husband to take primary custody of her son until she graduated. Now that she has graduated, Lupe’s ex-husband refuses to return her son to her custody.

Law Student Brad Osborne will work on Lupe’s case.

Faculty Participants:

Professor John Smith, Law (Entertainment Law)

Professor Teresa Martin, Law (Housing)

Professor Elena Otero, Law (Immigration)

Professor Robert Turner, Law (Criminal Law)

Professor Charles Martin, Law (Family Law)

Professor Julia Williams, School of the Arts (Live Action Director)

Professor Charles Davis, School of Engineering and Computer Science (Second Life Supervisor)

Law Students:

Raymond Stevens

Allison Baldwin

Brad Osborne

Sonia Castillo

Impact Cast:

Sandra Ray (M.F.A. Candidate)—Danielle

Alicia Colon (M.F.A. Candidate)—Lupe

Ralph Nichols (M.F.A. Candidate)—Mark

Scott Griffith (M.F.A. Candidate)—Tony

Technical Crew:

Camera—James Carter

Audio—Linda Stewart

Video—Cynthia Morgan

Machinimist31—(Lowood) Dr. Toru Oki

This project is designed to engage the participating law students with a dynamic and engaging interactive learning experience designed to challenge their analytical and informational skills in multiple areas of the legal curriculum. The client narratives will be based upon the scenarios created in advance and performed as improvisations with the law student interviewers. The client cases can be handled by individual law students, as described above, or the cases can be handled as group assignments. The objective of this project is to provide the law students with a clinical simulation that can provide an enhanced educational and experiential learning experience due to it being conducted in the psychologically-engaging environment of the online virtual world.


Footnotes

29  DuBois University and the names used in the Virtual Clinic are fictitious.

30  Copyright © 1967 by Jobete Music Co., Inc.

31  Machinima is real time, 3D animation filmmaking, sometimes utilizing 3D game engines. Lowood, Henry. “Found Technology: Players as Innovators in the Making of Machinima.” Digital Youth, Innovation, and the Unexpected. Edited by Tara McPherson. The John D. and Catherine T. MacArthur Foundation Series on Digital Media and Learning. (Cambridge, MA: The MIT Press, 2008): 165–196. doi: 10.1162/dmal.9780262633598.165.
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§ 12.01.   Introduction

We will go out on a proverbial limb and predict the widespread adoption of digital lawyering by the legal profession and large swathes of its increasingly fastidious client base. The cost savings of a brick-and-mortar-less practice alone practically assure its embrace.1 Because of our role as legal educators, we believe we inherit a set of societal and professional obligations to render this embrace less impulsive, less reckless, less romantic. And fortunately, that role grants us a strategically well-placed position from which to intervene pedagogically in just those ways. Bringing critical legal gazes to bear on this latest salvo of technological temptation will require extraordinary efforts, however. Digital lawyering, like most other forms of technologically enabled, -underwritten and -underwriting activities, carries such a culturally coherent valence that even benign criticism has to anticipate suspicion and scrutiny.


Footnotes

1  See Stephanie L. Kimbro,”Title of Chapter 1,” in Virtual Law Practice. (Chicago: American Bar Association, 2010) page numbers 8–9.
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§ 12.02.   Critical Hurdles

The American lawyer inclined to criticize technology in any substantive sense is confronted with a dynamic, difficultly-traversed space of obstacles. To begin with, her society’s culture is profoundly technophilic. Whether railways, radio, nuclear energy or nanotechnology, new technical powers are almost always heralded as a—and here we follow David Bowie’s terminology—Saviour Machine.1 Such extreme technological enthusiasm is a perennial strain of American culture. A mix of technological determinism, utopianism and prophecy, it has tended to depict powerful technical innovations as inevitable, even when those innovations are nascent or inchoate.

Since technology criticism is quickly conflated with full-bore anti-technology sentiments, it tends to trigger a repulsive reaction as it brings to mind the widespread suffering that would surely follow any immediate relinquishment of technology in the modern world. The critic therefore finds herself on the wrong end of an imaginary morality debate. Technology enthusiasts have even argued that technological innovation must be supported because of its importance to the project of self-realization of individuals who will be born in the future.

She is also likely to encounter commonsensical rebukes based in the contradictory yet widely held beliefs that technological artifacts, devices, and systems are merely tools (we choose to use them or not; we pick them up, use them, and then put them down again), and that technological development or change is inexorable—something between a cosmological force and species imperative in terms of its amenability to being bucked.

Perhaps out of an arguably appropriate taste for efficiency, instead of describing the technology critic as an anti-American, immoral blockhead, the social forces toting the banner of technophilia resort to labeling our technology critic with a connotatively rich yet concise term: Luddite.

If we’re correct, however, much rides on the success of her navigation.

Technologies are not neutral artifacts. They change our world. They change our ability to act in that world. They change our perceptions of it and ourselves. Our technologies are effectively material constitutions. In a world increasingly shot through with artifice, dependent on complex techno-social configurations, awash in arcane scientific knowledges—in a technoscientific civilization, we might simply say—legal analysis and scrutiny, broadly construed, are indispensible. To be sure, so are the contributions of other actors—social movements, civil society organizations, artists, business enterprises and users/consumers of technological innovation, a list of them might commence—2 but the legal profession will need to contribute singularly. No other social force is tasked with guarding, cultivating, and refining so many of society’s most deeply held and codified values. And the singularity of this duty takes on an even greater importance when, as in the case of digital lawyering, the technological developments are to be introduced into the heart of legal practice.

In acknowledging this obstacle space and the necessity of its successful traversal, the educators of digital lawyers will need to become cultural heretics; tempering technophilia amounts to nothing less. And, at a minimum, such heretical work seems to call for a curriculum that aims to turn down the high wattage romanticism of technoenthusiasm, and for the development of methods for monitoring the effects of the embrace of digital lawyering by the profession, its collective client base, the legal academy and the public at large.


Footnotes

1  See David Bowie, “Saviour Machine,” from the album The Man Who Sold The World. (Mercury Records, 1970).

2  See Duguid and Brown, A Response to Bill Joy and the Doom-and-Gloom Technofuturists in Albert Teich (2003), Technology and the Future (9th Ed.).
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§ 12.03.   Curricular Interventions




[1]   Introduction



Alongside the traditional fare of coursework, the digital-lawyer-in-the-making will likely study subjects not currently taught in more than a small fraction of law schools. Document automation and document modeling; HyperText Markup Language, Extensible Markup Language and Resource Description Framework query languages; “artificial intelligence” and expert systems: all of these forms of coding and exploiting code will arguably become areas of sufficient concern to win them prominent places in concentration clusters. As critical as these and other areas of technical skill will be to matriculating the digital lawyer effectively, we believe that alone they cover only the thinnest prerequisites to this new form of practice, and that in isolation they will fail to thoroughly consider the ethical, professional, and societal implications of their use.






[2]   The Digital Divide(s)



Some ethical issues may be more or less easily introduced into the new curriculum due to their resonance with technology assessment literatures already familiar to the legal community. Take, for example, the digital divide.

Initially coined to describe disparities in information technology access on the bases of race and ethnicity, age, gender, education, and socioeconomic position, the digital divide may be presently more usefully understood as a concept describing different types and regularity of use.1 Certainly, there is strong evidence that formerly large gaps (say between black male and white male users) have shrunk considerably.2 The less well-educated, the poor, the rural dwellers and the elderly, though, continue to access the internet and information technologies at rates considerably lower than those with advanced degrees, urban or suburban household with incomes above $50,000, and those under the age of 50. Accordingly, to the extent that the digital lawyer communicates with her clients using the Internet, contrary to the assumptions of some of her advocates, lack of access to justice may not be so much alleviated as shifted from certain slices of society to others.






[3]   Complexity



Since incorporation of digital lawyering into traditional firms will necessarily involve the modification of services offered (if only in the form of their delivery), increases in complexity of legal practice will likely become an issue of study. The managers of firms understand the direct correlation between increased rates of indigenous innovation and profit margin-reducing complexity.1 Beyond a certain threshold, the adoption of new technologies intended to increase profits or render day-to-day activities more efficient may even lead to complexity-induced organizational collapse.2

But complexity will also pose possible ethical issues.

Will the digital lawyers’ systems generate legal products or modes of client interaction that will be overly complex? Presently, lawyers seem to use the term “artificial intelligence,” or “A.I.,” mainly to denote expert systems based on decision tree algorithms, as opposed to neural networks or other computational models and forms of machine learning theoretically capable of performing analogical reasoning.3 But even simpler types of learning machines or code used to service clients of the digital lawyer could increase complexity in troubling fashions.

For example, in either the legal product or its conveyance, digitalization could force practitioners to consider whether what they provide their clients and how they provide it constitute barriers that do not presently exist in conventional attorney-client exchanges. The American Bar Association’s Model Rules of Professional Conduct presently contemplate situations in which a client becomes impaired, and stipulates a lawyer’s duty.4 But what duties will be owed if a client does not experience diminished capacity, but rather finds their cognitive capacity overly taxed by the legal product provided them?






[4]   Service Biases



Another possible ethical issue will be the skewing of digital lawyering towards relatively more crunchable problems and legal issues. Certain areas of legal practice (say, patent drafting and prosecution) will certainly be more amenable to virtual interaction between practitioner and client than others (consider mediation or advisement-based service, given the incentive to unbundle legal services that digitalization is likely to provide).1 To a significant degree, the digital lawyer may become machinic: he may experience a kind of gravitational tug towards types of practice and specialties that is a function of the technologies he uses rather than his own choices or the needs of his community.






[5]   Technological Legislation



Digital divides and increased complexity of attorney-client interactions represent problems amenable to at least partial solution without any necessary recourse to any genuine critique of underlying technology: if the poor, elderly rural-dweller lacks adequate access, then we supply need to extend the network to them and reduce the use costs; if legal products are likely to become increasingly complex as digitalization takes hold, then we can modify our professional codes accordingly or dis-incentivize the unbundling of services provided by virtual lawyers. Machinic counseling, however, suggests a different order of problem. The code that enables the virtual lawyer to service clients at a remove, also effectively biases that service to a particular set of legal problems and concerns. Traditionally lawyers have exercised their own agency to determine what type of law they would practice, and what type of legal issues that practice would focus on, and equipped themselves accordingly—with relevant study, licensing, staff and so forth.

The possibility of machinic counsel, however, reverses this arrangement, for now the virtual lawyer’s equipment (and particularly, his enabling code) at least partially determines what work he can take on: the means of his work, in this hypothetical situation, would seek to dictate his work’s ends. In our opinion, this type of technological legislation should constitute the gravitational center of any critical approach to the education of the digital lawyer.1

Respecting the time and disciplinary constraints of law professors and their students, in the remainder of this section, we will briefly discuss three different possible supplements to the likely virtual lawyer curriculum mentioned above: the New Chicago School style of jurisprudence, the study of persuasive computing known as captology, and science fiction coupled with its best criticism. Ideally, each of them would be incorporated into curriculum. Time, student tolerances, and pedagogic goals, of course, will in many cases lead professors to selectively sample them.






[6]   New Chicago School



In a 1998 article, Professor Lessig proposed a then new approach to studying and effecting regulation, dubbing it “The New Chicago School.”1 Somewhat mischievously, his program was cast in contrast to what he called the “Old Chicago School,” a precedential program that took the realization that law alone does not regulate as the basis for arguments against law participating in regulation at all. The New School acknowledged other regulatory forces also, but instead recognized them “as additional tools for a more effective activism,”2 a more powerful form of regulation.

The New Chicago School can be understood essentially as vectorial governance. Four different types of constraints on behavior—Lessig refers to them as modalities of regulation—3 are brought to bear on a target of regulation, summing up to a net force in a fashion analogous to that of vector summing as taught in a physical science textbook, or observed on a billiards table.

A regulator can turn to law, which the program encourages us to understand in a classical Austinian sense (a sovereign’s order coupled with the promise of punishment if a subject refuses or fails to obey): “Laws tell me not to buy drugs, not to sell unlicensed cigarettes, and not to trade across international borders without first filing a customs form—all this with the threat that if these orders are not obeyed, I will be punished.”4

The New Chicago School approach also tells us that markets have regulatory power. Through dynamic pricing systems, market forces partially control what subjects can and cannot do, by determining what they can and cannot afford.

Likewise, norms represent an effective form of regulation. A subject community poopoos, ignores, and valorizes different types of behavior. Distinct from legal and market forces, constraining norms function through community enforcement; they say “[you] can buy a newspaper, but cannot buy a ‘friend’.”5

For our purposes, it is the fourth form of regulatory power—Lessig refers to it as “architecture”—6 that is most important for digital lawyer education. Aspects of the material world, in its given or “natural” state, and in its artificial aspects, also govern. “That [we] cannot see through walls is a constraint on [our] ability to snoop. That [we] cannot read your mind is a constraint on [our] ability to know whether you are telling [us] the truth. That [we] cannot lift large objects is a constraint on [our] ability to steal.”7

Much of the now classic cyberlaw literature will be useful to thinking through and ultimately contouring our curriculum, but Lessig’s early works are of signal value for their thorough consideration of technological legislation.8 In them the built world is conceptualized as a collection of constraints, as a congress of demi-legislative artifacts that can be more efficacious than law in certain circumstances. “Code”—the chips, the fibers, the terminals, the hard drives, the servers, the routers, and certainly the software—enables our networked world at the same time that, in its design, it regulates that networked world, and so will also regulate digital lawyers.

Lessig’s is arguably the clearest, most provocative and fruitful contemporary analysis of technological legislation to originate in the legal academy. We do take issue with the absence of any sustained consideration of the imaginary effects conceptualizing governance in so mechanical, so Newtonian, a fashion. For while Lessig laments the possibility his theory of regulation opens up for increased regulatory power without political accountability,9 and the further possibility that the New Chicago School is a “totalizing” project in the Habermasian sense,10 potentially able to exercise control ubiquitously, his project only hints at the Heideggerian enframing11 that haunts it; it is too easy to imagine his rather mechanical regulator as being no better situated than the “pathetic dot[s]”12 who are her regulatory targets.






[7]   Captology



In the process of completing his dissertation thesis, entitled “Charismatic Computers,” B. J. Fogg created the term “captology,” an acronym for computers as persuasive technologies.1 Subsequently he expanded the term into a sub-field of study and practice that is, at base, a mix of suasion and computer science; think of it as a form of rhetoric practiced by and/or2 through digital artifacts. Precisely where the New Chicago School goes dark on the implications of using code-as-law for a regulator, captology begins: it stresses the importance of attending to the ways that interacting with computer systems can lead to behavior changes purposefully sought by the designer(s) of those systems.

Captology suggests two specific types of technological legislation-related problems that digital lawyers need to be aware of. First, the digital lawyer’s professional autonomy can possibly be retarded by the designer(s) of the computer systems the lawyer uses; and, second, clients’ behavior, perhaps even behavior that has nothing to do with any legal matter for which they seek service, can be modified through the design of the systems clients use to interact with their lawyers.3

Although Fogg’s work covers ground conceptually similar to that of the New Chicago School when it is concerned with code, the former’s style of presentation (in many ways it is a less-demanding read than Lessig’s work and may fit better into curricula already overflowing with material) and its disciplinary situation in computer science may make it more suitable than New Chicago School readings in certain circumstances. Our only significant caveat is the limitation Fogg places on captology with respect to intention: behavior changes induced without the designer’s intention—either randomly, or by the efforts of individuals who are not designers of the computer system—are simply not considered by captology.4 In addition to agreeing in principle with one captology critique that argues that the field must take some degree of responsibility for unintended outcomes, we believe adopting this limitation could overly hamper various forms of legal advisement.5






[8]   Science Fiction and its criticism



Science fiction can also be a useful device for furthering the critical embrace of digital lawyering. If the reader agrees with our basic assertion that the American legal academy, like the broader American culture in which it is situated, is profoundly technophilic, then science fiction might seem an unusual suggestion. After all, the genre is obsessed with technology and science to the point that at least one technology critic has described it as a “technopornographic literature.”1 At best the genre holds a schizoid valuational charge, at once wildly valorized in popular culture, as well as, increasingly, in the academy, and reviled as a nearly worthless, artless form in certain circles of literary criticism.2

The best science fiction criticism acknowledges these complexly negative critiques of the genre, incorporates them into its interpretations and encourages us to do the same. Samuel R. Delany and Darko Suvin are two such lions of science fiction criticism, and their works can offer substantial inoculation against vulgar technophilia.

We believe that at least three aspects of science fiction criticism should be stressed before and during generic readings in the legal academy:

1. Rather than conveyors of extreme technophilia, science fiction works should be interpreted as techno-centric, or as Delany has argued, concerned with an object-critique:


Despite the many meaningful differences in the ways of reading that constitute the specifically literary modes, they are all characterized—now, today—by a priority of the subject, i.e., of the self, of human consciousness. [ .]

Answering its own expectations as a paraliterary mode, science fiction is far more concerned with the organization (and reorganization) of the object, i.e., the world, or the institutions through which we perceive it. It is concerned with the subject, certainly, but concerned with those aspects of it that are closer to the object: How is the subject excited, impinged on, contoured and constituted by the object?3


Suvin’s consistent emphasis on the centrality and “narrative dominance” of what he terms a “novum” (often some new science, technology or techno-social arrangements) in science fictional works amounts to a similar point: the foregrounding of artificial things distinguishes science fiction from other fictional genres.4

2. That science fiction is not prophecy is also an important critical stipulation to bear in mind, particularly in the legal academy where the genre has been instrumentalized as a quasi-futurological tool.5 Both Suvin (“Laying no claim to prophecies except for its statistically [to-be-expected] share, SF should not be treated as a prophet: neither enthroned when apparently successful, nor beheaded when apparently unsuccessful.”)6 and Delany (“ . . . science fiction is not about the future. It uses the future as a convention to present a significant distortion of the present.”)7 see the regular deployment of futurity as a figural means of generating effects, or potential effects, unique to the genre.

3. Subversiveness, or potential subversiveness, is chief among those effects. Although our critics diverge on whether science fiction is essentially subversive8 or if this effect is produced by particular readings,9 we think this non-trivial difference offers room for thought and debate among professors and students considering digital lawyering. The greater value of the critical assertion of subversiveness rests largely on the idea that, in presenting human-technology interactions differing significantly from our own, science fictional texts dramatize the related idea that our own techno-social arrangements could have been different, and that they can be different.10

Thus critically armed, the choice of which science fiction text to introduce into the curriculum will be largely a matter of professorial taste. For instructors less familiar with the genre and, therefore, interested in recommendations, we suggest Delany’s novella, We, In Some Strange Power’s Employ, Move on a Rigorous Line, a cyber-punk precursor whose drama turns largely on the distribution of a internet-like power and communication system, and the effects of its distribution on what Lessig might call technologically legislated “ways of life.”11
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§ 12.04.   Becoming Experimental

We can understand our own approach to critically embracing digital lawyering and arguably, any critical approach to doing so, as an exercise in technology assessment. By anticipating the consequences of societal incorporation of new and newly deployed technologies, the legal academy can arrive at a non-technophilically driven digital lawyering program.1 And, because of the vital role of lawyers and lawyering2 in this age of high technology, we consider it imperative that the legal academy recognize the intrinsically experimental quality of the emergence of digital lawyering. A reasonable course for assessing the impacts of digital lawyering would profitably include the proposal of research projects to the National Science Foundation, under its Law and Social Sciences Program, or its Science, Technology and Society Program. Any such proposals would explore the hypothetical problems discussed in our essay, as well as any others that emerge as the digital lawyering phenomenon evolves over time. We should seek to explore and understand as comprehensively as possible how (if at all) interactions between lawyers and clients change as practice goes virtual, how the administration of, and access to, justice are modified, how the legal profession is reconfigured and constrained by the enabling systems we incorporate, and even how public perceptions of the American Lawyer change in the process. In other words, our profession’s technological modification should be examined in a scientific manner, for in fashioning the digital lawyer, as in so many other technoscientifically-related activities occurring presently, we are becoming our own experiments.


Footnotes

1  Compare The Technology Assessment Act of 1972, Public Law 92-484, § 2 (b) (“ . . . it is essential that, to the fullest extent possible, the consequences of technological applications be anticipated, understood, and considered in determination of public policy on existing and emerging national problems.”). For powerful critiques of technology assessment that cannot be addressed in our present essay, see Langdon Winner, “On Criticizing Technology,” Public Policy, vol. 20, 1972. Winter, 35–59; see also Laurence H. Tribe, “Technology Assessment and the Fourth Discontinuity: The Limits of Instrumental Rationality,” Southern California Law Review, vol. 46, no. 3, (1973): 617–60. For innovative approach to technology assessment in the area of nanotechnoscience, see David H. Guston and Daniel Sarewitz, Real-Time Technology Assessment, Technology in Society 24(1), (2002): 93–109.

2  See Ralph Nader and Wesley J. Smith, “Lawyers’ Roles as New Attorneys,” Marquette Law Review, vol. 80, (1997): 695 (noting the distinction between the roles of attorneys and those of lawyers).
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§ 13.01.   Introduction

Technology has changed virtually all aspects of life over the past few decades. To think it would not affect legal scholarship would be arrogant, foolish or maybe both.

The increased speed of the Internet has provided a platform for the creation of a wealth of innovative technologies. In less than a generation, we have gone from trudging to the library across campus to 24/7 access around the world. The speed and access can provide immediate gratification for the Digital Lawyer’s research needs. On-line repositories make full-text PDFs, data sets, pre-publication working papers, and other content a mere click away. Blogs and social networking provide context for the research, while Skype and video conferencing have given rise to virtual learning and real-time collaboration.

This isn’t an academic revolution as some would suggest, but more of an evolution in how scholarship is created and the resulting knowledge transmitted. The overall process is not new, but the methods and procedures have changed, and are continuing to evolve. Today’s lawyer needs to be educated in these digital changes and take advantage of them. 

The core of legal scholarship has been, and continues to be, the law review article. It is a self-contained object; easily transported and comprehensive with its extensive footnotes and references. The footnotes expand the ideas and arguments in the paper. The references provide links that connect the paper to the research on which it is based. Law review article length grew significantly in the last 40 years1 along with the number of footnotes, often hundreds of them, until 2005 when law reviews started limiting their length. While some blame the change on digital tools that allowed fast, zero cost submission to large numbers of law reviews,2 I think there was a broader, subtler change afoot. I think it was the evolution of the Digital Lawyer and easy access to the content traditionally included in the footnotes. If the Digital Lawyer has been exposed to this formerly cloistered information then the value of the 100+ page, 500+ footnotes massive law review article is severely mitigated.

The traditional scholarly process is to read papers published in law reviews and peer-reviewed journals in search of an idea either along a current research theme or one that is entirely new. Once the kernel of an idea is found, it needs to be refined into a manageable and researchable topic. While obvious, this step often makes or breaks research projects. Too broad a topic and the volume of information can be overwhelming; too narrow and the project quickly grinds to a halt. The next step is to thoroughly research the topic using the tools available to you. While research used to mean a trip to the library, it now means connecting to the Internet through your computer, tablet, or smartphone and accessing a limitless array of information on websites and in electronic databases. Without digital tools, this step is painstakingly slow and often very frustrating because not all of the desired research is easily accessible or even accessible at all. Using the research gathered in the previous step, a preliminary draft or working paper can then be written. After several revisions and input from other scholars, the “idea” is finally ready to be submitted to a law review, conference, or journal.

While this traditional process has its merits, it takes a considerable amount of time to complete. The 2009 Joint Information Systems Committee (JISC) paper Open Access—What are the economic benefits? A comparison of the United Kingdom, Netherlands and Denmark,3 noted that an author, on average, spent 90 to 100 hours to write a journal article. The authors estimated that a simplified, more open access approach could save scholars 5–10% of the research time. Lawyers and law students today are familiar with the Internet, but they often lack research skills and need to be educated on the very important process of how to conduct research. Every major law school has devoted significant resources, in courses, guides, and learning centers, to teaching its students how to conduct proper legal research.


Footnotes

1  (Church 1989)

2  (Goldman 2005)

3  (Houghton 2009)
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§ 13.02.   Repositories

In the 1960s, researchers from Massachusetts Institute of Technology and the Defense Advanced Research Projects Agency of the United States developed Advanced Research Projects Agency Network (ARPANET), as a means for computers to talk to one another. From its onset ARPANET was intended to be an effective communications tool, a way for 1s and 0s to be sent quickly and efficiently between cooperating institutions. By allowing machines to talk to one another, the pace of transferring data between organizations increased rapidly.4

Tim Berners-Lee created the first web browser at CERN in March 1991 and, using a copy of his code, Paul Kunz created the first United States based World Wide Web (WWW) server at Stanford Linear Accelerator Center (SLAC) in December 1991. Based on ARPANET, their “Internet” allowed virtual access to the SPIRES-HEP bibliographic database and was the beginning of web servers accessing a common database for research purposes.5

Fast forward twenty years and many things have changed. The Internet is used for a wide variety of purposes, by a wide variety of people around the world. It is foundational to many scholarly activities and a critical tool for a significant percentage of academics. The Internet is now central to their lives. It is how many work and interact with the world.

For legal academia, the Internet has enabled fast, efficient paper distribution to scholars. The ability to download a full text paper from a publisher’s website was a significant change. By eliminating geographic constraints, academics potentially have access to more papers from more sources than previously thought possible.

In addition to the publisher’s repositories, many academic institutions have created online repositories for aggregating and providing access to their faculties’ research and related materials. One of the primary goals of an Institutional Repository (IR) is the centralization of organizational content for archiving purposes. Instead of its papers being scattered throughout the Internet on publisher websites, online conference proceedings, scholars’ personal websites (or even worse their laptops), IRs provide scholars with a safe, secure place to store and easily share their research. Plus, the school or university can generate greater interest and potentially a wider audience for its research through branding the repository and presenting a collection of centralized knowledge. Broad exposure and simplified access are key ingredients in the recipe for a successful repository. Digital Access to Scholarship at Harvard (DASH http://dash.harvard.edu/) and Oxford University Research Archive (ORA http://eprints.ouls.ox.ac.uk/) are examples of university IRs.

Led by librarians and often funded by foundations and similar organizations, these initiatives have not always proven successful.6 Despite significant grants and other sources of funding, the volume of content stored in IRs remains relatively small.7 A foundational issue and the cornerstone for a successful repository is ingesting enough content to provide a critical mass in one area or another so that users consider visiting the repository worth their time. When it comes to repositories (and many other things in life), critical mass is critical.

Repositories exist for a variety of reasons and in a variety of forms. The basic approaches are to organize content by institution or discipline. A Disciplinary Repository (DR) is built around a specific subject matter. These have often been created in disciplines where there wasn’t a single institution that had a critical mass of content in the subject area. Aggregating content for a specific subject area in a DR can create critical mass faster because it is not limited to a single organization’s output. All repositories seek to aggregate and archive content, but DRs have the ability to focus on the needs of their community without in many cases other organizational constraints.8 Discipline specific tools can be developed that allow users to dig deeper into the content. Filters can be customized to allow for more granular access and community based presentation of the content. 

While IRs are generally supported by an institution and free to the public, DRs need external funding or other means of support, potentially including download and other access restrictions or subscription services. By concentrating the knowledge for a given field in one virtual location, users can see the discipline as a whole and walk through the literature to see the influence of one paper on another. Early examples of successful DRs are CERN in Geneva (http://public.web.cern.ch/public/en/Research/Research-en.html) and arXiv at Cornell Library (http://arxiv.org). BEPress, founded in 1999, and HeinOnline, started by William S. Hein & Co. in 2000, provide in-depth repositories of legal scholarship and related information. BEPress (http://bepress.com) includes a mix of peer-reviewed journals and pre-publication content. HeinOnline (http://heinonline.org) is a large database of image-based legal content from the last 9 centuries.

Repositories provide authors with a simplified process for sharing their research while also increasing exposure for it. Users of the research generally get access to a greater depth of content within an institution or discipline through repositories. The core problem has been that IRs and DRs are limited to one institution or discipline. A relatively recent evolution of repositories and the one I am most familiar with is the Multi-Disciplinary, Multi-Institutional Repository (MDIR). The Social Science Research Network (SSRN http://ssrn.com) is a MDIR.

A MDIR provides the core access and exposure benefits of IRs and DRs plus an interdisciplinary, inter-institutional twist. They allow classifications into multiple subjects and institutional categories. For example, a Law paper could also be classified into Accounting, Economics, or Finance, giving researchers in the other areas, a different perspective when looking at their research topic. It can also be classified into multiple categories for different institutions based on author affiliations. This approach exposes them to different concepts and ways of thinking, all within the same repository. This cross-pollination of ideas, and discovery across institutions, creates a platform for innovative research because two researchers tackling the same issue from different disciplinary perspectives will see different facets of the problem and identify solutions, when viewed together, that are far more comprehensive than a traditional repository or law review.

One of the opportunities for Digital Lawyers is to reduce the amount of time needed to produce innovative research and increase their overall productivity through the use of MDIRs and other digital tools. Searching for an article that isn’t accessible, waiting for feedback on a submitted paper, or trying to determine which paper to read next are inefficiencies of the current process and are potentially mitigated by the Digital Lawyer. 

The MDIR model exposes content across the disciplines and, being a repository, provides simplified access to this content. In many cases it provides access to multiple stages of a research paper; idea paper, working draft, and final version, and multiple versions; conference paper, university series, and published version(s). The different stages and versions allow the reader to see the evolution of the idea and in many cases experience a more thorough discussion in the electronic version than is possible in the printed version.

Submissions to SSRN are publicly available within minutes and distribution usually occurs in a matter of hours. Given the critical mass of content in a MDIR such as SSRN, those submissions will also have a shorter crawl time (length of time it takes a search engine to index new content on a website) and much faster availability. Fast exposure like this allows the research to quickly be part of the public conversation and included in the discovery process of other scholars.

One of the interesting changes in scholarly content over the past few years is the blurring of the lines between working and accepted papers. The once clear distinction doesn’t exist anymore. Some working paper series are peer-reviewed and many publishers provide access to pre-publication papers, even after they have been peer-reviewed. Working papers have traditionally been defined as preliminary scientific papers but inclusion in a working (or research) paper series is often the final stage for a paper. Accepted (or peer-reviewed, refereed) papers are more of a continuum than a cliff. They are made available in various ways along the process from submission to initial review to formal acceptance to online or printed publication. Working and Accepted distinctions are fine in certain circumstances but they do not accurately fit the broad spectrum and the overall encompassing term of Scholarly Papers makes more sense. It also allows for each of the current stages and developing new ones to fit together.


Footnotes

4  (Leiner 2011)

5  (Levy 2001)

6  (Foster 2005)

7  (Nelson 2009)

8  (Davis 2007)
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§ 13.03.   Digital Tools and New Forms of Scholarship

When new forms of communication add value and are seen by scholars as complimentary to the existing traditional model, they are adopted. Legal scholars, and the law academy in general, have seen the advantage of using digital tools to access and distribute their work earlier than other disciplines. These changes have coincided with a general increase in the acceptability of early stage scholarly papers (working papers), the citation of those papers, and an increased desire for authors to control the copyright for their work. In addition, significant increases in the popularity of social media and its use in academia have come about at the same time.

Social media outlets like blogs, Twitter and Facebook allow researchers to produce and comment on issues important to them in a fast, direct, and public forum. These supplementary, shorts forms of scholarship shift the time frame when scholarly communication occurs. The ability to virtually connect with individuals that share a common interest and discuss important issues in real-time without the costs, and benefits, of the publishing process is one of the most important scholarly innovations of the last decade.

Blogs

While there have been previous forms of online connections such as list-servs and email contact lists, web logs or blogs have significantly changed the landscape. The 6000+ law blogs (http://blawgsearch.justia.com/blogs) are written by one or more individuals (bloggers) and usually focus on a specific theme or subject area; feminism law and libertarianism are two examples. The bloggers post small articles to the blog’s website with links to related content or other items of interest. The ability to rapidly transmit an idea, with the referenced material one mouse click away, gives blogs a distinct advantage over a printed journal.

The majority of law blogs are focused on a specific area of law and written by an expert in the field, such as Adam Kolber’s Neuroethics & Law Blog (http://adamkolber.com), but there are other models. Volokh Conspiracy (http://volokh.com) is a blog, founded by Eugene Volokh, concerned with law, law scholarship, and Libertarian and Federalist ideas. It is a single blog written by a group of law professors to address their scholarly communication concerns in these areas. LawProfessorBlogs.com (http://lawprofessorblogs.com/), started by Paul Caron, is another example of a way to aggregate a series of blogs around a theme. Each blog in the series is focused on a different area of law professorship, ranging from adjunct to workplace law, and is written by a law professor with expertise in the area. When done properly, blogs provide public, synergistic knowledge sharing. 

In this new world of scholarship, ideas are shared as quickly as possible and crystallized with reader comments and feedback. This rapid research process does not replace the traditional one, but gives researchers another outlet for their ideas. Some of the ideas become scholarly papers for the blogger or other authors and the rest are left as simple, short-form scholarship.

Twitter

The micro-blogging service Twitter (http://twitter.com) takes rapid idea sharing to the next level. It allows users to publish, in real-time, 140 or less character posts (Tweets) to everyone following them or searching for a term included in the post (hashtags). Unlike most social networks, users follow others (not friend, which requires permission), making connections a quick, easy, one-way process. Tweets usually come in one of five forms: 


	Normal Tweets—where the sender is making a comment about something or providing a general update about what they are doing

	Retweets—where a Tweet from another account is given attribution and forwarded to the sender’s followers

	@Mentions—where the sender includes another Twitter name (after the “@” symbol) and a comment or question related to that account

	@Replies—a Tweet starting with another Twitter name (after the “@” symbol) and in reply to a Tweet from that account

	Messages—a private Tweet to another user when the two users are following one another


Facebook

With over 800 million active users,9 50% of whom use the service every day, including countless law faculty, Facebook dominates the social media landscape and continues to grow. In 2010 Facebook passed Google in terms of user time spent on a site, logging 49.4 billion minutes.10 Facebook provides user-based recommendations for all types of products, including scholarly research. By aggregating hundreds of millions of users and very specific knowledge about them (who they friend, what they like or share), Facebook creates recommendations for other users. As more scholars use Facebook and related websites, the recommendations will increase significantly.

A December 2010 survey, conducted by the Centre for Information Behaviour and the Evaluation of Research, Social Media and Research Workflow11 found that 84% of all social scientists in the study reported using social media tools in their research process. Responses came from 215 countries and over 4,200 scholars from the whole of academia. Social media is no longer only used by outliers. It is an accepted tool in scholarly research.

Other Tools

While social media receives most of the public’s attention, the tools currently being used by lawyers have also been updated. Lexis® for Microsoft Office® (http://www.lexisnexis.com/newlexis/office) integrates the LexisNexis® database of legal content, Internet, and internal corporate documents directly into Word, Outlook, and Sharepoint. The primary benefit is the seamless integration of a variety of content while reading or composing other documents. The lawyer doesn’t need to remember to search for related information, the tools provide links to everything that is available. This opportunity for serendipitous discovery is a significant enhancement. It will be exciting to see how this tool and others that have been developed for practicing lawyers are further enhanced and used by legal scholars.

WestlawNext™ (http://store.westlaw.com/westlawnext/default.aspx) is Westlaw’s new search engine. It includes improved non-boolean search functions and the ability to search in databases not included within your subscription plan. Charging for accessing the full-text documents and not for searching is a major improvement. WestlawNext is a complete redesign of their search engine based on user feedback, making it more “Google-like” and allowing multiple types of search queries.

Being able to look up case law on-line, and integrate that information directly into a project is a significant time saver over older methods of discovery. Fast, efficient search has dramatically changed all fields of academia, including law, through the availability of the Internet and content specific databases. While the Internet is not always the perfect way to find information, content specific databases provide authors with relevant information in their areas of interest.


Footnotes

9  (Facebook Statistics n.d.)

10  (Boulton 2011)

11  (CIBER, University College London 2010)
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§ 13.04.   Beyond Tools

While publishers have always charged for accessing content, repositories now allow authors and universities to outsource their information management needs. For a fraction of the price, and in many cases free, repositories accept submissions, expose them and then provide access to scholarly content. In addition, they provide the much needed organization and curation that are prohibitively costly on a small scale.

Curating plays an important role in all forms of scholarship and social media especially with the increasing overabundance of scholarly content. This overabundance needs to be managed and is primarily due to the following factors:


	there are more scholars producing more content (current estimates are that 90% of all scientists that ever lived are alive today)

	there are more journals than ever before (the number of journals is doubling every 20 years, largely due to the explosion of Open Access journals)

	multiple versions of the same paper are exposed and available for discovery at each step in their evolution

	papers are classified into multiple categories within a discipline and across multiple disciplines


This information overload creates a need for better tools to manage it. While recommender systems are being developed and their algorithms refined, Article Level Metrics (ALM) provide very good signals for identifying which papers should be read. Given my role and experiences at SSRN, I can best describe our three public metrics: Downloads, Citations, and Eigenfactor™ Scores.

Downloads are a timely indicator of interest, especially for new ideas and younger scholars and provide information about scholarly impact, in a way that differs from other measures. They are a measure of the number of times a paper has been delivered to an interested party. SSRN takes great care to ensure that download counts are an accurate measure of usage and expends a significant amount of resources to maintain their integrity. 

First, SSRN distributes complete abstracts of every paper ensuring that interested readers make informed decisions regarding whether or not to download the full text of a particular paper, rather than uninformed explorations triggered only by a catchy or vague title. A SSRN download starts with the reader visiting the paper’s “abstract page.” Readers, who still want to read the paper, can then download it. In SSRN and others’ experiences, approximately one out of four abstract views results in a download.

Second, SSRN does not count multiple downloads of the same paper by the same person, nor machine or “robot” downloads. If they permitted a single click to download a paper from another source, such as a search engine or a blog, and counted all mechanical downloads, this would inflate the download counts by a factor that has been increasing over time and is now close to six. This would degrade download counts as a signal of paper quality, and substantially increase the ability of users to manipulate them.

SSRN’s CiteReader technology12 scans a full text PDF file and captures the references found in it. In simple terms, a citation is a reference from one paper to another paper that helps indicate the influence of the original paper. Those references are then verified through a combination of technological and human review. The verified references are parsed into smaller metadata fields and then matched against other articles in the SSRN eLibrary. It not only provides interesting data on who is citing whom and how often, but it also provides a research timeline allowing readers to easily go backward and forward in a subject matter. The References and Citations pages are freely available for the reader to follow the flow of the literature within and across multiple disciplines.

The Eigenfactor™ Algorithm provides a methodology for determining the most important or influential authors and papers in a network. The algorithm computes a modified form of the eigenvector centrality of each node in the network under the basis that important nodes are connected to other important nodes. This is the basic concept behind Google’s PageRank algorithm.

Eigenfactor™ Scores have previously been used to rank scholarly journals and the scores are freely available at http://www.eigenfactor.org. SSRN uses article level citation data to extend the Eigenfactor™ Algorithm to the author level and will apply it to the paper level in the near future. CiteReader calculates the number of times each paper in the SSRN eLibrary database has been cited by other papers in the eLibrary. This data is then used to construct an author citation network, where each author is a node.

On a technical level, the Eigenfactor™ Score is the outcome of two conceptually different but mathematically equivalent stochastic processes. The first process is a simple model of research in which a hypothetical reader follows chains of citations as she moves from node to node ad infinitum. An author’s Eigenfactor™ Score is the percentage of time that she spends with this author’s work in her random walk through the literature. The second process is an iterated voting procedure. Each author divides one vote equally among those authors she cites. In subsequent rounds, each author divides her current vote total, as received in the previous round, equally among those authors whom she cites. This process is iterated indefinitely until a steady state is reached where the number of votes doesn’t change. An author’s Eigenfactor™ Score is the percentage of the total votes.

Article level metrics are simply recommendations for what to read in the increasing world of information overabundance, similar to the traditional peer-review filters of scholarly journals—but without the inherent costs and limitations.


Footnotes

12  CiteReader technology was developed with Ralph Dandrea and his team at ITX Corp.
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§ 13.05.   Conclusion

As noted by the breadth of pieces in this edited collection, legal scholarship has expanded greatly to include a wide range of content in varying lengths and formats. The goal is to expose the Digital Lawyer to applicable research when it is needed and then, provide simple, easy access to it. Proper exposure to the broadest array of appropriate research is the critical first step. Then, using digital tools, whittle it down to usable knowledge. This knowledge will help them create innovative research faster. The possibility for the Digital Lawyer is to shorten the research lifecycle and share their results in less time than ever before.

As Steve Johnson points out in Where Good Ideas Come From, new ideas do not just spring out of thin air on the tip of the tongue at random intervals.13 They are the products of the interpretation of old concepts and the interaction of new spins on problems and answers, to come up with something innovative. New ideas are more like a well-crafted stew than a wizard’s wand making an object materialize out of thin air and the Digital Lawyer can now be the one stirring the pot.


Footnotes

13  (Johnson 2010)
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§ 14.01.   Looking for the Digital Langdell

The basic framework of legal education as taught in most American law schools is over 100 years old. The “Langdellian Revolution” that introduced the case method of teaching, the core first year curriculum of contract, tort, property, criminal law and civil procedure, and an accompanying mode of analysis and argumentation about how to derive rules from legal opinions was initiated at Harvard in the 1870s and spread throughout the latter decades of the 19th Century.1 Yes, we have made important additions and modifications—clinical education being a notable element,2 but these have not threatened the Langdellian core of most of our programs. The influence of the Langdellian approach goes beyond education and has shaped, in a co-evolved system of feedback between teaching and practice, the way we argue about law in court, how we approach scholarship, and the very conceptual foundations of the American justice system.

Most of us are so steeped in this tradition that we take it as a given—but it was not always so. The elaborated case method as we have come to know it was made possible by technological innovation – the spread of cheap, mechanized printing in the second half of the 19th Century. The preoccupation with textual analysis that is the hallmark of the case method and at the center of Langdell’s “science of law”3 needed easy access to large blocks of text to thrive. It is no coincidence that the West Publishing Company was founded in 1876, the same decade as Langdell’s innovations start at Harvard, and that its reporter system is initiated in the 1880s.4 The availability of a large volume of case reports through a commercial service like West enabled the spread of a jurisprudence that was founded on the analysis of these cases; and this evolving jurisprudence, and the education that matched it, fed the demand for the reporters. An intellectual movement coincided with enabling technology and dovetailed with an effective pedagogy to create an extraordinarily stable interlocking system.5

As the essays in this volume repeatedly argue, that stability is disintegrating around us. The information, communication, and processing technologies which we bundle together under the “digital” label are, like cheap printing before it, creating a wealth of new possibilities around how we define, deliver and teach that set of rules and enforcement mechanisms we call law. While specific prediction about what the new world will look like is hard, the general prediction that we are entering into a period of extensive change seems trivially obvious. While the all too apparent need for extensive change in what we know and do is daunting, particularly to those of us reasonably skilled in the existing art of legal education, the exciting realization is that the details of that future are open to our design. Any one of us can still step into the innovative roles inhabited by Langdell and such allies and disciples as Holmes, Thayer, Gray, Ames, Wambaugh and Cooley.6 The question space is huge.

What does government become as legislation and regulation open up to digital means of access and participation? Do we move to an era of expanded referendum-style law-making where internet voting gives direct, almost instant access to the popular will? What is the digital APA? What would a constitutional convention look like if we let e-bay design it?

What will law itself look like when the means of interacting to create legal arrangements like corporations, wills, leases, even families, become a set of software options delivered by mobile devices? What is lawyering when it becomes a “help desk” style click through in a software platform that automates most standard legal processes? What will dispute resolution look like when the full digitization of discovery migrates the process of fact determination out of a courtroom and into a software platform? Do juries – the original crowd sourcing – become technologically selected and delivered wiki system? 

What will the new method of teaching be that dovetails with this new world of government and law, the true successor to the case method? Will it evolve from distance learning technology? Will it be informed by the emerging cognitive science of education? How will it interact with the ways our incoming generation “digital native” law students experience the world through social networking and other on-demand communication? What subjects will we teach? Will computer programming be an essential element in jurisprudence? Or will it be the new “legal writing?” And what will students need to know about “big data,” which McKinsey labels “the next frontier for innovation, competition, and productivity.”7

In this volume we have at best begun to tackle some of such questions, both in theory and in implementation. We believe that our work to date is helpful, but recognize that it but some first steps on a much longer, and very interesting, trail of discovery. We look for fellow pioneers, and hope that this volume will encourage more to consider just how they, too, might go about Educating the Digital Lawyer.


Footnotes

1  Kimball, Bruce A. The Inception of Modern Professional Education: C. C. Langdell, 1826–1906 (Chapel Hill: University of North Carolina Press, 2009)

2  See Galves, Fred “Teaching Litigation Technology,” This Volume, Chapter 7.

3  Langdell, Christopher C. Teaching Law as a Science, 21 Am. L. Rev. 123-24 (1887)

4  Thompson Corporation. Company History, at http://store.westlaw.com/about/history/ (accessed December, 2011)

5  Sheppard, Steve, The history of legal education in the United States: commentaries and primary sources, (The Lawbook Exchange, Ltd., 2007)

6  Sheppard, note ___ above.

7  James Manyika, Michael Chui, Brad Brown, Jacques Bughin, Richard Dobbs, Charles Roxburgh & Angela Hung Byers. Big data: The next frontier for innovation, competition, and productivity. (McKinsey Global Institute, 2011) available at http://www.mckinsey.com/Insights/MGI/Research/Technology_and_Innovation/ Big_data_The_next_frontier_for_innovation 
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actoss e er. alse fo he stng of fshng s’

‘Wattsdaduchon was gen coroboraton 1655 when workmen excavatng a ravay spur ot docks came pan a oadvay of
neatyladstones. inicatng a causeway hatad down 1 the i fo. Local hsforans sumised ha vas he Rortan 0ad o
Dumbarton, andlatr archaeclogyhas confimed hat 46 was doed he ecton of 1o 1003,

Durng e 17505 werkmen repang he roadayat the rossng pon unearhed ahul composed of panks pegged 0.2 wooden
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Figure 4: History of Ardcalloch, in seven drop-down pages
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Figure 5: Bounded and open field transactions (Barton & Maharg 2007)
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“The only leaming worth evaluating can
be seen a5 behavioural changes.

Professional Model

‘Worthwhile learing is often personal,
obscure and private. Only some learming
appears as behavioural changes.

Everything that exists,exiss in some.

‘Many things that existare ot externally

quantity, and therefore can be counted | erifiabl.
and measured.
“The teacher-selected goalsare the Both teacher- and student-selcted goals are

important ones, therefore the evaluated
ones. Both teacher and student selcted
Importan, therefore the evaluates ones.

important,asisleaming attained without
goals.

Comparing behaviours to some
objecively held criteria or comparing to
the progress of other students determines
how well something is leamed.

Educativ Ieaming cannot be rated on a
scale. Mostlearing cannot be compared
cither 0 some "objectively” conceived
criteia o o the progress of other studens.

“The teacher-student relationship is
rchicaland the teachers asess.
students by how well they have met
specfic objectves.

“The teacher-student relationship s
egalitarian. Leaming requires a process of
rusting exploration amang expert and
novice leamers and thives on constructive
crtcism.

“The qualityof rigour of a course can be-
determined by how well it helps its
students meet the disipline requirements
asreflcted by test scores, attainment of
behavioural objectives, and accreditation
requirements, since these reflct the
agreed-upon discipline content.

“The quality of rigour of a course can be-
determined by how well it helps students
collectparadigm expericnces, develop
insights,see pattems,find meanings in ideas
and experiences, explore creative modes of
enquiry, examine assumptions, form values.
and ethics in keeping with the moral il of
the caring schola-clnician, respond to
social neds, live fully and advance the
profession.

Figure 6: Technical and professional models (Bevis & Watson, (1990), cited in Maharg & Owen (2007))
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