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This Top 10 list contains key resources and tools found on the Data Security & Privacy practice area page.

1.	 PRACTICAL GUIDANCE STATE LAW COMPARISON TOOL 

Compare laws across jurisdictions on over 10 topics including consumer data privacy, data breach  
notification, identity theft, wiretapping and surveillance, social media privacy, and more.  

Tools & Resources 	 State Law Comparison Tool

2.	 STATE LAWS SURVEYS

Quickly survey the legal landscape on nearly 20 topics in data security and privacy with charts summarizing 
state laws on biometrics, employee privacy, data disposal, insurance coverage for privacy and cyber risks 
claims, protection of personal information in government records, telemarketing privacy, and more.

Tools & Resources 	 State Law Surveys

3.	 TRACKERS

Stay up to date on legislative developments and regulatory enforcement actions with trackers covering 
actions by the FTC, SEC, CFPB, CFTC, OCR (HIPAA), and under the GDPR.

Tools & Resources		 Trackers
Practice Notes		  Privacy Legislation Tracker: State Comprehensive Consumer Privacy Bills

4.	 COMPLIANCE WITH STATE CONSUMER PRIVACY LAWS 

Find resources for complying with state consumer privacy laws including the California Consumer Privacy 
Act (CCPA)/California Privacy Rights Act (CPRA), Virginia Consumer Data Protection Act (VCDPA), Colora-
do Privacy Act (CPA), Utah Consumer Privacy Act (UCPA), and Connecticut Data Privacy Act (CTDPA).

Resource Kits		  Data Privacy and Cybersecurity State Law Compliance Resource Kit (CA)

Practice Notes		  Consumer Data Privacy: State Law Comparison Charts
				    Colorado Privacy Act (CPA) Compliance

Connecticut Data Privacy Act (CTDPA) Compliance
				    Utah Consumer Privacy Act (UCPA) Compliance
				    Virginia Consumer Data Protection Act (VCDPA) Compliance

https://advance.lexis.com/lpajxtool/?pdcurrmodid=1523057&crid=8d11317c-4815-49e3-8514-e18fb6b0b512
https://advance.lexis.com/api/permalink/c4d49639-9cde-47bd-9267-c7c0685bea90/?context=1000522
https://advance.lexis.com/api/permalink/cd56e76c-85a2-4920-9a25-dd88215fa9a1/?context=1000522
https://advance.lexis.com/api/permalink/d7903f6d-3537-4b84-ae23-a992f2f378df/?context=1000522
https://advance.lexis.com/api/permalink/7b339b16-1508-44bf-ba32-24eb0351ddc6/?context=1000522
https://advance.lexis.com/api/permalink/535ce3b0-ae12-4178-8671-04cee8f5bd6f/?context=1000522
https://advance.lexis.com/api/permalink/7a07562f-c230-4d9f-8076-d2f62ddb47ae/?context=1000522
https://advance.lexis.com/api/permalink/ec5c03fd-7c09-41ce-9509-5c8469084ca3/?context=1000522
https://advance.lexis.com/api/permalink/edafb6b9-f908-40ef-9a4a-e5db846a7876/?context=1000522
https://advance.lexis.com/api/permalink/cccf5b84-8436-462f-a069-f9ce257226b3/?context=1000522


5.	 INDUSTRY COMPLIANCE

Gain the know-how you need to stay compliant with key federal and state laws by industry under the 
Industry Compliance topic.  Find extensive compliance resources for the finance, healthcare, consumer 
protection, and public sectors including guidance on the Gramm-Leach-Bliley Act (GLBA), Health Insurance 
Portability and Accountability Act (HIPAA), Fair Credit Reporting Act (FCRA), and more.  Representative 
documents include:

Resource Kits		  HIPAA Resource Kit
Practice Notes		  Gramm-Leach-Bliley Act (GLBA) Privacy Requirements
				    Telephone Consumer Protection Act (TCPA) Compliance

6.	 GENERAL DATA PROTECTION REGULATION (GDPR) AND INTERNATIONAL COMPLIANCE

Access over 35 practice notes, forms, clauses and checklists covering General Data Protection Regulation 
(GDPR) compliance in a dedicated subtask, and find coverage of data protection, privacy and cybersecurity 
in almost 40 foreign jurisdictions under the International Compliance topic.  Key resources include:

Resource Kits		  General Data Protection Regulation (GDPR) Resource Kit 
Practice Notes		  Data Protection and Privacy in International Jurisdictions
				    Cybersecurity in International Jurisdictions

7.	 CYBERSECURITY RISK MANAGEMENT, PROGRAMS AND POLICIES

Develop internal cybersecurity programs and policies, implement security measures, understand cyberse-
curity insurance, manage risks in transactions, and more with key guidance including:

Resource Kits		  Workplace Internal Data Security Best Practices Resource Kit
Practice Notes		  Data Breach Planning and Management
				    Ransomware Planning and Response Best Practices
Forms	 		  Written Information Security Plan
				    Business Continuity Plan
Clauses			   Privacy and Data Security Representations & Warranties in M&A Agreements

8.	 PRIVACY POLICIES

Draft Privacy Policies for a variety of contexts and compliance with various laws with guidance including:

Practice Notes	 	 Privacy Policies: Drafting a Policy
Templates	 		  Privacy Policy (CCPA and GDPR Compliant, General)
				    Online Privacy Notice (Product or Services Sales Website)
				    HIPAA Privacy and Security Policy
Checklist			   Privacy Policy Checklist

9.	 LEGAL DEVELOPMENTS

Understand the impact of Legal Developments with breaking news from services including Law360 and 
MLex paired with guidance and curated content for digging deeper.

10.	VIDEOS

Watch a growing collection of video-based guidance from experienced data security and privacy practitioners 
on topics including managing cybersecurity risks, biometrics, TCPA compliance, key federal privacy laws and 
more.

Video Center (Lexis+) 	 Practical Guidance Data Security & Privacy Video Center 
Videos (PG Standalone) 	 Practical Guidance Data Security & Privacy Videos
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